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ANALYSIS OF A MECHANICO-ELECTRICAL CRYPTOGRAPH 
PART I 

SECTION I 

INTRODUCTORY REMARKS 1 

p�l h� 
Nature of investigation________________________ 1 Purpose of this paper_________________________ 3 
Preliminary statement of results________________ 2 Summary of conclusions____________ ___________ 4 

1. Nature of investigation.-In the latter part of 1923, a crytographic machine called 
the "He bern Electric Super-Code" was submitted to the Chief Signal Officer for examination 
and consideration relative to .its suitability for use in the military service. The usual claims for 
indecipherability \vere made for this machine, which had also been submitted to another Govern­
ment department interested in such deviees, and had already been most favorably considered 
for adoption into their service. 

This investigation was undertaken with a view to determining the merits of the device, 
more especially as to whether the degree of secrecy afforded by its use is sufficient to warrant 
further consideration as to its suitability for adoption in the military service. 

2. Preliminary statement of results.-A cursory examination of the machine soon showed 
tha t it was worthy of the closest study. It is the smallest, most compact, and rugged device of 
its kind, considering the degree of secrecy which it is possible to achieve by its use . The latter 
factor seemed to be considerably higher than that afforded by any other machine heretofore 
examined,  excepting the Printing Telegraph Cipher Machine ,  which , in i ts present form, is much 
bulkier and Hot at all suitable for use in the thea ter of war below Army Headquarters. As a 
device for use in the field , the machine herein described seemed more nearly to fulfill the neces­
sary requirements than any other machine ever studied by the writer. 

3. Purpose of this paper.-This paper was written for the purpose of setting forth in 
detail the results of the study of the cryptographic features of this machine . It is usually true 
that every really scientific system of cryptography presents a more or less unique case in crypt­
Hnn.lysis1 for the ::::olntion of whi<".h nPw prin�iplP-R nml RpP.t".ial mr.t.horl:::: of atta.r,k must he devised. 
In this respect the system herein described does not lack novelty and interest for the crypt­
analyst, and if only for scientific and theoretical consideru.tions that are involved in such a 
study, it has been thought worthy of being made the subject of detailed investigation and 
presentation . A preliminary knowledge of the more important and fundamental principles of 
cryptanalysis is necessary for a proper understanding of the technical details of this analysis. 
Reference is therefore made to Signal Corps Training Pamphlet No. 3, " Elements of Crypt­
analysis", wherein will be found elucidated the basic principles of the science. 

There is also a further purpose in recording the results of this investigation. The Hebern 
machine is but one of several recently patented cipher devices that are based upon very similar 

1 This paper was written early in 1924, soon after the successful conclusion of the tests described in the 
subsequent pages. P ractically no changes, additions, or deletions have been made in the text" as origmally 
prepared. (1) 
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cryptographic principles. The analysis herein presented is applicable to them, with minor 
modifications necessitated by slight differences in mechanical construction. \Vith the ever increas­
ing employment of radio telegraphy for military purposes, and the necessity for speedy, mechanical 
or electrical cryptographic apparatus, it is quite probable thrr t machines of this nature will be 
used in future wars. They may, of course, be utilized by enemy military forces. A knowledge 
of the methods of analysis herein contained would be valuable and essential in the study of 
intercepted messages written by means of such devices. For this reason it has been deemed 
advisable to issue this paper us a secret document. 

4. Summary of conclusions.-It is shown in this pa.per that the machine under investiga-
tion, as at present constituted, produces cryptograms which are by no means "absolutely 
indecipherable". or even "practically indecipherable." Nevertheless, the degree of secrecy is 
fairly high, and the machine offers possibilities for modification with a view to augmenting the 
degree of secrecy. One of its most serious disadvantages is that it makes no record of its opera­
tion, in the form of a printed copy of the dispatches enciphered or deciphered. It is understood 
that the manufacturers are now engaged in producing a model whirh will make a printed record. 
If their efforts are successful, the new machine may be worthy of serious consideration for use 
in the military service. 
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SECTION I I  

DESC RIPTIO N  O F  MAC HINE A N D ITS OPE RATIO N  

Par. Par. 
Terminology_ _ _ _ _ _ ____ ___ _ _ _ _ _ _ ____ _ ____ _____ 5 Horizontal permutations of the cipher wheels _ _ _ _  1 1 
Enciphering a dispatch _ _ _ _ _____ _______ _ _ _ _ ___ _ 6 Rotator�' permutatious of the cipher wheels _____ _ 1 2  

Deciphering a dispatch _ _ _ _ _ _ _ __ _ _ _ _ _ _ ___ _ _ _ _ _ _  7 Permutations of LAW n,nd RAW___ ____ _ _ _ _ _ ___ 13 
Construction of c ipher wheels _ _ _ ____ _ ____ _ _ _ _ _ _  8 Functions of LAW and RAW; automatic d isplace-
Function of bakelite separators _ _ ____ _ _ _ _____ ___ 9 mcnt of the cipher wheels _ _ _ _ _ _ ___ _ _ _ _ _ ___ _ _  14  

The left and right fixed sequences _ _ _ _ _______ _ _ _  10 PotentialitiPs of the machine __ _ _ _ _ _ _ ___ _ _ _ _ _ ___ 15 

5. Terminology . -For convenience in discussion , those parts of the machine which are 
essential to a n  understanding of this pupcr \Yil l be referred to under the following designations, 
which apply to Pla te l a: 

LAW-Left-hand aluminum wheel . 
RAW-Righ t-hand aluminum wheel . 
C\V l -First cipher wheel . 
C'¥2-Second cipher wheel . 
CW3 -Third cipher wheel . 
G \V4-Fourth cipher wheel . 
CW5-Fifth cipher wheel . 
E-D-Encipher-decipher set screw. 
SET-Bench mark upon which the letters of LA ,V, the cipher wheels, and RAW 

are aligned in setting them according to the  "key." 
BS l -Bakelite separa tor between LA VV and C'Vl. 
BS2-Bakelite separator between G\V l  and CW2 .  
BS3 -Bakelite separa tor bet\veen C'V2 and C\V3. 
BS4-Bakelite separator between CYv3 and C\V4 . 
BS5-Bukelitc separator between C\V4 and C'V5 . 
BS6-Bakelite sepa ra tor between CW5 and RA vV 

6. Enciphe ring a dispatch.-To enc ipher a dispatch, the large knurled screw (E-D, plate 
l a) at the right and towards the rear of the machine, is revolYed so as to bring the indicator (on 
the top rear pla te)  to the left, to the position marked DIRECT. LA vV, C\V l to 5, and RAW 
are then revolved so as to ulign the letters of a KEY \VORD upon the white bench mark or 
setting l ine, SET, ut the fron t  of the machine, th e letters of the key word being set up in the 
usual direction of reading, viz . ,  from left t o  right. The keys of the  keyboard corresponding to 
the successive letters of the plain-text dispa tch a re depressed and the cipher letters that are 
indica ted by being illumin a ted on the ligh t board are written clown. It v.-il l  be noted tha t  in the 
course of enciphering certain of the ,,·heels become displaced from their original positions. These 
movements will be discussed subsequently in full detail. 

7. Deciphering a dispatch.-To decipher a dispatch, the enciphering-deciphering set screw 
is revolved so as to bring tl1e indicator to t he position marked REVERSE . Then the letters 
of the key word, which must of course be known in auvance, are aligned upon SET, and the 
keys of the keyboard corresponding to the successive cipher letters are depressed,. whereupon 

(3) 



4 
their equivalent plain-text letters will be illuminated on the lightboard. It is to be stated that 
while the normal method of encipherment and decipherment is with the indicator set at DIRECT 
and REVERSE, respectively, this is not absolutely essential. The machine will encipher and 
decipher just as well with the opposite arrangement, i .e., set to REVERSE for encipherment 
and to DIRECT for decipherment, but the correspondents must, of course, be in agreement in 
this respect. 

8. Construction of cipher wheels.-Plate 1 b shows one of the cipher wheels, which are 
all similar in construction . The rim of the wheel is divided up into 26 equal sections, hereafter 
designated as cipher-wheel segments, which are labeled by means of the normal alphabet, Z being 
replaced by a number for the purpose of identifying ea.ch wheel . The letters identifying the 
aforementioned segments are set in rectangular depressions or recesses into which a lever may 
fall and thus cause the wheel to be displaced one step at a time .  Each peripherally lettered 
cipher-wheel segment has two electrical contact surfaces on the sides or faces of the wheel, one 
on the left, hereafter designated as the left-hand eontact, abbreviated as LHC, and one on the 
right, similarly designated as the right-hand contact, abbreviated as RHC. Each LHC is 
provided with a binding post on the left face of the wheel, and each RHC with a binding post on 
the right face. An insulated conductor connected to the binding post of the LHC of every 
cipher-wheel segment goes through a hole in the center plate of the wheel, and is conneeted to 
the binding post of the RHC of some other segment on the same wheel . Thus, for example1 on 
CWl the LHC of A is connected to the RHC of G ;  the LHC of E is connected to the RHC of 0; 
the LHC of K is connected to the RHC of Z, as may be shown diagrammatically thus: 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

LHC ____ 

�s co E F a H r J K L M Nl;> p QRSTUV-wX-Ylz 
-. 

RHC ____ 
. . . . . . . . . . . . . . . . . . . . . . . . . . 
1 2 3 4 5 6 7 8 g 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

The series of LHOs of all the segments are connected to the series of RHOs in an arbitrary mixed 
order. The set of connections established in this manner is different in each cipher wheel . These 
cipher wheels, therefore, act merely in the capacity of different mixed alphabets, which may be 
indicated diagrammatically in the alphabets below. 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ l 
BDFCWPAOMSHXVIEUQZYGJTNLRKBDFCWPAOMSHXVIEUQZYGJTNLRK j Alphabet 1· 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 1 
WYDHKPUQAJFOTCMIVZSEGLNRXBWYDHKPUQAJFOTCMIVZSEGLNRXB J Alphabet 2 . 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } 
HLSZVDJNXBTFMRPAWOUGIQECKYHLSZVDJNXBTFMRPAWOUGIQECKY Alphabet 3 .  

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ l 
DKHXWAFYORVBIMPTJEUQSCGLNZDKHXWAFYORVBIMPTJEUQSCGLNZ f Alphabet 4 . 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } 
FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPLJUXZGKOBTWCVMHEQN Alphabet 5 . 

In the case of the alphabet applying to each cipher wheel, it is to be understood from whn t 
has preceded, that a wire not shown in the diagrammatic representation actually connects each 
letter in the upper sequence of letters to the same letter in the lower sequence. Thus, for 
example, Alphabet 1 shows that a current entering CWl at the LHC of A leaves CWl at the 
RHC of G; in other words, a current corresponding to the letter A becomes converted into one 

Plate lb (To face page 4) 
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corresponding to the J etter G. The upper sequence of letters in each cipher alphabet, because 
it coincides with the normal or standard alphabet, will be referred to hereafter as the normal 
component; the lower sequence in each alphabet, as the mixed component. The normal compo­
nent, therefore, corresponds to and indicates the sequence of LHCs; the mixed component 
corresponds to the sequence of RHCs and indicates the point from which a current entering a 
LHC will emerge on the right  band side of the cipher wheel . For purposes of abbreviation, an 
alphabet will hereafter be designa ted by the letters AL followed by a number. Thus, AL l refers 
to Alphabet I. The normal component of ALl will be designated by the abbrevia tion NALl; 
the mixed component, by 11AL1 .  Corresponding abbreviations will apply in the case of the 
other alphabets. 

9. Function of bakelite separators.--Four circles of 26 fixed, spring-contacts, which are 
in the bakelite separators designated as BS2 to BS5 in Plate lc, and which can only be seen 
by removing the cipher ·wheels, serve to form fixed paths for conducting the current from a 
cipher wheel into its adjacent one on the left or right .  These contacts are not subject to change, 
the current merely being carried directly across the bakelite disk. For example,  with cw·1 
and CW2 both set at A, a current which emerges from CW'l at the RHC of segment A w]l 
enter C�T2 at the LHC of segment A; or in the reverse manner, a current ';vhich emerges from 
CW2 at the LHC of A will enter CW1 at the RHC of A.  

10 .  The left a n d  right sequences .-When the  machine is  set  for DIRECT operation , the  
bakelite separators BS1  and BS6 contain the  sets of contacts connected to  the keyboard and 
lightboard contacts,  respectively . The connections are not made directly, but through the inter­
med?:acy of a bakelite switching plate in the rear of the machine. The function of this plate and 
the nature of the connections there established w·ill be described later (Section XIV). Su ffic e 
it to indica te at this point that the connections are established in such a manner as to produce 
the equivalents of two mixed alphabets corresponding to the sequences of the contacts iu BSl 
and BS6 . For example, with the i ndieator set at DIRECT, starting with the first contact 
point of BSl on a line with SET, this contact point is connected to the key " B" of the keyboard, 
and the homologous one in BS6 is connected to the lamp illuminating the letter ''T " .  The 
next one, proceeding toward the rear of the machine is eonnected to the " S "  of the keyboard, 
and "Y" of the light board, and so on, according to the following sequences, hereafter desig­
nated as the left fixed sequ,ence , LFS, and the right fixed sequence, RFS, respectively: 

LFS _ _ _ _ _ _ _ _  B S X R Z T K D N G C H M V 0 L Y Q E U P W J A I F (DIRECT) 
RFS _ _ _ _ _ _ _ _  T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

\Vith the indicator se t  for D IRECT operation the keyboard contacts lead to the cont acts 
in BS1  (after passing through the rear pla te  mentioned above) ,  and therefore LFS is applicable 
iu lhew, t l1e lightboarcl l amp3 oro connected to BS6 (aftf'T pnssing through the rear pla te) , und 
there RFS is applicable .  But '"-ith the indica tor set for REVERSE operation,  the sets of con­
nections are reversed, the keyboard connecUons being t hrough RFS, and the lightboard 
connections through LFS. 

1 1 . Horizontal permutations of the cipher whe els .-The cipher wheels being identical  so 
far as their physical  construction is concerned, they are all interchangeable ,  and any wheel can 
be inserted in any of the five positions on the slwft. There may be any number of cipher wheels 
from which a selection of five d ifferent ones can be m ade .  Having selected a set  of five cipher 
wheels to b<:: used, since ca .ch one of them ean occupy the first, second , third , fourth, or fifth 
position, the number of different arrangements or permutations of the cipher wheels themselves, 
as regn,rds their relative order upon t he shaft from left to right, hereafter termed the horizontal 
permutations of the cipher wheels, is 5X4X3 X2X l ,  or 1 20. 
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But the cipher wheels may also be mounted upon the shaft. in an u upside down" position, 

that is, so that ·what were previously tl1e RHCs now become the LHCs, and vice versa; this 
procedure, us will appear subsequently, yields an entirel.Y new series of equintlents. Thus, each 
cipher wheel may be regnrded flS being the equiYalent of t,..,-o wheels. Therefore the five cipher 
wheels really amount to 5 X 2, or ten wheels .  Now there are fi \'e positio:as in which wheels can 
be inserted either right side up or upside down. The first insertion eun be made in any one of 
the fi\'e positions, 1, 2, 3, 4, or 5. There being ten wheels, for the first insertion tllere are ten 
possibilities. Having inserted one cipher wheel in posit-ion Hwre are fo�1r positions left, and 
any one of eight wheels can be insrr1-ed , yielding eight possibilities. The 1hird insertion yields 
six possibilities, the fourth, four, and 01e fifth, two possibiliti('s. Therefore, the total number of 
possible horizontal permutntions of the five cipher wheels themseh-es, as regnrds their relative 
order upon the shnJt, is 10X8XGX4X2, or 3,840. If thrre \Vere more '"Theels avnilnhle, from 
which a set of five were to be srlccted, the nnmbcr of permutations on tl1e: sbaft wo11ld be s6ll 
greater, according to the for111ub 

N = 2nX2(n -l) X2 (n-2) X2(n-3) X2(n -4), 

where N is the total number of horizontal permutations, and n is the total number of cipher 

wheels from ·which a set of five can be selected. 
Each one of these permutations or horizontal arrangements of the cipher wheels upon the 

shaft will yield different results in encipherment so that, for purposes of communication, it 
becomes absolutely essential to know exactly which horizontal permutation is in effect at any 
given moment. 

12. Rotatory p ermutations of the cipher wh e els .-\Vhen mounted upon the shaft, each 
cipher "·heel is susceptible of being placed in any one of 26 different positions relative to the 
letter of its periphery which is aligned on the bench murk or setting line, SET. \Vhen two 
cipher wheels are inserted, they are susceptible of being placed in any one of 26 X26, or 676 differ­
ent positions relative to the pair of letters which are aligned on SET. \Vhen all five wheels are 
inserted, they are susceptible of being placed in any one of 265, or 11,881,370 different positions 
relative to the set of five letters which are aligned on SET. Each different alignment of the 
five cipher wheels from left to right on the shaft will hereafter be referred to as one of the rotatory 
permutations of the cipher u·heels. It is obvious tha.t for eyery one of the rotatory permutations 
the complete electrical path established for the passage of an electrical current from a given 
contact of BS1, thrm1gh the cipher wl1ecls and to a given contact of BS6 is different, cons1�dered 
as a whole. That is, the five cipher wheels provide a total of 11,881,376 di:fi'erent complete paths 
for the progress of the current from each contact of BS1 through the five cipher wheels into a 
contact of BS6. Since there are ?6 cont.act.s in RS 1 J onr. for e::wh lrttN of thP- nlphn.hr.t, it follows 
that for any given rotatory permutation of the cipher wheels there exists a difierent, or unique, 
secondary cipher nlphflbet; and since th ere arc 11,881,370 different rotatory permutn.tions, it fol­
lows that there are that many secondary cipher alphabets for cnch horizontal permutation of the 
cipher wheels. This \\-ill be discussed more in detail in the snccerd ing pnrngrnphs of this section. 

13. Permutations of LAW and RAW.-These two aluminum wheels, which arc not con­
cei·ned directly in the electrical relations, but are vitally concerned in the mcchnnical relations, 
can also assume different rotatory positions upon the shaft. Since there nrc but two wheels, 
and they are not intcrcbangen ble, there are only 2G2, or 676 dift'ercnt rota tory permutations 
of the pair of them, designated by the GIG permutfltions of the letters of tlte alphabet, taken in 
pairs. These designr.tions form a part of t}Je key word, tho first nt.ld lnst letters of the word 
being used to determine the initial positions of LA TV nnd RA ,V, respcctiYcly. Considered 
collectively, or as a unit, the partieular horizontal and rotatory perm11trrtion of the cipher wheels, 
and the particular rotatory permutation of LA \V and HA \Yin cfl'crt during the encipherment 
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of a letter of the plain text, or the decipherment of a letter of the cipher text, constitute the 
"key", in the cryptographic sense of the term. 

14. Functions of LAW and RAW; automatic displacement of the cipher whe els.-These 
two wheels are the principal agents in controlling the automatic displacements or motions of 
two of the cipher wheels, viz., C\V1, and GW3. RA \V controls C\V1, and LA \V, GW3. The 
principal feature of this control, so far as this analysis is concerned is explained in connection 
with the accompanying sketch, fig. 1 .  

Depression of any key causes a universal bar, UB, to rotutc a rocker shaft 1, attached to 
which are four levers or wheel-stepping "dogs." Dog 2, the lower end of which falls into one of 
the 26 small notches on the right hand side of 1\A \�,serves lo move RA \V one step forward per 

12. 
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FIGURE 1 .-Diagram of mechanical action on cipher wheels, LAW and RAW. 
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depression of any key; another dog, 3, does the same thing with respect to C\V5. Since C\i'V5 
and 1\A W can be advanced only 26 times in making one complete revolution, their period, in 
terms of letters is 26. Dogs 4 and 5, also a ttuched to shaft 1 cannot move CWI and C\V3 be­
cause the arms 6 and 7 are so placed as to prevent the ends of these two dogs from falling into tho 
recesses of CW1 and G\V3. 

Now when trip dog 8 falls into the single large notch on the left hand side of RA \V (at letter Z 
on this wheel, and when N is at SE'I') shaft 9 is caused to rock. At the other end of shaft 9 
there is a release arm 10, which allows dog 11 to drop into one of the 2G small notches on the left 
hand side of LA\V. Dog 11 is attached to a sleeve 12, "-hich swings freely on shaft 1. At the 
other end of sleeve 12, release arm 6, mentioned above, moves v.-hen dog 11 drops into a notch on 
LA \V. ·when arm 6 moves it allo\\·s dog 4 to drop into one of the recesses on C\Vl, and the next 
depression of a key causes both LA \V and C\Yl to ad vance one step. Since dog 8 falls into the 
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Z notch of R.A W but  onee per revolution , i . e . ,  once per 26 l etters ,  and since release arm 1 0  thus  

allows dog 1 1  t o  fal l  into one of the notches of L A  \V but  once  per  26 let ters , the period of LAW 

is 26 X 26 or 676  letters . Likewise , t h e  period of C\Vl is 676 letters . 

Now dog 1 3  drops into  the single large notch a t  Z on  the right h and side of LA"' only 

once per revolution of LA Yr. This dog 1 3 , is a tt ached to a sleeve 14 on shaft 9, and is free to 

swing on the sh aft.  At the other end of sl eeve 1 4 ,  ann 7, wbieh normally prevents dog 5 from 

dropping into a rec ess on G\Y3 , is wi thdrnwn and allows dog .5 to drop whenever dog 1 3  drops .  

This bnppens but  onee in  676 letters ,  a nd thus G\Y3 is advanced one step per 676 depressions.  

The period of CvV3 is therefore 676 X 2 6  or 1 7 , 576 letters . 

In a previous model of the machine G\V4 and C\V5 were caused to advance by a similar 

arrangement of dogs and rcle rrse arm s .  This, hov.·ever, wns though t  unnecessary by the manu­

facturers , m� d in the model studied these t\VO \\·heels could only be advanced manually . 

I t  will be convenient to clesignnte the letter N as the starting poin t of a revolu tion or com­

plete period of LA \V and RA Yv, n n d  the le tt er 0, ns t h e  fin ish ing point ,  bC'cn.use tho displace­

ments of GVV 1 and G\Y3 occ11r when 1\' is a t  SET and n k ey is j ust then being depressed . 

The displacement rela ti ons of the wheels m ny be summarized as foll ows : 

( 1 ) C\V5 and RA \V are d isplnc ed one interva l  per depression of a.ny key .  Their period is 26 

let t ers . 

(2 ) C\Vl a n d  LA Yv nre displ a f'ed one in ternl l p<'r one compl e t e revolu tion or peri od of 

R. A  \V. The periods of C\Vl and LA \V u re there fore 67G l etters .  

(3 ) C\V3 i s  disp� aced o n e  interval per  one  complete revolu tion o r  period of L A  vV, and hence 

its period is 1 '1  ,576 letters . C\Y2 am.l C\T4 do not uHdcrgo a u toma t ic displaccnwn t 

and unle5's m oved by h a nd remain ftxed in their posi tions . 

Tho length of the  period produced by n. u tom n t ic disp ln crment of t he cipher wheels is 1 7 ,576 

le tters,  hu t  by displacing C \V2 nnd c"T 4 by lumd, the length of the period cnn  be incrensed to 

1 7 ,576 X 67 6 ,  or 1 1 ,88 1 ,3 7 6 letters . That is, if each correspondent used n difrerent pennuta tion 

of C\V2 a nd C\Y 4 ,  thC'n there is possib le n. series of 676  different periods , eueh of 17 ,576  letters, 

and n t o tal of 1 1 ,88 1 , 3 7 0  letters could be C'nciphercd ·withotl t repe t ition of cipher a lphabets . 

1 5 . Potentialities  of the nuJ,chine . -I t  is absolu t ely essrn t i al for a ful l  unders tanding of  

the subsequent anrtl�.�sis tha t tL  elcnr c onception be had of the rcn lly staggering number o£ possible 

permuta tions and combina tions afl'orded by the machin e , t"tnd this cnn  best be set forth in terms 

of the number of different pa tbs that  are n v n i.hble for nn electric current to take in  the process 

of encipherment of a single letter . 

The exact path traversed is det ermined by u particular combination of the following six 

factors : 
( 1 )  The plain-text letter that is being enciphered.  

(2 ) The position in the left  flxcd sequence,  LFS, tha t  is determined by the keyboard con­

t n c t  of the plain -text letter t h a t  is bein g enciphere d .  

(3) Th e posit ion in the  righ t fi xed seq11 enc<',  RFS,  tha t  is determined by the lightboard 

con t a ct of the  cipbrr letter t h n t  is to result  from t h e  cncipherment .  

(4 ) The setting of the machine with resrect t o  the direc t a n d  reverse method of opera tion . 

(5) The h orizont al pcrm.u t a tion of the cipher wheels tha t is in e.fi"ect during the enc ipherment 

of the  letter. 

(6) The rotatory perm u ta t ion of the cipher \Vheels tha t  is in effec t  during the eneiph erment 

of t he letter . 

Consider now what  happens \vhen any key of the keyboard is depressed .  A connection is 
estab lished from the battery , through the con ta cts of the d<'pressed key, through the rear plate  
(see paragraph 1 0) ,  to some contact i n  the LFS, from which i t  emerges at  some contact in  BSl . 

g 
This current c a n  enter C\V 1 through a ny one of its 2G LHC's,  depend ing upon the rotatory posi­
tion  of C\V l . Now having entered C\V l  through a certain one of i t s  26 LHC's,  the current will 
leave this  cipher wheel through a C<'rtain one of i ts 26 RHC 's ,  the  particular one being determined 
o nly by the in t ernal  wiring of C\V1 as explained in pnrngrn ph 8 .  But so fnr as  any gi...-en letter 
of C\Vl is concerned,  the path followed by a current which has  e.n tered a giYen LHC is always the 
same o n  that cipher \vheel , so long ns  tho \\·iring is u ncha nged in the \Yheel . On leaving CW1 
the current is carried directly across BS2 and enters one of th e 2 6  LHC's of CvV2 , the part icu lar  
one being determined by the  rota tory posi t ion of C \"\�2 as regards the SET l ine .  Since G\V2 is 
capable of 26 rotatory positions, a current entering a LHC of C"\V l may traxerse a ny one of 26 X 26 
or 676 pa th s in  fin ding i ts exit at  a R.HC of C\V2 . Cont in uing in  a simi lar manner, when all 
fiye  C\Y's are considered, n. current en t ering a LHC of CvVl  may tra verEe n ny one of � 65, or 
1 1 ,88 1 ,376 pa ths in finding its exi t at  a RHC of C\Y5 , the particu lar complete p a t h  it  a ctu n lly 
takes being det ennin <'d by a fixed set of conditions r:s goYC'rnC'd by the rotatory permuta tion of 
the fise whe els as tl1 ey are m oun t ed according to n given h orizonta l  prrmuta tion upon the shnft .  
Nov;� assuming t h a t  the fiye c ipher wheels were c a m r d  t o  be displ aced in such a m anner as  to 
presen t succossiYely to  the SET l ine every one of the  possible 1 1 ,8 8 1 ,376 rota tory permutations, 
i t  \rill follow that ,  given an initial  setting of tho fiv e  wheels the particular permutat ion of the 
five sepnrn te paths  composing the complete p a th traversed by a curren t caused by the first 
depression of a single key cannot be exactly the same for t he succeeding 1 1 ,88 1 ,375 depressions 
of the same key, but \Yill be the same for the 1 1 ,88 1 ,37G th  dcpresf=ion after the first .  NO\v i t  \Yas  sh own n b o Ye thnt  there :: ro 3 ,84 0 h orizon t al mTnEgemcnts o f  fiye cipher wheels,  
and since each one of thc·m cnn yield 1 1 ,88 1 ,3 'l6 ro1 n tory pcrm u t n ti ons , the  t o t n l  number of 
pa ths which n singl e set of fi....-o cipher 1vhrels ca n provide is  3 ,840 X l l , S 8 1 ,376 ,  or 4 5 ,624,483 ,840.  
Furthermore', since the  m a ch i n e ,  when tbe in dicn t or j s  sd to  R EYER8E, ,,-jl J  func t i on j u st a s  
effi ciently for enciph(•ring purposes as i t  w i l l  wl H'n i t  i s  f:et  to DlHECT (� eo pnrn grn ph 7 ) ,  and 
s ince in the former c a se the c iph er eq li i Y n lcn t s nrc n l t ogethcr difi'<'ren t  from what t hey are in t h e  
l n tt cr cnse ,  n second series of 45 ,624,483,840 p n t h s  is pos:;ibl e .  That i s ,  the  cipher equ ivalen t for 
a given le t ter mny be t l le  resu l t of th e  truvC'rsin g  of a current  of elec tricity over any one of over 
9 1  bil l ion different circu i ts  from n key of t h e keyboard to a. lamp of the l ightboard , u.s provided 
by t l1 is sm a ll machine  witl 1  b u t  fiye cipher wheels.  

The fin al cipl1er cq11iv alen t ,  however , in nny c a se is expressible as ,  and can be b 11 t one of, 26 churnctcrs .  II cnce t h ere wil l  obviously be a myrin d of repet itions of c iph er l e t ters brough t 
about  by th is  truly staggering number of diifcrc n t  paths, but  the order of repetition w ill be  i n  a n  
n pparen t ly absolu tely random mnnner, t h o ugh of course the exa c t  order c a n  b e  causa tively 
determined by a ...-cry deta i led study of the  wiring of each wheel , n n cl the permutn.tions of the 
wheels . What bas been said \\· i th respect  to the results of  dr.prAssing one key n ppl ir.s,  of r.onrs£>, to all th e keys , so th a t  i t  may be said tha t the enorm o u s  to tal of o vcr 9 1  billion s::-conda.ry ci pher 
alphabets are invoivecl in  this system. Another way of stati ng the case is this : By u tilizing all 
the possibilities of one set of cipher v,�hrels on on-3 machin e it would be possible to encipher a 
series of dispatches consisting of over 9 1  billion letters before enciphermen t by an identical 
sequence of alphabets would beg·in ,  and t h u s  produce two or more m essages in the same " key. "

. 

For reason s wl1ich will become nppnrcnt subseq uent ly , t.his nnalysis will for the present be 
restricted to tlw t method of u sing the mn rhine in wh ich the only ·,�ariable factor concerned in 
the keys for a. set o f  d ispatches is tha t  in Yolving- ch a nges in the ini t ia l  ro t a tory permuta tion for 
each dispa tch . It will be nssumed ( 1 ) thn t  th is i nitinl  permuta tion is to be gin'n as t h e  first 
word in the text of each d ispa tch ; (2)  th::t t the m a ch in es are to be set at  DIRECT for encipher­
ment and a t  H EVERSE for d ecipherm en t. ; nnd (3 ) tha t  no clwnge is made in the horizontal 
permut a tion of the ciph er wheel s  d uring the course of the encipherment of the set of dispatches 
to be subjected to analysis . 



SECTION III 

BASIC CRYPTOG RAPHIC PRINCIPLES OF OPERATION 

Par. 
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Deciphering by means o f  sliding alphabets _ _ _ _ _ _  _ 

Par. 

1 8  
1 9  

16 .  Cipher r elations.-Having described the mechanics of the machine, and the manner 

in which the depression of a key of the keyboard causes a circuit to be established which results 

in the illumination of a lamp of the lightboard, the cryptographic principles of the system will 

now be examined more in detail. 

The best way to do this is first to determine exactly how a letter is enciphered (from the 

cryptographic standpoint, not the mechanico-electrical) ; then determine what, if any, n,re the 

relations between successive encipherments of the sume letter ; and finally, determine what, if 

any, are the relations between encipherments of dissimilar letters. A set of sliding strips 

coinciding vv·ith the alphabets of the ma chine will be used for this purpose and it is recommended 

that  the reader provide himself \vith a duplicate of the set of strips given below. These are 

arranged in the form of horizontal sliding alphabets, ra ther than vertical, merely for convenience 

in illustration. 

SET �
SXRZTKDNGCHMVOLYQEUPWJ AIF . . . . . . . . . . .  - - - - - - - · · · · · · - - · · - · · · · · · · · · · - - - - - - - - - - - - - { �e�����e: 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } 
BDFCWPAOMSHXVIEUQZYGJTNLRKBDFCWPAOMSHXVIEUQZYGJTNLRK Alphabet 1 ·  

ABCDEFGHIJKLMl�OPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } ') WYDHKPUQAJFOTCMIVZSEGLNRXBWYDHKPUQAJFOTCMIVZSEGLNRXB Alphabet '"' · 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } 
HLSZVDJNXBTFMRPAWOUGIQECKYHLSZVDJNXBTFMRPAWOUGIQECKY Alphabet 3 .  

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } 
DICI IXWAFYORVBIMPTJEUQSCGLNZDKHXW.AFYORVBIMP'1\TP.HQS(X:;r .NZ Alphabet 4· 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } 
FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPLJUXZGKOBTWCVMHEQN Alphabet 5 · 

{ Right fixed 
fYOEUMXDFJQVKWBNSHCILRZAGP.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  sequence. 

SET 

These strips are to be n,rranged so that the left and right fixed sequences are held in place by 
thumb tacks on a drawing board, and between these two strips the cipher alphabets should slide 
freely. The arrow coincides with the setting line SET, and it \\-ill be noted that the first letter 
of the left fixed sequence is directly over the first letter of the right fixed sequence. By using 

( 1 0) 

1 1  
these strips it is possible to duplicate the results of the machine in eYery detail. Instead of the 
mere depression of a key that closes a circuit from the positive pole of ba ttery, throlJgh a key­
board contact, a contact in BSl , a pa th established by tbe cipher wheels, a contact in BS6, a 
lamp, nnd thence to the negn tiYe pole of the bat tery, the mind of the cryptannlyst must  perform 
an equivalent function through the agency of the s trips of aJplwhets ; and whereas the electric 
current traverses the path through the machine with unerring aeeurucy at the rate of 1 86 ,000 
miles per second, the mind can do so only at an almost infinitely slO\vor rate of speed, and at the 
ever present risk of inaccuracy. 

Set the machine 1 to the following keyword : 

\Vheels _ _ _ _ 

Setting _ _ _  _ 

LAvY C\V1 
S I 

C\V2 
G 

CW3 
N 

C\V4 
A 

CW5 
L 

RAW 
s 

and depress A on the keyboard . The cipher resultant, as illuminated on the lightboard, is 
P, or AD = P c· It will be noted that the circuit is not established until after the wheels C\V5 

and RA VV have been advanced by the depression of the key to their next positions . In other 
words, the setting by means of which a leLter is enciphered is shown only after the encipherment 
has been effected. This is very important to keep in mind . In the case j ust noted,  with the 
setting SIGNALS, the actlwl setting at which encipherment v;a.s effected is SIGN A11T, in 
which it will be noted that C\V5 and RA \V have a dvanced one step. Hence, hereafter, tha t  
setting o f  tho wheels which governs the actun l  pa th taken hy  the curren t  during the encipher­
ment of n, lette r wil l be tenncd the  ejfectire setting, unci wil l be tl 1 e  one immediately foJ lowing 
the apparen t  or keyword setting. 

In setting up the wheels to a keyword, it is  obvious  that th e setting letters on the cipher 
wheels correspond only to the LIIC designa tions, n n d not to the RHC d esigna tions of the wheels, 
because the seq uencc of letters on the peripher,y of  each cipher v.-hcel is the normal  alph abet 
sequen ce . Tl 1 0  R H C  designations are a l l  in a ra ndom or mixed order. This point is to be 
remembered in sett ing the sliding strips to n, keyword , as expl:! ined in the next paragraph. 

1 7 .  Use of sEding alpha bets in tracing electrical paths traversed in encipherment.-The 
identical  result will now be found Ly means of the slidir:g strips . First, it is necessary to set the 
strips in rela tive posi tions corresponding to the relative positions of the  cipb er wheels, viz . ,  in 
the order LFS-AL1 -AL2-AL3-AIA-AL5-RFS, a n d  these must be j uxtaposed relative to their 
points of coinci dence so as to correspond t o  the k ey,vord , read upon their normal components. 
Although the 'd1eels LA \V and RA \Y do not enter into the electrical relutions, and may be 
disregarded in tracing actual  pu ths through the sliding strips, they must, nevertheless, be kept 
in mind constantly, n s  will be discussed l ater in connection with the displaeement of ALl and 
AL:J . Now �ince the �et<Jlld l et , Ler oi t l 1e key w uHl is tlw o1 1e Llw L  go v er11s Lhe posi Liou of CW l ,  
and since this letter in the cnse. of the keyword SIGNALS is I ,  therefore ALl is set so that I of 
its normal  component is u nder the setting :::. rrow ; si m i l a rly AL2 is set so that G of i t.s normal 
component is under the setting arrow ; AL3 is  se t  so that N of its normal component is under 
the setting arrow ; AL4 is set so th at A of i ts normal component is under the setting n,rrow ; and 

1 It will be assumed i hat the reader is pro,·ided \Yith one of the machines, and that the wiring correspond s  
to that indicated i n  t he preceding pa ges. As stated a boYe, actual po:o�essio n  of a machine i s  not absolutely 
essential, inasmuch as every function of t he m a chine ean be d uplicated by employing a set of sliding alphabets. 
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AL5 i s  set s o  that l\1 of  i ts normal component (to correspond with the effective setting 
SIGNAl\1T) is under the setting arrow. All of  these settings are as indicated in the following 
diagram : 

SET 
t ¥TUVWXYZABCDEFGHIJKLMNOPQR LAVV 

�SXRZTKDNGCHMVOLYQEUPWJAIF LFS 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGH . . . } ALl BDFCWPAOMSHXVIEUQZYGJTNLRKBDFCWPAO . .  . 

ABCDEFQHIJKLMNOPQRSTUVWXYZABCDEF . . . } AL2 WYDHKPUQAJFOTCMIVZSEGLNRXBWYDHKP . .  . 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLM . . . }
AL3 HLSZVDJNXBTFMRPAWOUGIQECKYHLSZVDJNXBTFM . .  . 

ABCDEFGHIJKLMNOPQRSTUVWXYZ . . . } AL4 lKHXWAFYORVBIMPTJEUQSCGLNZ . .  . 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKL . . . } AL5 FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPLJUX . .  . 

tYOEUMXDFJQVKWBNSHCILRZAGP RFS 

TUVWXYZABCDEFGHIJKLMNOPQRS 
f 

SET 

RAVV 

The strips are now ready to serve as guides in encipherment.  I n  employing the machine 
itself, it was found that with the keyword given, AP was enciphered us Pc . Refer now to the 
sliding strips. Find  A in LFS ; it is the 24th letter of the sequence and is directly over F of 
NALl. Imagine a wire connecting the F of NALl (which , it will be recalled , represents the 
set of LHC's of CWl ) to the F of MAL l . It  will be found that F of MALl is directly under 
C of NALl ; tha t  is, the current originating at A of LFS, entering C\V l  at t h e  LHC of F, 
emerges from C\¥1  at the RHC of C .  As shown in the diagram of alphabets a.bove, C of N ALl 
is now opposite A of NAL2 . Imagine a wire connecting A of NAL2 to A of MAL2 . The 
latter will be found under I of  NAL2 (that is, the RHC of I of CW2 ) ,  and I is now opposite 
P of NAL3 . Continuing in a similar manner to trace the path taken by the current through 
CVV3 , 4, and 5, by means of the corresponding alphabets AL3 , 4, and 5, it  will be found that the 
current emerges from CVV5 at the RHC of L, which is opposite  P of RFS. Hence, with the 

1 3  

effective setting given ,  AP = Pc . The entire sequence of  sub-paths taken b y  the current  may 
be represented graphically, as shown below: 

SET 
t LAvV-S 
1 2 3 4 5 G 7 8 9 10 1 1  12 13 l4 l :i IG 17 IS 19 20 21 22 2� 21 25 2G V �.., 

LFS - .. . . . . . . . . . . . . . . . . . . . . . .  A
I 

. . j � � 

{ ! � �  
ALl I . • • . • . . . . . . . . . . . . . . C . F . . -� §' 

·, . . . . . . . . . . . . . • . . . • .  Fl . . . . 2 �  
: � -

AL2 { G • I . . . • . . . . . . . . . A 
. •  A 
i I 

AL3 { N � . p 
. I 

AL4 { A fL.: 
I 

AL5 { M . 
. . 
I 

RFS - : 
RAW-T 2 3 4 5 6 

i 
SET 

L 
'B 
I 
X . . . . . .  L 

• • • • •  X 
I p 

10 11 12 13 14 15 16 17 18 19 20 21 22 23 2-t 25 26 

Upon depressing the next key, CW5 advances one step to the next effective setting before 
completion of the enciphering circuit, and therefore, AL5 must be correspondingly advanced . 
But in which direction ,  to the left, or to the right? I t  will be seen that in the machine itself 
the movement of the wheel is opposite in direction to that followed by the letters on the periphery 
of the wheeU Hence, since NAL5 is the normal or straight alphabet, proceeding from left to 

1 It will constantly be kept in mind that the assumption made regarding the cipher wheels is that they are 
in the "right-side-up" position. Only a sl ight modification in analysis is necessary in the case where they arc 
in an "upside-down " position. 

55973-34-2 
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right, t o  m ake the change in position of the sliding strip correspond with the change i n  position 
of the wheel, the strip must be a dvanced one space to the left, to the position indicated belo·w: 

�T 
t 
BSXRZTKDNGCHMVOLYQEUPWJAIF LFS 

ABCDEFGH_IJKLMNOPQRSTUVWXYZABCDEFGH . . .  } AI l BDFCWPAOMSHXVIEUQZYGJTNLRKBDFCWPAO . . .  -' 

ABCDEFQHIJKLMNOPQRSTUVWXYZABCDEF . . .  1, AL2 WYDHKP�QAJFOTCMIVZSEGLNRXBWYDHKP . . .  ) 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLM . . .  } AL3 HLSZVDJNXBTFM�PAWOUGIQECKYHLSZVDJNXBTFIVI . . .  

ABCDEFGHIJKLMNOPQRSTUVWXYZ . . . } AL4 �KHXWAFYORVBIMPTJEUQSCGLNZ . .  . 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLM . . · } AL5 FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPLJUXZ . . .  
D irection : 

f- ·-- ' 
of motion : 

TYOEUMXDFJQVKWBNSHCILRZAGP RFS 
t 

SET 

Suppose the second letter to be enciphered is R .  A condensed graphic representation of 
its enciphermcnt is us follows : 

LFS ALl AL2 AL3 AL4 AL5 RFS 

Rv=> �=> �2=> X1-?X2=> �=> X�=> Gc 

In the foregoing graphic representation L1 stands for the l etter L in the upper or normal  
component, und  L2  for the same letter in the lower or  mixed component of Alphabet 1 .  The 
same designating chamcters also apply to the other letters in the diagram. 

If the next letter to be enciphered were EP, the graphic representation \Vould be u,s follows : 

LFS ALl AL2 AL3 AL4 AL5 RFS 

Ep=> �=> �=> �=> C5;-?Cz=> �=> Rc 
Thi3 process i.s continueJ. fol Lhe succeeJ.!ug le l Lers iu a similar muuuer, AL5 be!ug slid to 

the left one space for each letter. No shifting of CvV l ,  2 ,  3 ,  or 4 will occur until N of RA vV 
reaches the SET line, whereupon, as explained in paragraph 1 4 ,  section II ,  wit h  the next depres­
sion,  C\V l  as well as C\V5 (also LA 'V and RA \V) will be advanced one space.  In this case since 
the first letter of the dispatch is enciphered with T of RA \V at SET (Key: SIGNALS, effectiY e 
setting = SIGNA:MT),  then N will be reached with the cncipherment of the 2 1 st letter (T to N ,  
inclusive, in the normal a lphabet equals 2 1  intervals ) .  \Vith the encipherment of the 22d  letter, 
therefore, G\V l  and C\V5 v.cil l  both be advanced one space each,  and therefore ALl and AL5 
in the equivalent sliding strips must be ad,Tanced one space to the left to correspond with the 
displa cement of C\V l  n.nd G\Y5.  

The process of finding cipher equivalents i s  now the same as before . No second shifting 
of CYVl must be accounted for on the strips unti l  the 22 + 26 = 48th letter of the dispatch 

1 5  

i s  t o  be  enciphered, for once more (with the encipherment o f  the 47th letter) N o f  RAW will 
have reached SET and CWl will be advanced one space .  Tlus process of shifting ALl to make 
it correspond with the successive displacements of CWl is continued in l ike m anner until the 
letter N of LA \lV reaches SET, which will be the 22  + (26 X 20) = 542d letter (T to N,  inelud­
ing T but not N, on LAW = 20 intervals) .  The 542d l etter will bring LAW to N and CvV l  
t o  D. The 543d letter 'vill cause CW3 to advance o n e  space, whereupon sliding AL3 must 
be shifted one space to the l eft correspondingly. 

I t  m ay be a dvisable to make a n  actual outline of the positions into which the successive 
letters fall , and the successive  displacements to which the various wheels are subject during 
the course of the encipherment of a dispatch of say 600 letters,  with the keyword SIGNALS. 
It is recommended that the reader examine the following diagram very carefully. The num­
bers refer to the successive l etters of the dispatch. At the top, the effective enciphering 
positions of CvV5 and RAW are given ; at the left, those of LA \iV, CvV l ,  and CW3 are given . 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 21 25 26 

LAW CW l CvV3 
0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N _ _  R AW 
H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G _ _  C'Y5 

(1) (10) (20) (21) 

s I N . . . . 
(22) 

T J N . . . . . . . . 
(48) 

u K N . . . . . 
(74) v L N . . . . . . 

(!DO) w M N . . . . . . . . . . . . 
(126) 

X N N . . . . . . . 
( 152) 

y 0 N 
(171!) 

z p N 
(201) 

A Q N . . . . . . . . . . . . . 
(2.30J 

B R N . . . . 
(256) 

c s N . . . 
(232) 

D T N . . . . . . . . . 
(303) 

E u N . . . . . . . . . . 
(334) F v N . . . . . . 
(330) 

G w N . . . . . . . . . . . . . . . 
(366) 

H X N . . . . . 
(4 12) 

I y N . . . . . . . 
(438) 

J z N . . . . . . . . . . . . 
(464) 

K A N . . . . . 
(490) 

L B N 
(516) 

M c N . . . . 
(542) (543) 

N D N { At the encipherment of this, the 543d letter, CW3 advances to 0. CW 1 does not move at this  time 
,_ only LAW, C W3, CW5, and RAW. 

(558) 
0 E 0 . . . . . . . . . . . . . . 

(594) 

p F 0 . . . . . . . . . . . . . . . . . . 
F H� F n E  21  
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1 8. Enciphering an example.-It i s  necessary that this chain o f  reasoning b e  noted very 

carefully, for in the subsequent analysis these factors must be considered in great detail . As 
practice in the procedure let the reader first encipher the following message, by means of the 
sliding strips and the keyword MEANING, and then check it back by deciphering it:  

AMMUNITION EXHAUSTED 1 

1 9 . Deciphering by means of sliding alphabets.-In decipherment by means of the sliding 
alphabets, the only difference in method is that now the analyst must proceed in the reverse 
direction in tracing paths, beginning with the cipher letter in RFS, progressing upward through 
the five alphabets, and emerging at LFS. Each letter must first be located in the lower half or 
mixed component of each alphabet, carried to the upper halves or normal components, and so on. 
Thus, to trace back the equivalents AP = Pc found with the initial setting SIGNALS, the steps 
are graphically illustrated as follows: 

SET 
J 

LAW-S 
1 2 3 4 

LF8- . .  
5 6 7 8 9 10 11 12 13 14 15 16 17 IS 19 20 21 22 23 24 25 26 

. • . . . • • . • . . • . . •  A 
! I 

ALl { I · · · · · · · · · · · · · · · · · · · · F 
. . . . . . . . . . . . . . . . . . . .  F 
i I 

AL2 { G • . . . . . . . . . . . A 
• • A • • • • • • • • . . . . . • • • • 

i I 
AL3 { N :_P . p 

I I 
B - - - - . . . . AL4 { � 

' 

ALS { � 
RF8-

B . . • • • . . . . . . . • ' I  bl) 
I B �  

"t;l .,  
:l:l s  X . . . . .  � �  
O .q  

X § ·� I -- ., t -o  
P 1\�.e 1 

RAW-T 
i 

SET 

2 3 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 2"2 23 24 25 26 

t The correct encipherment is : ON ZOV H LDGN X BVPW YMRN . 

SECTION IV 

ANALYSIS BASED ONLY UPON A KNOWLEDGE OF THE MECHANICS 

OF THE · MACHINE 

Par. Par. 

Introductory remarks ______ _ _____________ _ _ ___ 20 Nature of table of basic cipher-text sequences ____ 23 

Alphabets employed in demonstration___________ 21 The table of basic cipher-text sequences and the 
Fundamental principle______ _ _ __ ______________ 22 right fixed sequence______ ___________________ 24 

20. Introductory remarks.-First, the method of analysis when only a knowledge of 
the mechanics of the machine is available will be presented. Then, the method of analysis 
when LFS and RFS are known will be presented. The reason for the treatment in this 
manner will appear subsequently. 

2 1 .  Alphabets employed in demonstration.-In demonstrating the principles of analysis, 
use will be made of the alphabets given in paragraph 1 6, section III.  From the workings of 
known alphabets, certain principles will be deduced .  From these deductions, inductive reason­
ing will lead to the establishment of other principles, by means of which unknown alphabets may 
be reconstructed. This, in general, is always the method of the cryptanalyst engaged in study­
ing a complex system of cryptography. 

22. Fundamental principle .-Consider the simplest case of all, viz, the successive encipher­
ment of one letter 26 times, beginning with Z of CW5 at SET (so that A will be the effective 
setting on G\V5) and with no displacement of the other cipher wheels occurring during the 26  
successive encipherments. It follows from what has gone before that the electrical impulses 
originating in LFS will trace exactly the same path through CWl , 2, 3, and 4 every one of the 
26 times, and will emerge from CW4 at one and only one of its RHOs every time, thus always 
entering CW5 from a fixed or constant point in BS5. The dijferent cipher equivalents which will 
be produced for the 26 successive encipherments will therefore all be due solely to the successive dis­
placements of CW5. For example, consider the successive encipherments of A., with the initial 
effective setting of the wheels given as OAAAAAO. Tracing the encipherments, or operating the 
keyboard of the machine, the first equivalent of A" will be Yc ; the second one, Oc ; the third one 
Nc, and so on, yielding the following sequence : · 

1 5 10 15 20 25 
Y 0 N D fi W M A 1 J  7. X F' L Q K G X V H R B T E C J P 

If the encipherment has been accomplished by means of the sliding strips, it will be observed 
that in every one of the foregoing 26 encipherments the current emerges from E of 11AL4, and 
enters the successive letters of NAL5 from a point which may best be referred to as the eighteenth 
contact of BS5 . Now note the following very carefully, for it involves the essence of this whole 
analysis: 

(1 ) No matter what the rotatory permutation of CWl , 2, 3 ,  and 4 may be ; 
(2) No matter what plain-text letter is being enciphered 26 consecutive times, designate it 

by the symbol Op ; 
(3 ) Providing no displacement of CWl , 2, 3, or 4 occurs during the 26 successive encipher· 

ments; 

(1 7) 
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(4) I f  the current enters CW5 from the eighteenth contact o f  BS5 and 
(5) If A of NAL5 is at the SET line, the series of cipher equivalents for the 26 consecutive 

encipherments of Op will be the sequence 

Y 0 N D S W M A U Z X F L Q K G X V H R B T E C J P 

To repeat, it makes absolutely no difference what the rotatory permutation of the first 
four cipher wheels may be, if the other conditions set forth above hold true, the 26 successive 
cipher equivalents of Op will coincide with the sequence YOND . • . . The latter may be regarded 
as absolutely fixed for the given CW5. For example, set up the following permutation of the 
wheels: KTHWKZN, which may be regarded as being a random one ;  depress the universal bar 
so as to advance CVV5 to A, and CWl to the next position so as to provide for a complete sequence 
of 26 encipherments ; hold the universal bar down with the left hand ; and then with a finger of 
the right hand find that key which will cause Y to be illuminated on the lightboard . It  will be 
found that Fp will produce Y. Now release the universal bar and depress F successively 25 more 
times. The sequence of equivalents will be YOND . . • . Both of the procedures in establishing 
the preceding sequence started with CW5 a.t an initial point, which for convenience was selected 
as A.  But if the sequence is started with some setting other than A, the only difference is that 
the initial letter of the sequence is no longer Y, but some other letter of the sam e  sequence : invari­
ably, there will be produced this same YOND . . .  sequence. For example, with the setting 
QWKANFN, depressing KP successively yields the following sequence: 

10 15  2 0  1 5 

M A U Z X F L Q K G X V H R B T E C J P Y 0 N D S W 

which, it will be noted, is exactly the same as the YOND • . .  sequence given above, but with a differ­
ent initial point. In other words, the YOND . . . sequence may be regarded as being in the nature 
of a cycle , which can be initiated at any point. For convenience, therefore, this cyc.le of letters, 
no matter what its initial point is, will be called the YOND . . .  sequence. 

There are 264 or 456,976 rotatory permutations of CWl ,  2, 3, and 4. For every single one 
of them there will be a certain key of the keyboard , depression of which will produce the YOND . . .  
sequence because the current which results from depressing that particular key will enter the 
LHC's of CW5 from the eighteenth fixed contact of BS5. What that key '/Dill be for each one of 
those 456,976 permutations of OWl , 2, 3, and 4 is of no importance at this point of the analysis. 

Now it is obvious that BS5 has 26 and only 26 fixed contacts through which current can 
emerge from a RHC of G\V4 and enter into the LHC's of CW5. It follows, therefore, that there 
can be 26 and only 26 such.final cipher sequences for any setting of ClVi , 2, 3, and 4; and thus, for 
uny uue uj th e 2(] letters uj the ulphubet , nu mutte1· whut the 'in,it,iul pus·it·iuns uj the first fu'ur C'iphtr 
wheels may be, the consecutive depression of any one key, for 26 times, with no intervening displace­
ment of ClVl , 2, 3, or 4, will yield a sequence of cipher equivalents that is absolutely fixed. The 
complete set of sequences, designated hereafter as the BASIC CIPHER-TEXT SEQUENCES, 1 
is given in the accompanying table 1 .  

1 The table of  basic cipher-text sequences will be  entirely different when the machine i s  set with the 
indicator at REVERSE. 

1 

2 
3 
4 
5 
6 
7 

8 
9 

1 0  
1 1  

1 2  
1 3  
1 4  
1 5  
1 6  
17 

1 8  
1 9  
2 0  
2 1  
22 
23 
24 
25 
26 

1 9  
TABLE 1 .-TABLE O F  BASIC CIPH E R-TEXT SEQUENCES 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

Y 0 N D S W M A U Z X F L Q K G X V H R B T E C J P 
Q I S F T D P J V A W N Y J B L G H E X R K 0 U M C 
U V E W N Y H I M W C G 0 R D Q P S X F J Z B A L K 
A P V I G U F Y W S M Z K B N 0 L E T C Q H J I R D 
C Q 0 J Y V W P N H E V S Z T I M F A B U X D L K R 
R G W U L Z A Q 0 V F T C P H Y E N M D I Y X K S J 
D A P T W M B V E R 0 L U X C F Q Z U J N I K G Y S 
K U B S 0 C L X B I P E Z F V T H D J Q A N G R W M 
L H J Y F T Q K G B S 0 Q N R P C U D Z W E M X I V 
S C U L Z F S R Y M G Q W 0 I J V K P H T A N D B X 
P B M R A G V E K J Y I T C 0 U S X F L 0 D W H Q Z 
Z Y D V U S I F P N H C M A X E R W L K Z G Q T 0 B 
0 F K M H L J T S C I X G D U Z B R W A P V Y E N A 
H J C N D P X G F Q Z K B T F W I A S 0 M L V Y E U 
W R T X Q E N C D G B S H U Z M 0 L K I V R A J P Y 
V E Q 0 K B T S C U K H A Y L X J G N M D F R W Z I 
G T Y B X N K U Z E R M D I J V A M Q S L W P 0 H F 
M N H E I R D N L T U A J K Y C F Q V G S P Z B X W 
E S F H B X G M A D J R V W P D K C Z N Y U I Q T 0 
I M R A J H Z 0 X P V B E L Q K W T C Y G S F N D H 
B D I Z V 0 C L R F T J X G S A N P Y W E M H P U Q 
N X Z G P K U W Q 0 L Y I E M H D J R E F B C V A T 
J W X C R Q Y H I L D P F M A N Z B G T K 0 U S G E 
X Z G Q C A E D T K N U R V W B Y I 0 P H J S F C L 
T K L P M J 0 B H X A W N S E R U Y I V C Q L Z F G 
F L A K E I R Z J Y Q D P H G S T 0 B U X C T M V N 

'g "c::l .... "' 
� :J � s � 0 

X I 
J z 
W T 
I X 
V G 
y B 
U H 
B y 
Q A 
S E 
0 N 
z J 
A Q 
F R 
R F 
K p 
M C 
N 0 
D L 
H U 
p K 
E S 
G V 
C M 
L D 
T W 

23 .  Nature of table of basic cipher-text sequences.-It will now be shown that the table 
of basic cipher-text sequences given in the accompanying table 1 may be regarded as being 
merely a set of 26 secondary alphabets resulting from the sliding of two primary alphabets 
against each other. One of the primary alphabets (only when indicator is at DIRECT) is the 
right fixed sequence, RFS, the other is :rvfAL5 (which merely represents the series of RHO's of 
CW5) . . There is, however, a slight difference between the mechanics of the system of producing 
the secondary alphabets in this case, and the mechanics of the usual or ordmary systems of 
producing secondary alphabets . In the usual systems each secondary alphabet is produced by 
finding the whole set of cipher equivalents for each different setting (or juxtaposition) of the 
two primary alphabets. In this system, not only are the initial settings of the two primary 
alphabets different for each secondary alphabet, but in addition to this, one of the primary 
alphabets is regularly displaced one interval in deriving each successive letter of ench secondary 
alphabet. To demonstrate, set MAL5 against RFS so that their initial letters are opposite each 
other, thus : 

MAL5 _ _ _ _ F R I S Y A D P L J U X Z G K 0 B T W C V M H E Q N F R I S Y A D P L . • •  

RFS _ _ _ _ __ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 



20 
Now construct an enciphering alphabet by successively displacing the upper component, 

MAL5, one interval to the left and writing down the equivalents found on RFS for the letters 
A ,  B ,  C ,  . . .  of NIAL5. For this initial setting the sequence is the following: 

M N H E I R D N L T U A J K Y C F Q V G S P Z B X W 
Comparing this with the eighteenth sequence in table 1 ,  it is seen to coincide with it. 

If the two primary sequences are set at the following initial positions, and the same process 
of finding cipher equivalents is followed, the sequence obtained coincides with the eighth 
sequence of table 1 0  

. 

MAL5 _ _ _ _ F R I S Y A D P L J U X Z G K 0 B T W C V M H E Q N F R I S Y A D P L . • •  

RFS_ _ _ _ _ _ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 
Secondary alphabet: 

U B S 0 C L X B I P E Z F V T H D J Q A N G R W M K 
The reason why this secondary alphabet begins with the second letter of the corresponding 

basic cipher-text sequence of table 1 is, of course, that the upper primary alphabet, 1v1AL5, was 
at a setting equivalent to the second position of CW5, the setting when A of its normal alphabet 
component is at SET being considered the first position. 

It  is therefore apparent that ( 1 ) the table of basic cipher-text sequences is only a table of 
secondary alphabets produced by the sliding of two mixed alphabets against each other, and (2 ) 
this being the case, the secondary alphabets are all interrelated in some manner which ought to 
permit of the reconstruction of all of them having given only two of them .1 

24.  The table of basic cipher-text sequences and the right fixed sequence.-As a matter of 
fact, a clear way of looking at the cipher mechanics of the machine in encipherment (DIRECT) 
is to consider that all that the machine does is to apply a sort of an arbitrary " yardstick ", or 
measuring rule to the right :fi..'<\:ed sequence. This measuring rule simply marks off the letters of 
the right fixed sequence according to an absolutely definite interval-length (when the wiring is 
unchanged) .  To demonstrate exactly what is meant, take the first sequence of table 1 ,  
YOND . .  o ,  refer to RFS and count the number o f  intervals between the successive letters o f  the 
YOND 0 0 • sequence as they a.re located on the RFS, always counting from left to right. Thus, 
from Y to 0 on the RFS there is one interval ; from 0 to N there are 13 intervals ; from N to D, 18  
intervals, and so  on . The following sequence of intervals results :  

RFS _ _ _ _ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P T 
Y 0 N D S W M A U Z X F L Q K G X V H R B T E C J P Y 

1 13 18 9 23 18 18 7 18 10 2 12 16 2 12 8 5 6 4 19 12 3 15 17 16 2 

This sequence of interval-numerals is the measuring rule. Apply it to RFS at any point 
and see the distribution of letters it yields. For example, start with A of RFS. The first 
interval length is 1 ;  hence the letter which occupies the first position to the right of A, viz, G ,  
is the second letter. The next interval length is 1 3 ; hence the letter which occupies the thirteenth 
position to the right of G in RFS is the third letter, and so on. The following sequence results : 

A G V E K J Y I T C 0 U S X F L 0 D W H Q Z P B M R 
Compare this with the eleventh sequence of table 1 and it will be seen to coincide with it, 

,the initial point merely being different. 

1 See sec. XI of Tr. Pamphlet No. 31 and Riverbank Publications Nos. 15 and 2 1 ,  listed in  the bibliography 
to Tr. Pamphlet No. 3. 

· 

2 1  

I t  i s  seen, therefore, that the measuring rule merely lays o ff  a sequence o f  specific distances 
on RFS, and this sequence of distances is always constant. Now then , wha t  is the measuring 
rule after all? It is merely the equivalent of CW5. To show that it is, consider the basic 
sequence YOND . . . The first letter Y is given by the setting as follows : 

t 
N AL5 _ _ _ _ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

-------------------------- · 
MAL5 _ _ _ _ F R I S Y A D P L J U X Z G K 0 B T W C V M H E Q N 

RFS _ _ _ _ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 
t 

The letter R of MAL5 is the one involved . Now slide AL5 one space to the left ; 0 is the 
second letter of the basic sequence, and the letter of MAL5 that is involved is S. Slide AL5 
once more to the left ; N is the third letter of the basic sequence, and the letter of MAL5 that is 
involved is T. Those letters of 11AL5 which are successively involved are seen to follow the 
sequence of the normal alphabet, A ,  B ,  C ,  . . .  Z .  Now count the number of intervals 
between A ,  B ,  C ,  . . . as they appear on MAL5, always counting to the right.  The intervals 
are as follows: 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A 
11 3 13 17 3 13 9 6 7 5 20 13 4 16 18 17 3 2 14 19 10 24 19 19 8 19 

But since C'V5 moves one space to the left each time a letter is enciphered, and since the 
determination of the intervals was made by counting always to the right, a deduction of one 
interval should be made from each of the intervals above. This yields the following : 

1 1-3-13-17-3-13-9-6-7-5-20-13-4-16-18-17-3-2-14-19-10-24-19-19-8-19 
10-2-12-16-2-12-8-5-6-4-19-12-3-15-17-16-2-1-13-18- 9-23-18-18-7-18 

Compare this with the original sequence of interval-lengths given above (p . 20) ,  and it 
will be seen to be the same, merely displaced nine spaces to the left. 

The question is asked , why is it that those letters of 1fAL5 which are successively involved 
in yielding a basic sequence follow one another according to the normal alphabetic sequence? 
The answer is quite clear : since the current always enters C\V5 from the same fixed contact 
in BS5, and since C\V5 advances regularly one step per depression, the LHC's of CW5 which are 
presented successively to that fixed contact are in normal alphabetic order, ABC . . .  XYZABC . . .  

It is apparent therefore that a very clear way of looking at the whole problem is this : RFS 
is an endless or cyclic series of letters, and C\V5 is likewise an endless or cyclic measuring rule 
with a definite set of graduations marked upon it. Applying the two circles to each other, a 
set of 26 interval expressions of the letters of RFS are yielded by the measuring circle, CW5. 
The only part played by GlV1 , 2, 3, and -4 is that concerned with the initial point at which th e measuring 
rule is applied to RFS; the resultant of the intera.ction of CW1 , 2, 3, and 4 determines merely the 
initial point of application of CW5 to RFS. 

It also follows that if CW5 is replaced by another wheel, the " graduations " on the new 
measuring rule are no longer the same as before, and different interva l  expressions of the same 
RFS will be obtained . Therefore the sequences of cipher resultants will be altogether different 
from those of before, and a new table of basic cipher-text sequences will result .  Now in a given 
machine there are five cipher wheels, and the wheels are interchangeable. With five. wheels, as 
stated before, 1 20 different horizontal permutation arrangements on the shaft are possible (the 



22 
wheels all right-side up), but the fifth wheel in any of these 1 20 arrangements can be only one 
of five wheels. Now it was dem onstrated in paragraph 22 that the point at which the electric 
current enters the LHC's  of CW5 from BS5 is the only determining factor in establishing the 
particular sequence of cipher equivalents resulting from the successive depressions of any key. 
No matter, therefore, what the rotatory permutation of CWl ,  2 ,  3 ,  a,nd 4 is, providing no dis­
placement of any one of them occurs during the successive 26 encipherments of a single letter, 
the current will enter the successive LHC's of CW5 from the same contact of BS5 . It follm\--s, 
therefore, that it makes no difference whatever, as far as this particular factor is concerned, 
wha.t the horizontal permutation of the first four cipher wheels is, whether they are in the order 
1-2-3-4 , or 4-2-1-3 ,  or any other permutation, the electric current will always enter the LHC's 
of CW5 from one and only one contact of BS5, providing no displacement of the first four wheels 
occurs during the successive 26 encipherments of a particular letter. 

This question raises itself: if the final cipher resultants are determined merely by the inter­
action of CW5 and RFS, what then is the function of the other cipher wheels? 

The a,nswer is that the particular sequence or succession in which the basic sequences follow 
each other in the table is determined by the particular combination of rotat<n·y and horizontal 
permutations of 0\iV l ,  2, 3 ,  and 4 upon the shaft. For the a,rrangement studied, viz , where 
CWl occupies the first position on the left, CW2, the second, and so on, and where the cipher 
wheels are set to A all the way across , the first basic sequence corresponding to the encipherment 
of A0, is YOND . . . ; the second basic sequence, corresponding to the encipherment of B0 is 
QISF . . .  , and so on . For a different rotatory permutation of C\iV l ,  2, 3, and 4 upon the sha.ft, 
or for the same rotatory permutation but with a different horizontal permutation of G\V l ,  2, 3 ,  
and 1 ,  the order i n  which the 26  basic cipher-text sequences corresponding t o  the encipherments 
of A ,  B ,  C . . .  Z will fall will be entirely different, but the sequences themselves will be exactly the same 
as before . In short, the only function of CWl ,  2 ,  3 ,  and 4 is  that concerned with determining 
the pa,rticula,r order in which the individual sequences of the whole table of ba,sic cipher-text 
sequences are produced. 

It ha,s been stated above that each different cipher wheel , when employed in the fifth posi­
tion, wiJl yield a different table of basic cipher-text sequences, even though RFS remains the 
sa,me. If there are n cipher wheels available, then there can be n, and only n different tables, 
since the horizontal and rotatory permutations of the other four cipher wheels act as C\V 1 ,  2, 3 ,  
and 4 and have nothing t o  do with the sequences o f  the tables . 1  

Assuming, however, the  encipherment of  a series of  dispatches all prepared by means of  
the same horizontal permutations of  the cipher wheels, it follows that one and only one table of 
basic cipher-text sequences is in effect. It will be shown herein that the entire table can be recon­
structed if two and only two of its sequences are known, or if only one sequence and the RFS are 
known, and that the entire table is in reality composed of but one sequence of 26 letters, which 
when reconstructed destroys the entire secrecy of a system involving almost twelve million 
secondary cipher alphabets. One might even go further and say that under certain circum­
stances the entire secrecy of a system embracing over 9 1  billion secondary alphabets is dependent 
upon maintaining secrecy with respect to a, single sequence of but 26 letters . 

1 If it is taken into consideration that each wheel may be inserted in an " upside-down " position when acting 
as CW5 then there are 2n different tables possible. 

SECTION v 
THE TABLE OF BASIC CIPHER-TEXT SEQUENCES 

Effects of repetitions of plain-text letters_ _ _ _ _ _ _ _  2 5  Summary of preceding analysis__ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  27 
Par. [ Par. 

Use of the table of basic cipher-text sequences_ _ _  26 

25 . Effects of repetition of plain-text letters .-Assume for the moment a dispatch of 26 
letters consisting exclusively of the letter A0, enciphered by the effective setting OAAAAAO of 
the cipher wheels. The cipher text will be YOND . . . , one of the basic cipher-text sequences. 
Now assume a dispatch of 26  letters consisting exclusively of the letter BP, also enciphered by 
the same effectiYe setting. The cipher text will be QISF . . .  , another one of the basic sequences . 
Now assume a dispatch of 26 letters consisting exclusively of the letters A and B, alterna,tely, 
also enciphered by the effective setting OAAAAAO .  The cipher text will be a s  follows: 

Plain _ _ _  _ 
Cipher _ _ _ 

A B A B A B A B A B A B A B A B A B A B A B A B A B 
Y I N F S D M J U A X N L J K L X H H X B K E U J C 

This consists merely of alternate letters of the two basic sequences YOND . . .  and QISF . . . , 
as is shown herewith: 

Plain _ _ _ _  A B A B A B A B A B A B A B A B A B A B A B A B A B 
Cipher _ _ _  Y I N F S D M J U A X N L J K L X H H X B K E U J C 

Sequence L 
Sequence 2 _  

Y . N . S . M . U . X . L . K . X . H . B . E . J . 

� I � E � Q � J � A � N � J � � � H � � � � � � � �  
Now assume a dispatch of 26 letters, consisting exclusively of the letters T and D alternately, 

enciphered by the initial effective setting OVGMBAO . It is as follows : 

Plain _ _ _  _ 

Cipher _ _  _ 
T D T D T D T D T D T D T D T D T D T D T D T D T D 
Y I N F S D M J U A X N L J K L X H H X B K E U J C 

The cipher text is exactly the same as for the alternate A0 - B0 dispatch, with an entirely 
different setting or key. The plain-text letters are different in the two dispatches but the cipher 
letters are identical . In fact, an identical cipher sequence can be obtained for any pair of 
different letters whatsoever when the proper initial setting is chosen . Why is this? Is it not 
due to the effects that mere repetition of plain-text letters produces in this machine, regardless 
of what letters are involved? What has gone before should make this clea,r. In other words, 
what concerns the cryptanalyst in this case so far, is not the question as to what letter is repeated 
in the plain text but whether or not a letter, any letter, is or is not repeated. The results of repetition 
of any letter are predetermined, and the cipher equivalents occupy definite positions in one of 
the basic cipher-text sequences. The identity of the repetition is of no immediate concern, b ut 
the existence or nonexistence of the repetition is of the highest importance. 

(23) 
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Now consider what happens in the encipherment of intelligible text. Let the dispatch be 
THE ELEMENTS OF THE SCIENCE OF CRYPTANALYSIS . . . , enciphered with the initial effec­
tive setting OAAAAAO . The results are a s  follows for the first �6 letters: 

Plain _ _ _ _ _ 

Cipher _ _ _  _ 

T H E E L E M E N T S 0 F T H E S C I E N C E 0 F C 
I U 0 J U V J P F P J S C L V I K S D B M Z D J S K 

From what has gone before, it is to be expected that-
( 1 )  The cipher equivalents of identical letters will all belong to the same basic cipher-text 

sequence, and will fall into definite positions in that sequence ; 
(2) There will be present elements of as many basic cipher-text sequences as there are 

different plain-text letters ; and 
(3) As a corollary of the foregoing, the cipher equivalents of dissimilar letters will never 

exhibit coincidences with the same individual basic sequence. 
With these three principles in mind, examine the foregoing encipherment. 
Take the basic sequence which begins with I (the 20th in table 1 )  and apply it to the cipher 

text. Coincidence of the 1 st, lOth ,  and 14th cipher letters with the 1st, lOth, and 14th letters 
of the basic sequence is noted as stated in ( 1 )  above, and noncoincidence with all the other letters 
also is noted, as stated in (3 ) above. 

Plain_ _ _ _ _ _ _ _ _ _  T H E E L E M E N T S 0 F T H E S C I E N C E 0 F C 
Cipher_ _ _ _ _ _ _ _  I U 0 J U V J P F E J S C .!:! V I K S D B M Z D J S K 
Sequence 20 _ _ _ I M R A J H Z 0 X E V B E .!:! Q K W T C Y G S F N D H 

Here the coincidences are due to repetitions of one letter, TI> ; the noncoincidences represent 
letters which can not be TI>. If one did not know the plain text, but had merely the two bottom 
lines, one could nevertheless state definitely that the 1st, lOth, and 14th letters of the plain text 
are identical , and that whatever this plain-text letter is, it does not appear elsewhere in that line. 
The frequency of that plain-text letter is thus directly indicated by the number of coincidences 
with the basic sequence. 

Now take the basic sequence which has U for its second letter (it is the 8th of table 1 ) ,  and 
apply it to the cipher text. The coincidences are underlined below: 

Plain _ _ _ _ _ _ _ _ _ T H E E L E M E N T S 0 F T H E S C I E N C E 0 F C 
Cipher _ _ _ _ _ _ _ _  I 1! 0 J U V J P F P J S C L Y. I K S D B M Z D J S K 
Sequence 8 _ _ _ _ K 1! B S 0 C L X B I P E Z F y T H D J Q A N G R W M 

Now tn.kP. t.hR hnRi� RRCJ.HP.n�P. whir.h hn.R 0 fl.R i tR tM.rd lRttRr (t.hP. fift.h of tnhlR 1 ) ,  fwrl R.pply 
it to the cipher text. The coincidences are underlined below: 

Plain _ _ _ _ _ _ _ _  _ 
Cipher _ _ _ _ _ _ _  _ 
Sequence 5 _ _ _ _ 

T H E E L E M E N T S 0 F T H E S C I E N C E 0 F C 
I U Q � U Y. J f F P J S C L V I K S D � M Z � J S K 
C Q Q � Y y W p N H E V S Z T I M F A � U X � L K R 

This process can be continued until all coincidences have been noted. For the purpose of 
graphic representation, all the coincidences have been reassembled into the one diagram below, 
those belonging to the same basic sequence being indicated by identical numbers. 

Plain _ __ _ _ _ __ _  _ 
Cipher _ _ _ _ _ ___ _ 

T H E E L E M E N T S 0 F. T H E S C I E N C E 0 F C 
I U 0 J U V J P F P J S C L V I K S D B M Z D J S K 
1 2 3 3 3 4 1 5 6 7 1 2 3 5 8 3 4 8 3 6 7 8 
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This procedure shows, therefore, that intelligible text when enciphered by the machine pro­
duces cipher text whose letters when arranged in lines of 26 can be distributed into definite 
positions in as many basic cipher-text sequences as there are different plain-text letters enci­
phered in each line ; that those letters of the cryptogram which coincide with the letters of the 
same basic cipher-text sequence represent encipherments of identical plain-text letters ; and that 
the frequency of occurrence of all plain-text letters in each line of text can be definitely ascer­
tained by the process. What the plain-text letter in each case really is does not concern us at 
present. 

26.  Use of the table of basic cipher-text sequences . -Let us assume for the moment that 
the table of basic cipher-text sequences applying to a series of dispatches has been obtained in 
some illegitimate manner by capture, or otherwise. It is obvious that  one could immediately 
determine those letters in each line which represent repeated letters of the plain text. For 
example, in the case of the enciphered message on page 24, one would be able to underline the 
repetitions in exactly the same manner as was done there. One would know then that  the 1 st, 
lOth, and 14th plain-text letters were the same ; the 2d and 1 5th, and so on. The analyst could 
do this for all the lines of cipher text. The result would be that the cipher text would have been 
decomposed into a series of single-alphabet substitution ciphers, the solution of which would not be 
very difficult, as will subsequently be fully illustrated . Thus, it is apparent that the entire 
secrecy of the machine can be almost entirely destroyed if the table of basic cipher-text sequences 
is known to, or can be reconstructed by the enemy. 

27.  Summary of preceding analysis . -The most important facts and conclusions that were 
developed in the foregoing analysis may be conveniently summarized as follows: 

( 1 )  Cipher text produced by the machine is composed of the elements of 26 and only 26 
basic cipher-text sequences . 

(2) Every line of 26 letters of cipher text is composed of the spatjal elements of as many 
different basic cipher-text sequences as there are different letters in the line. 

(3 ) All that the machine does is to determine (in what appears to be a random, haphazard 
manner) the particular basic sequences that will be represented in each line of cipher text. 

(4) The fifth cipher wheel in interaction with RFS produces the 26 basic sequences ; the 
other four cipher wheels merely determine the permutations of the horizontal lines of the table 
of basic cipher-text sequences, or in other words, the order in which the basic cipher-text sequences 
follow each other in the encipherment of a dispatch. 

(5) Possession or reconstruction of the table of basic cipher-text sequences will enable the 
cryptanalyst to distribute the letters of the text of cryptograms into a series of single-mixed 
substitution alphabets, which can be solved rather readily. 
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28. A pplication of the general principle s  of frequency to the problem.-In an actual tabu­
lation of 1 00 , 000 letters occurring in telegrams of an  administrative nature handled by the vr ar 
Department :Message Center on one day, the following distribution was found : 

TABLE 2 

E 1 2, 604 0 7 , 408 c 3, 345 M 2, 534 B 1 ,  1 4 6  

T 9, 042 A 7, 1 89 H 3, 287 y 2 , 099 X 469 

R 8, 256  s 5, 7 59 F 2 , 9 9 4  G 1 ,  795 K 3 5 3  

I 7 , 572 D 4, 029 u 2 , 993 w 1 , 4 0 1  Q 3 1 8  

N 7 , 558 L 3, 549 p 2 , 66 1 v 1 , 340 J 1 98 
z 1 0 1  

This frequency table ,  based as i t  i s  upon a fairly large number o f  letters, may b e  considered 

as representative of the normal or typical constitution of telegraphic English text. 

\Vhat this normal frequency table means, of course , is this : If a volume of telegraphic 

English text totalling 1 00 ,000 letters is examined, there will be found approximately 1 2 ,600 E's ,  

9 ,000 T's ,  8 , 300 R's ,  and so on.  In other words, the data based upon 1 00 ,000 cases may be  con­

sidered as giving a true picture of  the constitution of any large volume of such text, and in any 

equivalent volume of text similar in  nature, practically the same relative proportions of occur­

rences will be found to exist as were found in the 1 00 ,000 cases examined . Now if the 1 00 ,000 

letters of which the text is composed were placed in  a hat, and thoroughly mixed, the chances of 

d 
. 

b d l . 
1 2 '604 . 1 l . 

d ' 
rawmg an E y a ran om se ectwn are 

1 00 000 
or apprO::\!mate y 0 . 1 2 6 ; t 1at Is, accor mg to 

' 
the laws of probability,  in 1 ,000 successive drawings, a total of 1 25 E's would be chosen . 11athe-

matically stated,  P (the probability) for selecting an E is 0 . 1 26 .  Likewise, P for Tp is 0 .090,  

P for RD is 0 .083 , and so on.  Now, if instead of  placing the l etters in a hat ,  one should have 

at hand al l  the text upon a large sheet of paper,  and one should close one's  eyes and at rnndom 

point a pencil  at one letter .i.u lhe le.xl j us l  us il stand5, i t  ig obvious that P for E would dill bo 

somewhere in  the neighborhood of 0 . 1 26 ;  for TD i t  would stil l  be approximately 0 .090 ; and so 

on , because, considered in i ts broadest aspects, the text is composed of a great variety of words, 

and so fnr as words are concerned,  they are made up of such a diversity of permutations and 

combinations of letters that plain text can almost be regarded as being a random assortment 

of letters in  the relative proportions given above . 1  

Now proceed one s tep further. Suppose two pencil points  be  direc ted , at random, with 

one's eyes closed, a t  intelligible t ext ; what are the chances for designating two E 's  simultaneously, 

or two T 's, or two of any other l etter? According to the mathematical theory of probabili ty, the 

probabil i ty that  both of two i ndependent events will occur together is the product of their 

1 This, of court:e, is not strictly true, and is discussed in section IX, p. 5 1 . 

(26) 
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sepa rate probabil i ties .  Hence,  the chances for simultaneously designating two E's are 0 . 1 35 X 
0 . 1 26 ,  or 0 . 0 1 6 ;  the  chances in the case of two T 's  are 0 . 090 X 0 . 090,  or 0 . 008,  and so on.  

Again, according to the t heory of  probability,  the probability of the occurrence of several 
oyents which cannot occur together is the sum of the probabilities of  their separate or individual 
occurrences .  Thus, if p, q, . . . denote the separate probabilities of different events, the 
probabili ty, P, thut one of the e...-ents wil l  happen is P = p + q + .  . . Since the probability for 
random selection of two E's is 0 . 0 1 6 ,  that  for two T's is 0 . 008,  and so on, the probability for the 
rn r�dom selection of a n y  ftco sim ilar letters , regardless of their iden tity, is the sum of the respecti,·e 
probabilities for the random sel ection of two A's, two B's, t\vo C 's ,  nnd so on , up to and including 
two Z's. That is to say, the probability of directing two pencil points simultaneously a t  any 
repet'it ion (two identical letters) is the sum of the separate probabilit i es for repeti tion of each 
let ter of the alphabet .  In table 3 the separate probabili ties and their total  are sho,�;·n. The 
tota l  of tbe separate probabilities for repetition, 0 . 0 6 6 ,  menns tha t  in 1 ,000 cases \\·here a pair 
of letters is selected or designated at  random there will be 6 6  cases in wbich both members of the 
pair so selected will be the same l etter ; in other words, P for the simple occurrence of repetition ,  
(hereafter denoted b y  the symbol r P) regaTdless of u·hat the repetition m a y  b e ,  i s  0 . 056 .  A s  a mat­
ter of fact ,  the 66 cases \\-� in be composed of 1 6  cases where the repeti tion is the letter E, 8 cases 
where the repetition is T, 7 where it is R, and so on, in  accordance with the last column of table 3 .  

This, however, does n o t  concern u s  a t  present .  

TABLE 3 

Letter Frequency P for scpara te P for repeii-
occurrence t ion (P2) 

E 1 2 , 604 0. 1 26 0 . 0 1 6 
T 9 , 042 . 0!)0 . 008 
R 8 , 2 5 6  . 083 . 007 I 7 , 572  . 076 . 006 
N 7 , 558 . 076  . 006 
0 7 , 408 . 074 . 006 
A 7 ,  1 89 . 072 . 005 
s 5, 759  . 058 . 003 
D 4 , 029 . 040 . 002 
L 3 ,  549 . 035 . 00 1 

I c 3 , 345 . 033 . 001  
I H 3, 287 . 033 . 00 1 F 2, 994 . 030 . 00 1 u 2 , 993  . 030 . 00 1 

p 2 , 66 1 . 027 . 00 1 M 2 ,  534 . 025 . 001 
y 2 , 099 . 02 1 I . 000 

i G 1 ,  7 9 5  . 0 1 8  I . 000 
w 1 , 40 1 . 0 1 4  . 000 v 1 , 340 . 0 1 3  . 000 
B 1 ,  1 4 6  . 0 1 1 . 000 
X 469 . 005 . 000 

I K 3 53 . 004 . 000 
Q 3 1 8  . 003 . 000 
J 1 9 8  . 002 . 000 
z 1 0 1  . 00 1 . 000 I 

Tot aL _ _ _ _ _ _ _  1 00, 000 I 1 .  000 r P = .  066 I 
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On the other hand, sinee the probability that an event will not happen is the difference 

between unity and the prob ability tha t  it will happen, or ( 1 - P), the probability, P, for n on­
repetition (hereafter denoted by the symbol nrP) is 1 - 0 .066,  or 0 .934 .  Tha t  is, in 934 of the 
1 ,000 cases, the two letters selected at random \'�.rill be different .  

29 .  Development of mathematical theory applicable to the problem.-The relation of this 
mathematical theory to the problem in hand will now be studied. 

The normal frequency table shown in table 2 m ay be considered as being heterogeneous in 
this sense : It is composed of letters of widely different  but rather definite or constant frequencies 
which gives the table a chara cteristically irregular " crest and trough " appearance. It is this 
very heterogeneity or irregularity of the table which leads directly to the solution of the simplest 
type of substitution cipher, that known u.s the single,  mixed alphabet type. Any really scientific 
cryptographic method has for i ts a im the suppression of the frequency characteristies of the 
normal table, whereby the elements composing the cryptographic text may be identified , and 
the better the cryptographic method,  the more complete is the suppression .  In  a perfect cipher 
system , the  frequency table for the cryptographic text should be completely homogeneous or 
regular in this sense: ( 1 )  That all the letters of the alphabet should be represented, (2) they should 
occur with practically equal frequencies, thus suppressing the appearance of any " crests and 
troughs " ,  and (3 ) there should be no easy way of de com posing the homogeneous or regula.r table for 
the cryptographic text into one or more heterogeneous or irregular tables such as apply to single­
alphabet substitut ion c iphers . The cipher machine under consideration has been designed to 
produce such a result as nearly as possible, and it really does so to a very high degree. The fol­
lowing very homogeneous single-frequency table is based upon ten cryptograms produced by 
the machine, no two messages being in the same rotatory key. 

A B C D E F G H I J K L M 
1 1 7  1 28 130 122 105 100 133 1 36 1 18 1 1 3  125 1 28 1 15 

N 0 P Q R S T U V W X Y Z 
1 15 128 1 1 7  1 16 1 14 14-1 120 130 1 32 129 122 . 130 144 

Bearing in mind the three charac teristics stated above, with respect to the frequency table 
for the text of a cryptogram produced by a theoretically perfect cipher system, examine the 
foregoing table . It will be noted ( 1 ) th a t  all  the letters of the alphabet arc represen ted , and (2) 
that  they occur with practicnlly equal frequencies. There remains to be considered ,  therefore, 
only the third factor abo\·e-mentioned. Can this frequency table be decomposed into a multi­
plicity of tables exhibiting the heterogeneity and irregularity of normal single-alphabet distribu­
tions?  That is the problem before the analyst in this case. 

Now in any letter-for-letter substitution in a cryptographic system resulting in  the produc­
tion of homogeneous text in tho Benso stated above, the valuos ,P -- 0 . 066 (as explained in par. 
28) and n rP = 0.934,  must still hold true .  This must be so because each cipher let ter rep­
resents but one plain-text letter at a time, even though the plain-text letter may in each sepa­
rate case be any one of the 26 letters of the alphabet. Taking the cipher text as it  stands,  
according to the theory of probability as applied above, in 66 cases out of every thousa,nd, a ny 
two cipher letters selected at random will represent the same pla in-text letter, a nd in 934 cases out 
of every thousand, a,ny two letters selected at random will not represent the same plain-text letter. 

Now in each case of repetition it is of absolutely no consequence in the thus-far developed 
analysis what the repeated plain-text letter is, because i t  was demonstrated in sections IV and V, 
that the mere occurrence of repetition is the important phenomenon. For example, considering 
the YOND . . . sequence alone, if a. plain-text letter is enciphered by Y c at the initial point  of 
this basic sequence, no m atter \vhat the plain-text letter be, its repetition in the next succeeding 
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position will produce Oc ; in the next, Nc ; in the next De, and so on . The mathematical theory 
deYeloped above states that 66 cases out  of 1 ,000 will be repetitions of letters, and these m ay 
be repetitions of 2 A's 2 B 's 2 C ' s  etc . 1  Now i t  is perfectly permissible to assume 1 ,000 cases 
where the first letter of the two members of a repetition is enciphered by Y c at the initial point 
of a b asic sequence, for this can be granted in view of the assumption of homogeneity of crypto­
graphic text produced by the machine, so that of 2G ,OOO lines of cipher text produced by this 
machine, and properly arranged ,  about 1 ,000 of these lines will have Ac as their initia l  letter, 
about 1 ,000 of them will have B e  as their initial letter, and so on . There will also be abou t  
1 ,000 l ines beginning with Yc.  Since the mathematical  theory postula tes that 6 6  o u t  o f  1 ,000 

cases of a pair of  letters selected at  random wil l  be repetitions, it  follows that  if a tabulation i:'l 
made of only those letters which immediately follow Y c in the 1 ,000 lines beginning with that 
letter, then in 66 cases the letter O c  should appear, and in 934 cases the letter should be some 
letter o ther than Oc. The reason tha t  O c  will be the letter representing a repetition of the first  
plain-text letter in the line i s ,  of course, tha t  in this particular basic sequence 0 immediately 
succeeds Y in the YOND . . . sequence .  Likewise, if a tabulation is made of only those letters 
which are in the second position a fter Yc in those 1 ,000 lines, then in 66 cases the letter Nc should 
appear, and in 934 cases the letter should not be Nc.  The same reasoning applies to tabulation:'l 
made for any position after Yc, and the letter which should appear 66 t imes out of 1 ,000 should 
be the letter whieh actually occupies tha t  position in that particular basic sequence. The 
production of each letter in each of t hese cases is absolutely determined by the mechanico­
electrical features (including the wiring, of course) of the machine, and by the mechanies of 
the English language : for the first position after Y the letter representing a repetition must be 
0; for the second ,  N ;  for the third , D; for the fourth, S ;  and so on , yielding sequences 

1 2 1 2 3 1 2 ;1 4  1 2 3 4 5 

Y 0 ;  Y . N ;  Y . . D ;  Y . . S ,  etc.  

As before, for convenience, the symbol Be will again be used as  a symbol to designa te any 

unspecified letter of  the cipher text .  The symbol rOc will  be used to designate the cipher equiva­

lent of a repetition ;  for example, in the case of the YOND . . . sequence rfJc  for the first  position 
l 2 1 2 3 1 2 3 4  

after Y c is 0 ;  or briefly stated Be in Y c rOc is 0 ;  Be in Y c .  rOc is N ;  Be in Y c • .  rOc is D i and so on. The 

symbol nrBc will be used to designate the cipher equivalent of a nonrepetition . 

Now let a ttention be concentrated upon Be for a given position in  the YOND . . . sequence, for 
1 2 3 4 4 

example, 80 in Y0 • · rOc . I n  6 6  cases out  of 1 ,000 (the rBc cases) 80 will be D ;  in 934 cases (the 
4 1 :J 3 4 

nrBc cases) it \Viii not be D. Of the 66 Y c . . rBc cases, a certain portion of them will represent the 
1 2 3 4  1 2 3 4  

occurrence of EP . .  Ep, another portion will represent t he occurrence of Tv . .  Tv, another of 
1 2 3 4 

RD . .  Rv, and so on,  each in proportion to its specific probability of repetition . But of the 934 
1 2 3 4 

Yc . . n rBc cases, in each case the occurrence of two different l etters is involved. A certain portion 
1 2 3 4  1 2 3 4  

of them will represent the occurrence of Ev . . Tv ; another will represent the occurrence of Tv . .  EI> i 

1 The fact t hat each of these repetitions occurs with a characterist ic frequel lcy is immaterial in this com1cc­
tion. The 66 cases of repetition are here cousiuercd as a unit ,  "·ithout reference tu the diversity uf its cuust ituent 
elements. 

56973-34-3 
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1 2 3 4  1 2 3 4  
another of ED . .  RD ; another of RD . .  ED ; and so on, each in proportion to i ts  separate and specific 

1 2 3 4 4 
probability of occurrence .  Now in each of these 934 Yc . .  nr8c, or nonrepetition cases, Be may be 

4 
any letter except Y and D ;  wha t  Be will be in each case is determined solely by the p articular 

4 
setting of the cipher wheels and by the plain-text letter which Be represents . For example, 

1 2 3 4 
consider only the p lain-text nonrepetition case ED • .  TD, whose probability of occurrence is 

1 2 3 4 
0 . 1 26 X 0 .09 ,  or 0 . 0 1 1 .  
1 2 3  4 1 2 3 4  

Among the 934 Yc . .  nr8c cases there will be eleven cases in which 
4 

Y0 •  · nr8c represents ED . • TD . Here, ec can be any one of the 26 letters except Y and D, and in 
4 

these 1 1  cases exactly wha t Oc will be is determined solely by the p articular rota tory permuta tion 
1 2 3 4  1 2 3 4  1 2 3 4  

of the cinher wheels .  
.1 2 3 4 

I n  one case ED • •  TD may yield Yc . . Ac, in another i t  may yield Yc . . Be,  in 

another Y c • •  Cr,  and so on. 
1 2 3 4 1 2 3 4  

as ED . .  Rj) , Tp . . Ep, and so on. 
I 2 3 4 

1 2 3 4 
The same will be tru e  with respect to  any other Y c . .  nr8c case such 

In other words, the second member of the two cipher equiYalents 

in  the 934 Y c . .  nr8c cases can be any one of the 26 letters of the alphabet except Y and D. (An 
I 2 3 4 

exception will be discussed in par.  8 3 ,  sec. XV. ) That is, in the 934 cases of Y c . . nrBc ,  the nr()c 's or 

cipher letters which are the second members of the pairs representing cases of nonrepetit ions, are 
4 

distributed over 24 letters of the alphabet , and assuming a perfect homogeneity of text, Be in those 

934 cases will be every one of the 24 letters an equal number of times, viz . ,  934 + 24, or approxi-
1 2 3 4 4 

mately 39  times. But in the same 1 ,000 cnses of Y c • •  rOc, the 66 rBc cases, or cipher letters which 

are the second members of the pairs representing cases of repetitions, are not distributed through­

out the alphabet, but  alwnys yield the same cipher letter, which in this case is De. That is, 
4 1 2 3  4 4 1 2 3  4 

the frequency of Oc in Yc . · rOc is 66 ,  whereas tho frequency of Be in Yc . · nr8c is only 39 ,  practically 

only two-thirds as large .  It follows, therefore, tha t  D should stand out prominently among all 
1 2 3 4 

the other le t ters when a tabulation of 1 ,000 cases of Y c • •  Be occurrences is made. Or, stated in 
4 

other words, the letter which may b e  taken as rec will be distinguishable by a frequency tlu it 
4 

theoretically will be one and two-thirds times as great as the frequency for any nr8c .  
1 2 3 4 .'l  b 

The same reasoning applies to the Y c . • •  Be occurrences. Here rOc must be the letter S ,  

which in the tabulation, should have a frequency greater than that  for any other letter, because 
l 2 3 4 .5 

the basic sequence is YQNI?� . . . . Theoretically, the entire basic sequence can be built u p  in 

the same manner, by tabulating all  the cases in which Y c appears as the initia l  letter of a basic 

sequence und distributing the 1 st, 2u ,  3d ,  . . .  25th letters after Yc into separate frequency 

t ables . In each case, theoretically, the letter which is of highest frequency will be the correct 

letter, and the process should ult imately yield the complete sequence 

Y 0 N D S W M A U Z X F L Q K G X V H R B T E C J P 

3 1  

What  has been detailed aboye as regards the YOND . . . sequ ence ,  applies equally well t o  any 
other b asic cipher-text sequence ; any one of them or, in fflc t ,  all of them could be reconstructed 
by the procedure indica ted. 

In  actual practice, however, to have at hand a sufficient volume of  t ext so that there will 
be 1 ,000 lines with Ac as the initial letter, another 1 ,000 lines with Be as the ini tial l etter, and so 
on, up to Zc,  would mean having about  26,000 lines of text, each 26 letters in length , an enormous 
quantity of about 80 ,000 ·words. But in  reality not quite so much text would be necessary for 
it is really not essential tha t  the ratio of the frequency of the correct letter to that of any of the 
incorrect l etters in each case be as grea t as 66 is to 39, tha t  is, as 1 . 7 is to 1 .  R a tios of 1 . 3 to 1 
have in actual cases been found to be significant. For example, if the frequency of one p n.rt icular  
letter is 15  occurrences, and the frequencies of al l  other letters vary from zero to approximately 
9 or 10 occurrences, the difference is of sufficient degree to warrant the selection of the letter of 
highest frequency as being the correct letter. In a n  actual test ,  in over 50 percent of the cases 
the letter of highest frequency was found to be  the correct letter, and in 75  percent of them t h e  
correct letter w a s  found t o  be  among the three highest in  frequency. 

The theore tical minimum n umber of cases or tabulations necessary to esta blish rBc in actua l  
practice may be regarded as being about 250 ,  for theoretically in this number the frequency 

f 
. 1 . 

' l l  b . 2 3 3 . 5 
9 7 f I . . . 1 o rOc m actun practice WI e 1 6 . 5  as agamst 24 = . or nr11c ; t 1 e  ratiO IS approximate y 

1 7 : 1 0 .  Now 250 cases of any initial letter in a homogeneous text woul d  require 250 X 26 lines 
of letters, or 6 ,500 lines. Since each line contains 26  letters, a total of  1 69 ,000 letters of text ,  
or approxima tely 25 ,000 words would be required.  This is considerably below an average 
day's traffic when the amount of traffic is rather high, as in  active opera tions. 

Granting 25 ,000 words of traffic are available for s tudy i t  m ay be  said that nll the basic 
sC'quences applicable to the cipher wheel which acts as  G\V5 may be reconstructed . (Further 
details of reeonstruction will be given under sec . VII . )  H aving reconstructed the table,  the 
cryptanalyst is a t  once in position to decompose the l ines of cryptographic text in to a series of 
single mixed-alph n bet substitut ion ciphers, as explained in p ar agraph 26 .  sec t ion V, 'vbich may 
readily be solved,  as will be illustrated very soon. 



SECTION VII 

RECONSTRUCTIO N  OF TABLE OF BASIC CIPHER-TEXT SEQUENCES 

Par. P ar. 

Preliminary remarks _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  30 Reconstruction of MAL5 _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  33 
Reconstruction of right fixed sequence from two 

basic cipher-text sequences _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  3 1  
Reconstruction of entire table of basic cipher-text 

sequences_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  32 

Reconstruction of table of basic c ipher-text 
sequeuces from a fe\v lines of cipher text and 
their equivalent plain-text_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  34 

30. Preliminary remarks .-It  h as been shown by the author in  previous papers 1 that two 
differently mixed primary alphabets from which a series of  26 secondaries arc derived can be 
reeonstructed from but two of  the derived secon dary alphabets. It was shown in paragraph 24 , 

section I V, that the table of basic cipher-text sequences is merely a table of secondary alpha bets 
produced by the sliding of two primary mixed alphabets against each other ; one of them is R FS,  
the other, l\1AL5. It  would seem, therefore, that  these secondary alphn bets ure al l  interrela ted 
in  some manner which ought to permit of the reconstruction of  all of them having given only 
two of  them . Only a slight modification of  the process js really necessary ju order to apply i t  
to  the  case in h and.  First, RFS m ust be reconstructed ; from it  and  one  of the basic cipher-text 
sequences the entire table can be reconstructed ; fin a lly, l\1AL5 can be reconstructed from RFS 
and any one of the basic cipher-text sequences. 

3 1 .  Reconstruction of right fixed sequence fro m  two basic cipher-text s e quences .-In 
order to expla in the method , use will be made of the first and second basic sequences of table 1 ,  
assuming that they have been reconstructed a s  a result o f  the applica tion o f  the principles 
elucidated in  the preceding sections. 

Sequence l _ _ _ _  Y 0 N D S W M A U  Z X F L Q K G X V H R B T E C J P 
Sequence 2 _ _ _ _  Q I S F T D P J V A W N Y J B L G H E X R K 0 U M C 

I t  will be noted first of all that each of the  bvo sequences con tn ins only 25 different letters, 
X being repea ted in the YOND . . . sequence a nd J in the QISF . . . sequence . It  is obvious then,  
thn,t some letter is omitted in each seq uence .  I n  the former, I is the letter omitted from the 
sequence, in the la tter, Z. As mentioned once before, and us explained in paragraph 83 of 
section XV, tl 1 is repetition pbenomcnon is unavoidable  in t lJis system, and in every cnse, nt 
l east one letter will be repeated , and one wil l  therefore be missing. It is a lso to be noted tha t  
t h e  distance between the repeated letters i s  always tbe same i n  all the sC'quences o f  the same 
table of basic cipher-text sequenecs . 

Now superimpose the two sequences, and, by shifting one relative to the other, make the 
repeated letters of one sequence occupy positions d irec tly opposite the repeated letters of  the 
o ther sequence . Thus:  

Sequence l _  _ _ _ Y 0 N D S W M A U Z X F L Q K G K V H R B T E C J P (I missing) . 
Sequ ence 2 _ _ _ _  U M C Q I S  F T D P � V A  W N Y �  B L G H E  X R K D (Z missing) .  

Construct u elwin o f  equiYalents ,  beginning with any letter o f  Sequence 1 ,  for example ,  Y. 
Thus, YU, UD, DQ, and so on, and then j oin the pairs eliminat ing the  second occurrence of tlw 

1 See footuotc to p. 20. (32) 
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common letters . Tbis yields tbe pnrtial sequence , YUDQWSI . This is n.s far as one gets with  
this process in this case, because the  continuing letter, I ,  is missing from the upper sequence . 
However, if I were present i t  would seem logical tha t  it would have as i ts equivalent  Z, the 
missing letter of the lower sequence . I t  thus 1vould seem permissible to continue the sequence 
by adding the letter Z and then proceeding as before . This yields the complete sequence 

Y U D Q W S I Z P 0 M F V B H L A T E X J K N C R G 

If examination of this complete sequence of 26 letters is made, i t  will be found tha t  it con­
ta ins in regular order, but with a constnnt difference of  three intervals, the letters of RFS. Thus,  
the R FS proceeds YOEUMXDFVQ . . .  and tho reconstructed sequenee proceeds YUDQ . . . and so on . 

Now, the reconstructed sequence seems to be equivalent to the real R FS, but with a con­
stant difference of  three i ntervals . V\!Jw.t is the cause of  this difference? Is  i t  not connected with 
the fact tha t  the initial point at which the measuring circle, CvV5, is applied to RFS in the first 
case is different from that a t  which it is applied in the second by three intervals? Reference to 
the sliding strips will show this to be uctual1y the case, for in the YOND sequence R is the first 
letter of  l\1AL5 involved in producing this basic sequence ; in the QISF sequence, U is the first 
letter of l\1AL5 involved in  producing that basic sequence . 

Now i t  is important to have the reconstructed RFS coincide exactly with the real RFS. 
Do the two basic sequences used above give in  themselves any indication as to  what the interval 
relation between the elements of the reconstructed RFS should be? The answer is that they do, 
by virtue of  the relfL t ive positions occupied by the pairs of  repeated letters in each basic sequence . 
In the QISF . . .  sequence the position occupied by the first occurrence of the repeated letter, J, 
is three intervals to  the  left of tha t occupied by the first occurrence of the  repeated letter, X in  
the YOND sequ ence, and in  order to  superimpose the  two basic sequences, the  lower one was 
shifted three letters to the right of i ts original position . This gives the clue  to the correct interval 
relation between the let ters of the reconstructed RFS. If the elements of the l atter are there­
fore distributed over 26 spaces, l eaving three intervals  between sequent letters of the original 
reconstructed sequence, then the real RFS ,,,ill be reconstructed . This yields the sequence 

Y O E U M X D F J Q V K W B N S H C I L R Z A G P T  

It  should be a dded in passing that  when the two basic sequences tha t are available for this 
reconstruction have their repea ted letters at an even number of intervals apa.rt, then a complete 
equivalent RFS rnnnot be reconstructed . In this  ease ,  two h alf-sequences result ,  which must be 
united into one sequence.  Thus,  for example,  when the first and seventh basic sequences are 
selected for experiment, the following results are obtained :  

Sequence l _ _ _ _ 

Sequence 7 _ _ _ _ 

Y 0 N D S W M A U Z K F L Q K G X V H R B T E C J P 
P T W M B V E R 0 L Q X C F Q Z Q J N I K G Y S D A 

First half-sequence _ _ _ _  _ Y P A R I H N W V J D M E 
0 T G Z L C S B K Q F X U Second half-sequence _ _ _  _ 

Since the second basic sequ ence had to be displaced 24 letters to the right, in order to 
bring about  coincidence of  repeated letters with the first basic sequence in  superimposing, then 
the elements of the two half-sequences must be separated by the interval indicated, 24,  yielding 
the following: 

Y . E . M . D . J . V . W . N . H . I . R . A . P . 
0 • U . X . F . Q . K . B . S , C • L . Z . G . T . 
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These two half-sequences must now be assembled properly. By this is meant tha t  one of the 
sequences must be inserted in the spaces presented by the other so as to make the entire sequence 
coincide with the real R FS. \Vhe ther 0 of the second half-sequence should be inserted between 
Y and E or between E and M or between M and D, or between any of the other pairs cannot bo 
determined from the sequences alone .  The determination must be made by means of  a subter­
fuge explained further on .  (See p. 38 . ) 

A complete RFS can only be reconstructed from two sequences whose repeated let ters are 
in positions separated by an odd number of intervals other than thirteen, and any two such 
sequences will do. It should be added tha t  certain sequences will yield neither a complete 
equivalent R FS nor t\'m half-sequences . These are the sequences in which the repeated let t er 
in one sequence occupies a posi t ion 1 3  intervals removed from that occupied by the repea t ed 
letter of the other sequence. Here 1 3  independent pairs of equivalents can be established , but 
how they should be j oined is not indicated. Note,  for example, the following: 

Sequence 1 _ _ _ _ 

Scqu enee 4 _ _ _ _ 

Y 0 N D S W M A U Z X F L Q K G X V H R B T E C J P 
B N 0 L E T C Q H J I R D A P V I G U F Y W S M Z K 

Here Y = B and B = Y ;  0 = N and N = 0, and so on . Thus no ehain can be construct e d .  
All that one c n n  s a y  i s  t h a t  in  t h e  real RFS , Y and B are 1 3  intervals apart, 0 a n d  N ]jkewise,  ancl 
so on . 

I t  is obvious tha t  the cryptanalyst ,,·ill no t  know, when he is reconstructing the two bnsic 
sequences from a det ailed analysjs o f  the cipher text,  whether or not he is working upon two 
sequences such as will permit of reconstructing a complete equivalent RFS after he has fi nished 
their construction .  If he  is fortunate, he may strike it  the first time, but if  not, he may find 
i t  necessary to  construct  several basic seq uences before a pair available for a complete reeon­
st ruction of the RFS turns up. But hasing found such a pair, reconstmction is rnpi d .  

3 2 .  Reconstruction o f  entire  table o f  basic cipher-text sequenc e s .-Onco two sucl1 seq uences 
and the real RFS have been isolated, the en tire table of basic cipher-text sequences can speedily 
be reconstructed in a manner which may best be described by detailed study of tn blo 1 .  

Refer now to the set of sl iding alphabets equivalent to CvV 1  to 5 ,  and note wh n. t letter of 
N AL5 is concerned in producing Y, the first let ter of the YOND . . .  sequence .  It  is R .  N ow 
determine whn t  sequence is produced when S, the  letter following R in NAL5 is concerned , 
keeping AL5 in the same position . The sequence is the 1 9 th shown in t able 1 ,  beginning ESFH . 

Let us superimpose these two sequences : 

Sequence L _ _  _ 

Sequence HL _ _  _ 

Y 0 N D S W M A U Z X F L Q K G X V H R B T E C J P 
E S F H B X G M A D J R V W P D K C Z N Y U I Q T 0 

Now study the sequences formed by oblique lines slanting toward the right,  and passing 
through the superimposed sequences, sueh as 

. 0 
E . 

• N 
s . 

. D 
F • 

. s 
H • 

. w 
B . 

I t  will be seen tha t  these coincide exactly with the sequences in RFS. By following the  
order of the  letters in  the  known R FS, and  completing the oblique  l ines of letters, the en tire 
table can speedily be reconstructed . Thus:  
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T A B L E  5.-B ASIC C I P H E R-TEXT SEQUENCES REARRAN GED ACCORDI N G  TO SEQUE NCE 
IN RFS 

/ 
1 Y 0 N D S W M A U Z X F L Q K G X V H R B T E C J P 

/ 
19 E S F H B X G M A D J R V W P D K C Z N Y U I Q T 0 

/ 
14 H J C N D P X G F Q Z K B T F W I A S 0 M L V Y E U 

/ 
2 Q I S F T D P J V A W N Y J B L G H E X R K 0 U M C 

/ 
9 L H J Y F T Q K G B S 0 Q N R P C U D Z W E M X I V 

/ 
5 C Q 0 J Y V W P N H E V S Z T I M F A B U X D L K R 

/ 
16 V E Q 0 K B T S C U K H A Y L X J G N M D F R W Z I 

/ 
3 U V E W N Y H I M W C G 0 R D Q P S X F J Z B A L K 

/ 
8 K U B S 0 C L X B I P E Z F V T H D J Q A N G R W M 

/ 
18 M N H E I R D N L T U A J K Y C F Q V G S P Z B X W 

/ 
10 S C U L Z F S R Y M G Q W 0 I J V K P H T A N D B X 

/ 
20 I M R A J H Z 0 X P V B E L Q K W T C Y G S F N D H 

/ 
24 X Z G Q C A E D T K N U R V W B Y I 0 P H J S F C L 

/ 
4 A P V I G U F Y W S M Z K B N 0 L E T C Q H J I R D 

/ 
25 T K L P M J 0 B H X A W N S E R U Y I V C Q L Z F G 

/ 
15 W R T X Q E N C D G B S H U Z M 0 L K I V R A J P Y 

/ 
12 Z Y D V U S I F P N H C M A X E R W L K Z G Q T 0 B 

/ 
13 0 F K M H L J T S C I X G D U Z B R W A P V Y E N A 

/ 
23 J W X C R Q Y H I L D P F M A N Z B G T K 0 U S G E 

/ 
21 B D I Z V 0 C L R F T J X G S A N P Y W E M H P U Q 

/ 
26 F L A K E I R Z J Y Q D P H G S T 0 B U X C T M V N 

/ 
6 R G W U L Z A Q 0 V F T C P H Y E N M D I Y X K S J 

/ 
l l  P B M R A G V E K J Y I T C 0 U S X F L 0 D W H Q Z 

/ 
22 N X Z G P K U W Q 0 L Y I E M H D J R E F B C V A T 

/ 7 D A P T W M B V E R 0 L U X C F Q Z U J N I K G Y S 
/ 1 7  G T Y R X N K U Z E R M D I J V A M Q S L W P 0 H F 

/ 
Thus, given any one of the basic cipher-text sequences, and a knowledge of RFS, t he ent ire table 
can be  reconstructed within a very few minutes . 

33 .  Reconstruction of 1riAL5 .-Having reconstructed the  table of basic sequences, it i s  
advisable for  t he next step to  reconstruct the  mixed component of Alphabet 5 .  For this, RFS 
and any basic sequence will do . Of course, one does not yet know what the initial letter of 
RFS really is, but i t  is a matter of no consequence, as will be  shown, 
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Taking a sliding strip with the normal alphabet writ ten upon it ,  and space below i t  for 
the insertion of the letters of the mixed component, set it against the reconstructed RFS. Thus : 

AL5 _ _ _  _ {� � � � � : � � � � � � � � � : � � � : � : � � � � 
RFS _ _ _ _ Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P T 

Take the basic sequence YOND and insert the letters whieh would be successively involved 
in  producing this basic sequence, using any letter, say X, as an initial letter. Thus: 

AL5 _ _ _  _ 

RFS _ _ _ _ 

t JA B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
l i � 
X . • . . . • . . . . . . • . . . . . . . . . . • •  
Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P T 

Sliding the strip one space to the left, and considering that the second l etter of the basic 
sequence is 0, the letter Y must be inserted in the position shown herewith : 

l jA B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A 
AL5 _ _ I I 

X • y . . . . . . . . . . . . . . . . . . . . . . .  . 
RFS _ _  Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P T 

vVhen this process is completed , the following sequence results :  

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
X 0 Y E G J V R P A D F M Q U H Z C I B S N K W T L 

This sequence is n,n equivalent mixed component and will produce exactly the same resul ts 
as the rea l  mixed component, so far as the basic sequences are concerned . In fact, i t  is the same 
as tho real mixed component so far as the relative values of i ts sequence of elements are con­
cerned , as i s  evident when the sequence is " run down " according to the normal alphabet. Thus: 
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TABLE 6 

X 0 Y E G J V R P A D F M Q U H Z C I B S N K W T L 
Y P Z F H K W S Q B E G N R V I A D J C T 0 L X U M 
Z Q A G I L X T R C F H 0 S W J B E K D U P M Y V N 
A R B H J M Y U S D G I P T X K C F L E V Q N Z W 0 
B S C I K N Z V T E H J Q U Y L D G M F W R 0 A X P 
C T D J L 0 A W U F I K R V Z M E H N G X S P B Y Q 
D U E K M P B X V G J L S W A N F I 0 H Y T Q C Z R 
E V F L N Q C Y W H K M T X B 0 G J P I Z U R D A S 
F W G M 0 R D Z X I L N U Y C P H K Q J A V S E B T 
G X H N P S E A Y J M 0 V Z D Q I L R K B W T F C U 
H Y I 0 Q T F B Z K N P W A E R J M S L C X U G D V 
I Z J P R U G C A L 0 Q X B F S K N T M D Y V H E W 
J A K Q S V H D B M P R Y C G T L 0 U N E Z W I F X 
K B L R T W I E C N Q S Z D H U M P V 0 F A X J G Y 
L C M S U X J F D 0 R T A E I V N Q W P G B Y K H Z 
M D N T V Y K G E P S U B F J W 0 R X Q H C Z L I A 
N E 0 U W Z L H F Q T V C G K X P S Y R I D A M J B 
0 F P V X A M I G R U W D H L Y Q T Z S J E B N K C 

. . 
P G Q W Y B N J H S V X E I M Z R U A T K F C 0 L D 
Q H R X Z C 0 K I T W Y F J N A S V B U L G D P M E 

� R I S Y A D P L J U X Z G K 0 B T W C V M H E Q N F 
S J T Z B E Q M K V Y A H L P C U X D W N I F R 0 G 
T K U A C F R N L W Z B I M Q D V Y E X 0 J G S P H 
U L V B D G S 0 M X A C J N R E W Z F Y P K H T Q I 
V M W C E H T P N Y B D K 0 S F X A G Z Q L I U R J 
W N X D F I U Q 0 Z C E L P T G Y B H A R M J V S K 

Note the generatrix beginning RISY . . .  , and compare it with the real MAL5. It is iden­
tical with it ,  except as regards i ts initial l etter. 

The process described above, for reconstructing MAL5, may be used to determine how the 
two equal halves of a reconstructed RFS should be united (see p .  34)  and at the same time recon­
struct MAL5 . By employing each half-sequence of RFS in  connection with one of the basic 
cipher-text sequences, two partial MAL5 sequences are produced. For example, applying the 
process of reconstruction to the half-sequence, 

Y . E . M . P . J . V . W • N . H . I . R . A • P • 
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i n  connection with the YOND . . .  basic sequence, the following partial :MAL5 is constructed 
(using X as a starting point) : 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
X 0 E V R P A D Q Z C W T 

Applying a similar process to the other half-sequence, 

0 . U . X . F . Q . K . B . S . C . L . Z . G . T . 

still in connection \Vith the YOND . . .  bn.sic sequence, the following partia l �fAL5 is constructed : 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Y G J F M U H I B S N K L 

These two partial 11AL5 sequences are now to be u nited . N" ow it will be found that  there is one and only one way in which these t'vo sequences m ny 
be  united properly, so as to make one sequence-they must be " dovetailed " into each other,  th e 
vacant positions in the first half being exactly filled by let ters in the second half, and vice vrrsa . 
This union is as follows, where the letters underlined with dots belong to the one partial sequence 
a n d  those underlined with dashes belong to the other partinJ sequence : 

X 0 Y E G J y R P A D F M g U H Z C I B S N K W T L 

This  seq uence is comple te ,  and contains no repeti tions. Comparison with the 1\ 1AL5 
scquenee derived above will show their identity. 

'Vi th I\ 1AL5 completed, it is only a. simple step to unite the two hal f-sequences of tho R FS, 
from which this 1\1AL5 was constructed . 

It is obvious,  of course, that  if RFS and 11AL5 are known sequences to start wi t h  (say as t he result of espionage) ,  then not even one of the basic sequences need be constructed from the  l aborious process of  text analysis .  Al l  the  basic sequences may be established directly from the  t\vo known sequences, RFS and ��IAL5 . 
vVh en the entire tn hle of bnsic sequences has been reconstructed the cryp tnn nlyst is in a posi­tion to decompose the lines of cipher text into the elements of a series of single  m ixed-alpl l fl bet substitu tion ciphers, which cn.n be solved in a compara tively short time .  It  will be u nnrccssnry to demonstra te the process n t this point as i t  will come u p  again later i n  practically tb e same form . 
3 4 .  Reconstruction of table of basic cipher-text sequences fro m  a few line s  of ciphe r  text a n d  their e qu ivalent  plain tPxt .-It should be npparont from what has preceded , that  i f  11 few l ines of cipher text \vi th  their let ter-for-letter d ecipherments are a t  h a n d ,  it would be a Yery e r. sy matter to reconstruct two basic sequences from which the entire tn.bl e could then be cl erived . Such a case of h aving the cipher text with i ts  plnin text  cquivn.len t j s  not n t  :dl ra re in practice ,  where such blunders as repeating a message in clear, after it bas been transmit ted in cipher or the reverse, sometimes occur. Or often, a plnin-text dispa tch is cnpturcd , whereupon it cnn  be compared with i ts cryp tographic form ; or a paraphrased version of a dispa tch is given to  the press, nncl the paraphrase is a very poor one.  Only five or six lines of 26 l e tters are neces­sary to establish the entire table of basic sequences, whereupon the secrecy of all other m essrtges p rod uced by the san1e  machine is at once reduced to practically nothing . 1 

1 See par. 84, sec. X V  for such a case. 

SECTIO� VIII 

GENERAL OBSERVATIONS 

Par. Par. 
Resume of preceding analysis _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  35 Deductions from fundamental assumption _ _ _ _ _ _ _  37 
Fundamental assumption for m ilitary cryptog-

raphY - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 36 
3 5 .  Re sume of preceding analysis .-It h as been shown thus far how the t able of b asic 

cipher-text sequ ences, when once i t  h as been reconstructed,  m ay immediately be  used to decipher 
the text of dispatches.  At least two basic sequences are necessary for the reconstruction, 
because i t  wns first necessary to  reconstruct the RFS, from which l\1AL5 could be reconstructed.  
If 1-IAL5 a .nd the R FS were previously known i t  would be unnecessary to reconstruct  one of the 
b asic sequences by that long process of a.nalysis .  

36.  Fundamental assumption for military cryptography.-A fundament al assumpt ion wi �h  
regard t o  the use  of any  device for cryptographic purposes in  military opera tions i s  this :  I t  must 
be grunted thn,t tho enemy cryptanalysts are i n  possession of full knowleuge as to the mech :m­
ics of the deviee and ,  in fact sooner or l ater, como into possession of  one,  by capture, or even 
legitimately, by purchase, in tho c ase of machines for sale upon the open market.  Hence, in  tho 
c ase of the present machine, even if it be granted that the wiring of all the machines for use in 
the military service be absolu tely secret to begin with, it  must be assumed that the enemy 
already is thoroughly familiar with the mecha.nico-elcctrical operation of the machine, or wi l l  
soon cap ture one or more of the machines upon the  field of opera tions, and will thus learn the 
sceret wiring. 

37. D e ductions fro m  fundamental assum ption.-Now i t  goes wi thout saying that the 
capture or loss of a. single m achine would necessitate an immedia t e  change in  the wiring of all tho 
mn ehines in service . This could b e  accomplished i n  one of two w ays . ( 1 )  The opera tors in tho 
field could ehange the wiring according to directions from higher headquarters, or (� ) new 
cipher wheels could be issued by h igher headquarters .  I t  i s  the opinion of  the  writer that t h e  
former case m ay be ruled out  at onee, for it  \vould be  entirely impractical in t h e  field .  A single 
error in wiring ( 1 82 connections must be established ) would make all messages unintelligible ; 
the  time nceessary for the change to  be made would hardly be  available,  nor would the personnel 
with the req uisi t e  training always be  available .  The latter c ase, where n ew wheels are dis­
tributed from a central office is more feasible, bu t  even in this case Lhere are m any difficulties , as  
m ay be a.ttested to  by the  experience of G - 2  in  distribu ting small code books to  al l  orgn. ni za t i on s 
in the Theater of Operations. Granting the second case, however, the wiring or circu i ts established 

in the plate at the rear of the machine,  referred to in p ara.gra ph 1 0 ,  section I I ,  whi ch determines 
the left and right fixed sequences, would still be unchanged, unless directions for the ch ange e m a.­

nate from the central office . Now there are .52 connections established in the re ar p1n te ; it is 
a practical certninty that many errors would be  m ade by troops in  the fiel d \vorking under diffi­
culties, from written instructions. The process cannot be done in l ess than two hours, and skillful 
fingers are necessary .  Practica l ly , therefore, the change could not be  made by t roops in the 
field ,  and the wiring in  the rear would remain permanent. The capture o f  one machine will  
disclose to the enemy th� two i+n_portunt sequences, the LFS and R FS. 

(39) 
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Having RFS at hand,  i t  is apparent from what has gone before, that only a single basic 
sequence would be necessary in order to reconstruct the entire table of basic sequences. Or if 
1\1AL5 could be reconstructed by some process of analysis of  the cipher text itself, not even one 
of  the basic cipher-text sequences would be necessary. 

The process whereby one of the basic sequences can be reconstructed from an analysis of 
the cipher text itself has been explained in detail . If a knowledge of the RFS is assumed, ought 
not the process be rendered more easy? Common sense would lead one to answer in the 
affirmative. Perhaps one could reconstruct MAL5 directly from an analysis of a comparatively 
small amount of text, and thus eliminate the necessity of having available the considerably 
larger volume of text required to build up one of the basic sequences first. This possibility 
forms the subject of the next section .  

SECTION IX 

RECONSTRUCTION OF ALPHABET 5 
Further analysis of the nature of Alphabet 5 _ _ _ _ _ 

Use of CAL5 _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 

Relation existing bcbYeen CAL5 and the table of 
basic cipher-text sequences _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

A d ilemma _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

Application of mathematical theory _ _ _ _ _ _ _ _ _ _ _ _  _ 
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38 . Further analysis of the nature of Alphabet 5 .-If Alphabet 5 is set against RFS at the 
initial point, so that A of NAL5 is above T (the initial letter of RFS),  it will be seen that Y, the 
first letter of the basic cipher-text sequence YOND . . .  is under B of N AL5. Sliding Alphabet 
5 one interval to the left, 0, the second letter of the basic sequence YOND . . . is under D of 
NAL5, and so on.  The whole sequence of letters of NAL5, that are successively concerned in 
the production of the YOND . . .  sequence, as seen by noting the letters above the successive 
letters of the YOND . . . basic sequence, as Alphabet 5 is slid to the left is as follows : 

B D R K U S L E M F Q T G X A N W C J 0 I V Z P H Y 
Now take another basic cipher text sequence, say the second one of table 1 ,  QISF . . .  and 

repeat this process and write down the sequence of letters given by noting the letters o f  N AL5 
that appear above the successive letters of  the QISF . . . basic sequence as Alphabet 5 is slid 
to the left. It is as follows : 

K U S L E M F Q T G X A N W C J 0 I V Z P H Y B D R 

Comparing the two NAL5 sequences obtained from these two basic sequences it is noted 
that they are the same sequence-merely their initial points are different. In  fact, one and 
only one sequence results when all  the basic cipher-text sequences are treated in the same way. 

What is this sequence? It seems to be some fundamental sequence that has not b een 
encountered before this .  It does not appear as any one of the alphabets of the diagrams given 
so far. 

Consider once more the j uxtaposition of Alphabet 5 and RFS for the YOND . . .  basic sequence, 
and find the point at which the current  enters CW5 in order to produce this basic sequence . 
I t  is at the point designated by the arrow in the following diagram: the eighteenth contact of 
RS5 : 

� { A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B 
AL5 _ _ _ _  ,,--------------------------� 

. R . • • • . . . • . • . • • • • • 

I 
RFS _ _ _ _  T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

The LHC of CW5 at which the current  enters to produce the Y is R. But the fact that  
Y is the cipher resultant, and  the  fact that the  letter of NAL5 that i s  over Y in the  RFS is B ,  
may when taken together be regarded as equivalent to  assuming that R i s  converted into B 
and B is then converted into Y. I n  short, it would appear as though an "R current" is con­
verted into a "B current" by the wiring of CW5, and further, that at the positioJ:?. indicated,  
the "B current" finally emerges as a "Y current." Hence,  considered independently, and only 

( 41 )  
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with regard to the cipher mechanics involved, Alphabet 5 might be written, so far as only R 
a nd its conversion-equivalent are concerned ,  as follo·ws : 

� 
ALS _ _ _ _  { A 1 � C D E F G H I J K L M N 0 P Q : S T U V ?I X y z A B C 

R FS _ _ _ _ T \y 6 E u M X D F j Q v K w B N s � c i L R z A G  p 
Now repeat the process for the second letter of the YOND . . . basic sequence, h aving slid Alphabet 
5 one space to the left. i 

� 
, � {A B C  rD E F G H I  J K L M N 0 P Q R S) T U V W X Y Z A B C  

, ,Lo _ _ I I 
RFs _ _  

. T 1 o E u M x 6 F j Q v K w B N s H c i L R z A G P . 
Here a n  "S current" is converted into a "D current" : the l atter, into a,n "0 current." 

Hence, the p l acement of D is a,s follows : 1 
t { A B C rD E F G H I J K L M N 0 P Q R S) T U V W X Y Z A B C . 

AL.) _ - I I I 
R FS _ _  

. T y 0 E u M X D F j Q v K w B N s E c i L R z A G p . . 

The next letter, N, of the YOND . . .  basic sequence, is the result of the interaction of T, R,  
and N,  as  fol lows : 1 

t {A B C D E  F G H I  J K L M N 0 P Q 1R S T1 U V W X Y Z A B C  

AL5 . . . . . . . . . • . . . . . . .  1� 1  . .  HFS T Y 0 E U M X D F J Q V K W B LN S H C I L R Z A G  P 

from which fol lows : 

l {A B c  D E  F G H I  J K L M N 0 P Q IR s T) U V W X Y Z A B c  
�1L5 1� 

. • . . . • . . • • . . . . . . • . . R . . . . • • • • •  RFS T Y 0 E U M X D F J Q V K W B lN S H C I L R Z A G P 

Combine the conversion results of Y, 0, and N into one sequence: 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
. . • . • • . . . . . . . . . . . B D R . • • • . . 

The mysterious sequence which started this train of reasoning began with BDR . Continuing 
the process, the identity of the sequence of conversion-equivalents with the sequence BDRK . . . 
will be established, and so far as the cipher mechanics of GVV5 are concerned,  Alphabet 5 m ay be 
written as fol lows:  

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
F Q T G X A N W C J 0 I V Z P H Y B D R K U S L E M 
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The Alphabet 5 which has heretofore been used,  and the new or conversion Alphabet 5 m ny be 
placed in j uxtaposition for study. 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z } 
F R I S Y A D P L J U X Z G K 0 B T W C V M H E Q N 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z } 
F Q T G X A N W C J 0 I V Z P H Y B D R K U S L E M 

Alphabet 5 .  

Converted 
Alphabet 5. 

These two alphabets manifest the simple enciphering-deciphering relationship of one and 
the same mixed alphabet :  I f  the enciphering a lphabet is at  hand, the deciphering alphabet can 
be constructed, and vice versa,  j ust as is the case with any ordinary mixed alphabet used in 
cryptography . 

For ease in reference, the letter C will be used as a prefix to an alphabet designation to indi­
cute that it is the converted equivalent of the real alphabet. Thus, CAL5 refers to the second 
of the two alphabets above,  a.nd NCAL5 refers to its normal component ,  MCAL5, to i ts m ixed 
component.  

In  this case, either AL5 or CAL5 can be used in encipherment. I n  using the real Alphabet 
5 (AL5) one proceeds from a le tter in the normal component to the same letter in the mixed 
component and then takes the letter direct ly under it in the right fixed sequence (RFS) .  In 
using the CAL5 one takes as the cipher equivalent of a letter in its normal component that let ter 
w hich is d irec tly under it in its mixed component, and then notes the letter of RFS above which 
the cipher equivalent, as it is located in the nonnal component, falls. Thus, for example, for Y of 
the YOND . . .  sequence, the chain is as follows: R of NCAL5 is converted into B of N AL5 ; but  
B of NCAL5 is now opposite Y of RFS. For the second letter, 0, of the YOND . . .  sequence, the 
chain is as follows:  S of NCAL5 is converted into D of NCAL5 ; but D of NCAL5 is now opposi te  
0 of RFS. For the third letter, N, of the YOND . . .  sequence, the chain is initia ted v .. · ith the 
le t ter T of NCAL5 ; for the fourth letter, D, of the YOND . . .  sequence , the ch ain is  ini t ia ted 
with the  letter U of  NCAL5, and so  on ,  according to  the  sequence of the  normal  alphabet. 

Simibr rela tions will be found to obtain with respect to the other four alphabets, con\·ertcd 
equivalent a lphabets yielding the same results in  encipherment as the real alphabet, providing 
one is consistent in their use as guides in encipherment.  

Inasmuch a.s certain importn,nt relations are disclosed only when reference is made to the 
converted equivalent alphabets, from this point on all  the cipher alphabets wil l  be arranged and 
treated as converted equivalent alphabets, and in a subsequent section the relation between 
the real alphabets and the converted equivalents will be demonstrated . 

The set of converted alphabets is as follo\vs : 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } 
GADBOCTKNOZXIWHFQYJVPMELSRGADBOCTKNUZXIWHFQYJVPMELSR 
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
IZNCTKUDPJEVOWLFHXSMGQAYBRIZNCTKUDPJEVOWLFHXSMGQAYBR 
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
PJXFWLTAUGYBMHROVNCKSEQIZDPJXFWLTAUGYBMHROVNCKSEQIZD 
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
FLVARGWCMQBXNYI OTJUPSKEDHZFLVARGWCMQBXNYI OTJUPSKEDHZ 
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
FQTGXANWCJOIVZPHYBDRKUSLEMFQTGXANWCJOIVZPHYBDRKUSLEM 

} 
} 
} 
} 

CAL 1 .  

CAL 2 .  

CAL 3 .  

CAL 4 .  

CAL 5 .  
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39 .  Use of CAL5.-Returning now to the example of encipherment using the phrase " THE 

ELE11ENTS OF THE SCIENCE OF ", let  those letters of NCAL5 which are above the 
l etters of RFS and which constitute the cipher letters of the cryptogram in each case be set down . 

The enciphered text is as follows : 

I U 0 J U V J P F P J S C L V I K S D B M Z D J S K 

The first letter of the cryptogram is I c .  Referring to  the sliding strips i t  will be  seen that Ic as 
it occurs in RFS is direct ly under T of  NCAL5 .  Thus : 

A B C  D E  F G H I  J K L M N 0 P Q R S T U  V W X Y Z A B C  . . .  
T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

(The identity of T ,  the plain-text l etter, with T ,  the letter of NCAL5 directly over I ,  the 
cipher Jetter is, of course, merely a coincidence . )  

Alphabet 5 must b e  slid one space t o  the l eft, for the next letter. 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C . 
T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

The second cipher letter is U ,  and this letter of RFS is now benea th F of NCAL5.  
Again Alphabet 5 is slid to  the l eft, and the letter in NCAL5 above 0 (the third cipher letter) 

in R FS is found to be E .  This process continued ,  results in the following : 

Plain _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  T H E E L E M E N T S 0 F T H E S C I E N C E 0 F C 
Cipher _ _ _ _ _ _ _ _ _ _ _ _ _ _  I U 0 J U V J P F P J S C L V I K S D B M Z D J S K 
Letters of NCAL5 _ _  _ _ T F E M I Q P G Q I T B E H Z I C H Z H Z R D G 0 L 

The l etters of the sequence TFEM . . . may be designated as the cipher-text equ ivalents of 
the normal component of converted Alphabet 5;  this  long designation will  hereafter be referred 
to as the NCAL5c equivalents .  

Now apply MCAL5 to  these N CAL5c equivalents (TFEM . . . ) making T the first letter 
coincide with T of MCAL5 and u nderl ine the coincidences . Thus :  

T F E M I Q P G Q I T B E H Z I C H Z H Z R D G 0 L 
1 G X A N W C S 0 l V Z P H Y B D R K U S L E M F Q 

I t  is noted that the 1 st ,  l Oth , and 1 4th letters coincide.  
Now apply 11CAL5 to the NCAL5c equivalents so that F, the second letter of the latter 

coincides with F of the former. Thus :  

T F E M I Q P G Q I T B E H Z I C H Z H Z R D G 0 L 
M E Q T G X A N W C J 0 I V � P H Y B D R K U S L E 

I t  is noted that the 2d and 1 5th letters coincide .  
I f  the same process i s  applied with respect t o  the third letter o f  the series o f  NCAL5c equiva­

lents, coincidences of the 3d ,  4 th,  6th ,  8th, 1 6 th ,  20th, and 23d letters are noted . \Vhen the 
process is completed for the whole line of equivalents, the following results are obtained, in which 
identical numbers indicate coincidences yielded by the successive applications of 1·1CAL5 to the 
NCAL5c equi Yalcnts : 

I U 0 J U V J P F P J S C L V I K S D B M Z D J S K 
T F E M I Q P G Q I T B E H Z I C H Z H Z R D G 0 L 
1 2 3 3  3 3 4 1 5 6 7 1 2 3 5 8  3 4 8 3 6 7 8  
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Now apply the numerically distributed sequence to the pla.in text .  Thus :  

T H E E L E M E N T S 0 F T H E S C I E N C E 0 F C 
T F E M I Q P G Q I T B E H Z I C H Z H Z R D G 0 L 
1 2 3 3 3 4 1 5 6 7 1 2 3 5 8  3 4 8 3 6 7 8 

It will be noted that similarly numbered letters of the NCAL5 c seq1tence h ere also ind1'cate coin c1�den ces 
of plain-text letters . This  is not an isolated phenomenon applying only to the single line of 
cipher text under consideration but is a fundamental and general principle that applies to all 
lines of the cipher text produced by this machine. (Let the reader prove this by enciphering 
a phrase and applying the process indicated above . )  In o ther words, if MCAL5 ·were at hand,  
and if the  cipher text can be  converted into its J'\CAL5c equivalents through a knowledge of the 
R FS, then all letters of the cipher text representing identical le t ters in every line of the plain­
text of  26  letters of the cipher text can be found and indicated by properly assigned reference 
numbers .  Each line of cipher-text will thus be  cit-composed into the clements of a simple ,  
mixed-alphabet substi tution cipher, j ust as was the  ease in the  preceding method using the 
table of basic cipher-text sequences. Having assumed a knowledge of RFS in this section , the 
only unknown factor is MCAL5. I f  that can be reconstructed by analysis, the problem is soh·ed.  

40 .  Relation existing between CAL5 and the table of basic cipher-text sequ ences.-,Vhercas 
in section VI, all 26 basic sequences are necessary to effect this decomposition of E'ach line of 
cipher text into i ts sets of identical elements, in this case one and only one st-q uence is nt-ccssary.  

I 2 3 4 5 

Take, for example, the two letters F . . .  X of 1�£CAL5.  vVhenever any two iden tical plain-text 
letters separated by four intervals are so enciphered that the J'\CAL.5c e q ui Yalent of the firs t 
letter is F, the NCAL5c equivalent of the second cipher letter will he X, no matter where this 
pair of p lain-text letters happens to fall within the line of 26 l e tters . vVhy this must be so can 
readily be seen by referring to an actual encjpherment. 

l 2 3 4 5 
Consider CAL5 in the position indicated below, assume that the first E of pla in-text E . . .  E 

is being enciphered a.t the seventeenth displacement of C \V5 from i ts initial point, and assume 
that the electric current enters CvV5 at the point indicated by the arrow.  The cipher resultant 
will  be  B. 

NCAL5 _ _ _ _ 

� 
. P Q R S T U V W X Y Z rA B C D E F, G H I J K L M N 0 P Q R S T • • •  

• H y B D R K u s L E M I} Q T G X A I N w c J 0 I v z p H y B D R • • .  �1CAL5 _ _ _  _ 

RFS _ _ _  _ T Y 0 E U M X D F J Q V K W BJ N S H C I L R Z A G P 

1 2 3 4 5 
For the second E of E . . .  E ,  the sliding alpha.bet will be in this position, the twenty-firs t 

displacemcn t of c'v 5 :  
� 

NCAL5 _ _ _  _ • T U V W r � Y Z A B C D E l F G H I J K L M N 0 P Q R S T U V W X . . •  

)..fCAL5 _ _ _  _ R K U S IL E M F Q T G xJ A N W C J 0 I V Z P H Y B D R K U S L . . .  

RFS - - - - T Y 'O E U M X D F J Q V K W B N S H C I L R Z A G P 

The cipher resultant will be 0. 
In the first case the current entered G\V5 at the LHC of A ,  in the second case it  entered at 

the LHC of E .  From A to E in the normal alphabet there is an interval of four letters : from 
56973-34-4 
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1 2 3 4 5 

the first E of the p lain-text E . . .  E to the second,  there ha.ppens to be an equivalent internll .  
The first phenom enon (dist ance from A to E in the normal alphabet) is a constant one ; the second, 
is a .n a.ecidental  one, and the tv.-o phenomena are, of course, not causally related ; t hey merely 
coincide as a m atter of chance. But in the first insta.nce, the current  entering GW5 as an E 
current was c hanged into an F current, but  F wa.s then opposite B of the RFS ; in the second 
instance, the current entering G\V5 as an E current was changed into a n  X current,  but X was 
then opposite 0 of the RFS. B and 0 are therefore causally related through the intermediacy 
of the measuring circle, C\Y5, that  is ,  specifically through the intermediacy of the distance from 
F to X on 1v fAL5,  which h appens to be four intervals. "l1atever the cipher resultants be, so 

1 2 3 4 5 

long as the two letters F . . .  X of MAL5, are the ones that are i nvolved in the enciphm ment of 
two let ters four interYals remoYed from each other,  and so long as no displacement of CVV l ,  2 ,  
3 ,  o r  4 h as occurred betv .. 'een th e two encipherments, these different cipher resultants will 
represent encipherments of the same plain-text letter. There can be only 2 6  different  pairs of 

1 2 3 4 5 

cipher resultants for this measuring interval  F . . .  X. They are as follows:  

Position of Cipher result- Position of Cipher result-
CW5 ants CW5 ants 
1 . . .  5 M . . .  I 14 . . .  18 C . . . X 
2 . . .  6 u . . . c 15 . . .  19 H • • •  M 
3 . . .  7 E . . . H 16 . . .  20 s . . .  u 
4 . . .  8 0 . . .  s 17 . . .  21 N • . .  E 
5 . . .  9 Y . • .  N 18 . . .  22 B . . . 0 
6 . . .  10 T . . . B 19 . . .  23 W . . .  Y 
7 . . . 11 P . . . W 20 . . .  24 K . . .  T 
8 . . .  12 G . . .  K 21 . . .  25 V • . .  P 
9 . . .  13 A . . •  V 22 . . .  26 Q • • •  G 

10 . . .  14 Z . . .  Q 23 . . .  1 J . . . A 
1 1 . . .  15 R . . . J 24 . . .  2 F . . . z 
12 . . .  16 L . . . F 25 . . .  3 D . . .  R 
13 . . .  17 I . . . D 26 . . .  4 X . . .  L 

Similarly, there can be only 24 o ther sets of s u ch 26 p airs of resultants for the dista.nces 
b e t ween F a11d all the o ther l e t t ers on 11AL 5 ,  for t here are only 24 intervals between F nnd tho 
o ther 2 5  le tters of the alp h abet, viz,  those between F and A ,  F and B ,  F and C, nnd so on. 

For each l e t t er of the alphabet there will be a total of 2 5  sots of 26 pairs of cipher resultan ts ,  
yielding a grand total of 6 50 sets of 2 6  p airs . These, with a peculiar arrangement among 

1 2 � 4 .� 
t h emselves, form the table of basic cipher-text sequences. For example, M . . . I \Vill be found 

1 2 3 4 5 

in the  1 st and 5th positions of the  1 8 t h  sequence of table 1 ;  U . . . C will be found in the 2d and 
1 2 3 4 5 

6th positions of the 8th sequence ; E . . .  H, in the 3rd and 7th positions of the third sequence,  
and so on . Table  1 has 676 elemen ts , capable of forming 676 sets of 26 pairs ,  but exami11 at ion 
"·ill  show that t here are two ident ical let ters i n  each sequence and one l e t ter always missing. 
This hns been referred to before. 

If tho interval rel a tions bet\\·een one l etter and all the other letters in �·1GA.L5 can be 
established, tha t is all  tha t  is necessary to establish the whole mixed componen t ,  for then the 
posit ion of  each letter in the mixed componen t rel a tive t o  all the letters can be definitely fixed , 
nnd t his will  then a u tomatically give the interval rela tions between any letter and all the ot her 
letters. For example, having established the sequence FQIGX in a hypot hetical �ICAL.5 ,  

4 7  

the interYal rela t ions between F and Q , F a n d  T, F and G , F a n d  X , Q a n d  T, Q a n d  G , Q and X, 
and so on are a u tomat ic ally giv en . 

Now t hen , c an the interval  relations between any one letter and all other letters in an 
unknown :MGAL5 be established by an analysis of  t he cipher tex t  alone ? In other words, 
assuming a knowledge of RFS can 11CAL5 be reconstructed very ensily from the eipher text 
i tself?  This is the kernel of the prob lem. 

4 1 .  A dilemma.-It has been shown how the letters of e ach l ine of  cipher text can be con­
verted into their N CAL5c equivalents through a knowledge of R FS. If in each line there u:ere 
some indication tha t would lead to iden tifying those con vers ion equimlen ts which represent e ncipher­
ments of the same  letter, then obYiously �JCAL5 could be q ui ekly construc t ed . For example,  
i f  i n  the foilowi t1g di agram applying to the eipher message on p age 44 knO\Yledge of the exist ence 
and position of ident i ties w ere ant ilable, then one would  say t h a t  �1CAL5 is m Rde up of  the 
parti a l  sequences shown : 

1 
2 
3 
4 
5 
6 
7 
8 

(Similar numbers indicate repet i t ions of plain-text equi\·alents) 
T F E M I Q P G Q I T B E H Z I C H Z H Z R D G 0 L 
1 2 3 3 3 3 4 1 5 6 7 1 2 3 5 8 3 4 8 3 6 7 8 

T . . . . .  . . .  I . . . H 
F . . . .  . . . . . . .  z 

. E M . Q . G . . . . . .  I . . . H . . D 
Q • . . .  z . .  

. T . c . 
• •  B • . G 

. E 0 . 
H • . .  R • • .  L 

Assem bl in g t hese parti al sequences by the principle of direct  symmetry of posit ion , t he following 

result is ob tained : 

T G . . . . C . 0 I . Z . H . B D R . . . L E M F Q 

Over h alf of the sequence has been reconstructed from but one l ine of c i pher text .  

The reconstruction of 1vfCAL5 resolves i tself therefo re into the problem of finding merrly 

those l e t t ers in each line of the cipher text which represent encipl10rments of i dent ical l e tters , 

that i s ,  simply loca ting repet itions within horizontal l ines . But,  unfortunately, it wo uld seem 

that the reasoning is i n  a c ircle : if repe titions can be lo e a ted , ).ICAL5 can be reconstrur, teu ;  

but  i n  order to loca te repe titions it would seern that :\1CAL5 must be known . How c an this 

dilemm a  be solved? 

42.  Application of mathematical theory.-Heference 1s now mn.de to the m a thematll' al 

theory conc erning the effects of repeti tion and nonrepetit ion as set forth in sec tion VI .  

I t  was sbo\Yn t herein that  the b asic cipher-tex t  sequences can be reconstructed b y  n mathe­
mn tic al  ann.lysis b ased upon the mere existence of repetition , but in such reconstruetion each 

basic sequence represent s  a separate problem and the data  pertain in g t o  each one m11st he c m·e­

fully isolated from those pertaining to all other b asic sequ ences. Hence in reconstructing b asic 

sequences by the a pplic�t t ion of the m athematical theory i t  w as necess a ry tha t  the i'econstructiou 

be based 11 pon the initial letter of  ea.ch p articular  basic sequence being reeonstructod , and a t0t ttl  
of 2 6  such sepnra to reconstructions, corresponding to the 2 G  indivi d n a l  basic sequences ,  is 

possible .  It  \\·ill be n oted that there a re a bsol utely no repeti t ions of letters within col u mns of 

t n ble 1 ,  and n t hormJ gh understanding of the machine \vill show why it is  i m possible . A letter ,  

e, in  any individual  b asic sequen ce has as  its successors letters \vhich depend solely upon the posi­

tion e occupies in  that basic sequence .  For example, t ake the first basic sequence ,  YON . . . CJP. 
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In compiling the frequency tables necessary to reconstruct this sequence by the mathematical 
theory of repetition only cn,ses in which Y appears n,s the very first letter in the line can be used 
to build up the sequence ; a Y in any other position in the line will belong to a different sequence, 
and hence the data based upon Y in the first position cannot be linked with those based upon 
Y in any other position. Similurly, an 0 in the second position in a line will belong to n, sequence 
that is different  from all other sequences in 'vhich 0 appears in any other position . Hence it  is 
clear tha t  a great deal of text is necessary to permit of reconstructing by this method a basic 
sequence, and as was shown in the last two paragraphs of section VI text consisting of approxi­
mately 25,000 words must be available for analysis before any basic cipher-text sequences can 
be reconstructed. 

But in the case of the :MCAL5 one and only one sequence is involved, and there will there-
1 2 3 4 5 

fore be but one case of Y . . .  8 regardless of where the Y occurs in each line. Hence all the d ata 
1 2 3 4 5 

with respect to the Y . . .  e, for example, can be placed in a single table, and all. the data with 

respect to all other pairs of letters separated by the same interval , can be grouped into the same 
1 2 

table. Thus, for example, a single frequency table which shows all the pairs of the formula 81 82 (se-
1 

quent letters) would be made regardless of where 81 is located in each line of 26 cipher-text-normal-
I 3 

alphabet-converted-equivalents ; another table would be made for pairs of the formula 81 82 (i .e . ,  
1 4 

separated by two intervals) ; another for the formula 81 82 (i . e . ,  separated by three intervals) , and 
1 26 

so on up to those of the formula 81 82 • If a sufficient amount of text were available, 25 such 
1 

individual or separated tabulations based solely upon the cases in which Ac is se]ected as 81 and 

showing what 82 is for all the 25  positions after Ar, would be all that would be required .  In 
1 14  1 1 4  I 1 5  

reality only 13 tabulations would be necessary for A 02 would be the same as 81 A, A 02 would be 
1 13  

the same as 81 A, and so on . These 13 tabula tions can really be grouped into one table in which 
1 2 3 4  . . .  26 

all the data for all cases of A . . . . . .  82 will be included. 

The mathematical theory as here applied vwuld be as follows : 

In every 1 ,000 pn.irs of NCAL5c eq11ivalen ts separated by n, constant interval , but taken 
from the same horizontal line of text, there will be 66 cases in which both members of the 
pair are the N CAL5c equivalents of the same plain-text letter ; there will be 934 cases in 
which they are the NCAL5c equivalents of two different phtin-text letters . Let the members 
of a pair be represented by the symbols 81 n,n o  62 • T n  t.hr. (\() f'fl SAs of rr.pr.t.i tion , f/2 wi11 a lwn.ys 
be the same letter ; in the 934 cases of nonrepetition 82 can be a ny one of 24 other letters , 
thus giving each of the 24 letters an average frequency of 39 .  Reasoning conversely, 
tberefore, when the 82's  of 1 ,000 cases of 8 1  82  are distributed over a frequency table,  tha t 
letter (or 82) which is characterized by a frequency of 66,  when all others have a frequency 
of only 39 ,  will be the NCAL5c e quivalent of the same letter of which 81 is the NCAL5c 
equivalent.  

1 5 

For example, in a tabulation of the cases of the formula G 82 among the NCAL5c equivalents 
of approximately 2,000 letters of cipher text, enciphered by the alphabets used in this demon-

5 

stration, the following distribution of 69 8/s was obtained : 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z (See line G, table 7 . )  � - � � � � � � � � � - - � � � � � 2 � � - � -
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1 2 3 4 5 

Reference to 11CAL5 (p. 43)  shows that  the sequence G . . . W is correct .  Here only a total 
of 69 observat ions are recorded, and yet the correct letter, W, manifested itself. Had 1 ,000 cases 
been observed there is absolutely no doubt about what the result would have been. The whole 

1 5 

table for the fourth interval n fter A ,  B ,  C ,  . . .  , Z (81 82 ) based upon only the 2,000 letters of 
cipher text mentioned above, is shown in the accompanying table 7 .  

Even in t llis small number o f  observations the actual resul ts are i n  fair conformity with the 

theoretical expectancy. In  each case the correct  letter is indicated by a circle .  In  certain cases 

the correct letter is among the very lowest in frequency, as for example in the case of the H 

distribution, but in 1 5  cases the correct letter is either the highest or second highest in frequency. 

I 5 

TABLE 7.-DISTRI B U TI ON OF 01 02 IN 2,000 LETTERS OF TEXT 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
I I I - I I -I - I A �� � � � _3- �'� __:_!_!_ � �� _l _ __!_ A ���-1- 1_:_ _1 _ _  1_ � _1_ 2__ � � � � _!_  A 

B l 2  2 4 3 1 3 2 2 4 4 3 2 3 B 6 1 1 1 0 1 3 1 @  1 4 2 2 5 B 1-- ------- ---- ------- --- - --

c 0 1 3 9 4 1 1 3 3 2 4 1 2 c 1 4 2 4 1 3 1 5 (j) 3 6 2 7 c ---�------------1 -------------
D � � � -

1
-� � _:_ 2__ � _:_ _1_ � � D � � � 2__ � 0 _I_� � � � � � D 

E 1 4  3 2 2 3 :3  2 3 1 2  3 1  E 6 4 1 4  2 2 0 2 4 3 0 1 1 E 
F � �� � 3 � � � � � � 4 2  F � 2 4 0 3  1 4 1  2 4 @ 0 2  F 
G 2 1 4  4 0 3 4 3 2 2 2 1 1  G 0 0 2 2 4 3 5 5  2 @ 1  4 1  G 
H �� 7 � �-1- -�- � � 7 � � � H 7 � � T 0 7 7 � 7 -I- 7 7_I

_
H 

I 3-J� 3 2- 7f7 5 0 3 £:.2 5 3- r 6
-

1-
-

1-7 � 2 -.- � 6 -1-5 4 5  I -----�----------- -- -- -- - ----- - --
J _1 _

_ 
1_ 1� _!_ _ _! _ _!___ __:: _ _!___ � _?_ 1�- _3 __ _3_ J 

_
1
_ � __2 _ _2_ _I 

_ _!___ � �  _1_ � _! _ _!___ (j) J 
K � � � � ® � � � � -1_12__ � � K � _!__ � � � � � � _:_ � � � � K 
L 1 2 4 1 1 2 1 1 3 3 4 2 j 3 2 1 L 2 l 3 4 @  3 2 5 1  4 2 1 7 2 L 
M ��-1-�� ��7 � @,3 2_1_1

_
16- � 7  M S- �2- 3- 7 4- -I- 3 3 -1-��

-
1-6- 2 M 

N 
0 

p 

Q 
H 

s 

T 

u 

v 

w 

A B C D E F G H I  J K L M  N O P Q R S T U V W X Y Z 
3 8 2 3 I 3 I 2 I I I I 3 5 5 1 -- -- -- - ,-----
1 3 0 1 1 1 5 3 3 0 4 4 4 

- - -- - - - - -- -
1 2 4 0 2 2 3 2 2 2 3 2 1 - - - - - -

-2_1�-
---- - - - -

0 0 0 2 2 3 .5 3 5 2 1 
4 0 ?. 1 :1 1 4 4 1 5 2 ® 4 

--

1 1 7-

- --- -- - -- ---
1 3 4 (j) 4 1 4 3 ,t) 3 4 
1 2 1 0 4 5 2 1 3 4 0 4 2 

---- - -- - - -- - -- - ---

2 3 4 2 2 1 1 '2 3 1 4 3 ® 
-- - - - - - - - --- -- - -

1 5 6 4 1 2 2 4 4 1 3 1 7 

4- � ���
-

1 1 1 5 
_ 

- -- - - - --

3 ® 4 4 1 2 
- - - � -- -

N 
0 

p 

Q 
R 
s 

T 
u 

v 

w 

3 ® 1 4 3 2 4 o l 5 1 6  1 ��� 1 - ,-
3 7 3 3 51� 3 2 0 2 4 3 3 

-- --- -- --------
3 2 4 3 5 3 0 2 2 0 3 2 4 - - -- - - - --- ----
2 4 2 0 2 5 2 2 4 2 2 3 5 -- ----- --------
� 6 1 2 fi 2 J � 0 l 2 4 1 --- --- - - --- --
7 3 4 3 1 4 G 4 4 3 4 3 4 

-- --- - -- --- -- - --
--(j) 4 1 2 1 5 3 2 4 3 4 3 1 

-- -- --- -- -- - ----- -- ---

4 4 2 0 4 5 1 1 2 3 3 2 4 
- -- -- - - -- --· -- -- -- - --
3 5 1 2 6 1 0 1 6 1 1 ® 5 

- - -- ----- - -- - - ,- -
3 3 1 3 2 5 1 3 2 0 4 0 3 - - -- --1-- - - -- - - - -- - -

N 
0 

p 

Q 
R 
s 

T 

u 

v 

w 

X 5 4  ® 1 3 3 3 2 1 2 3 3 1 1 1 3 X 3 2 0 5 0  G 5 J 2 2 8 3 5 2  X 
Y � s 7 17 4 7

_
I_5 5

_
1_ @ _l

_
� Y 7 � 3 2 7 7 �6 � � 4 2 5 Y 

- - - - - - - - - - -- �- - - - - - - -
�
- - - - - -

z 0 @  5 1 3 1 3 9 2 3 1 5 1 1  5 z 4 5 1  3 5 5  2 2 3 2 3 6 0 z 

A B C D E F G H I J K L M  N Q P Q R S T V V W X Y Z 
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4 3 .  The oretical consideration s relative to tables to  be constructed .-The accompan}7ing 
1 5 

table was based upon a study of pairs of the formula 01 02 and the question may be  raised as to 
whether one and only one table is sufficient to permit of a reconstruction of 1\1CAL5, or 'vhether 
several tables are necessa ry .  If  one table will suffice , upon what interval  relationship of pairs 
should it be based for the most conclusive results? Theoretical consideration will show tha t  if a 
l arge v olume of text is at hand, one table will suffice if the intenra.1 used is an  odd interval, o ther 
than 1 3 . If  the intenal is even, the best that can be expected is tv,;o half-sequences of 1 3  
le t t ers each . For example,  suppose the fourth interval table i s  made, and suppose further that  
the table covers a suffieiently large number of  observations so  tba t  the  results in each Cflse may 
be regarded as positiYe in tha t  the let ter of highest frequency will ahvays be the correct letter. 
Then by constructing a elwin of the letters of highest frequency, two sequences of 1 3  letters in 

l 2 3 4 [i 1\1CAL5 can be  est ablished.  For example ,  in this case suppose that  in the A . . . 82 distri-
5 1 2 3 4 5 

bution J shows up as highest in frequency for 02 ; in the J . . . 02 distribution Z sbmvs u p  as 
5 1 2 3 4 5 

highest in frequency for 82 ; in the Z . . . 82 distribution B shows up as highest in frequency 
5 1 2 3 4 5 6 7 8 9 10 1 1  12 13 

for 02 , and so on, this chain estub] ishC's itself : A . • • J . . . Z • . . B ,  etc .  'I'he 

seventh placement ,  G ,  falls  in to this position: 

1 2 3 4 .'i () 7 8 9 10 1 1  12 13 14 15 11) 17 18 19 20 21 22 23 24 25 25 
A • • •  J . . .  z . . . B . • •  U • • .  M • • •  G .  

The next placement, W ,  would fall into this position : 

J 2 3 4 .� 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

A . W . J  . . •  z . . .  B . . .  U . • •  M • • •  G .  

Continuing the process a sequence of 1 3 letters in MCAL5 may thus be established from one ta blc. 
The second half-sequence would be obtained by starting with a letter not fou nd in the f-i rst set .  
Hov\Tever, i f  t he interva l  h ad been odd a n d  n o t  1 3 , t h e  c h ain would have con tinued u nti l a l l  26 
letters had been properly placed.  As a general rule, it  may be said that i t  ,,rill be safer to com­
pile seYeral tables which will be mutually corroborative, as expl ained in pnrngrnph 4 5 .  

However, it  i s  interesting to  see  whether or  not,  from theoreticnl considerations alone, 
there should be a certain single tabl e  which would give  more conclusive results than any other 
single table .  For example ,  if only one table were to be  constructed, would i t  be best to base i t  

1 2 1 6 1 8 

u pon pairs of the formula, el e2, or el e2, or el e2, or whut formula? 
The mathematical theory of repetition and nonrepeti tion, as  developed in this puper, 

postulates that 6 6  out of 1 ,000 obsl:'rvat.ions of a ny pair of letters will be repetitions, the remaining 
934 will not be repetitions .  I n  a n  actunl test of the theory u pon pluin-text, the data shown in 
table 8 were obtained.  Column 1 applies to observations m ade .upon letters that were sequen t ,  

l 2 

that is, separated by a single interval , formula 01 ()2 ; column 2 applies to observations made u pon 
1 3 

letters separated by t'vo interYals, formula 01 02 , and so on by increasing intervals .  

TABLE 8 

IntervaL - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - { 0� :2 
Actual repetitions_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  7 
Actu a l  nonrrpctitions _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  222 
Hcpetitions per 1 ,000 c n ses _ _  - - - - - - - - - - - - - - - - 3 1  

1 3 

81 Oz 
1 1  

2 1 8  
4 8  

1 4 

el e2 
1 4  

2 1 5  
6 2  

1 5 

el e2 
20 

209 
88 

1 6 

e1 e2 
1 9  

2 1 0  
84 

5 1  

44 . Explanation o f  the discrepancy between mathematical the ory and actual data .-Aecord­
ing to the mathematieal theory the tabulations in table 8 should all b e  practically equal  but it 
is seen that the actual resul ts differ from the theoretical expectancy to a slight degree . These 
discrepancies are due to two causes : ( 1 ) An insufficient n umber of observations, and (2) whereas 
the mathematical theory postulates a p urely random selection based upon a thorough mixture 
of the letters of the text, actually, letters forming intelligible text show a ma,rked degree of 
association which tends to distort the theoretica l  expectancy. That  is, for example, E tends to 
unite with R, either as ER or RE ; I tends to u nite with N as IN ; I, N, a.nd 0 tend to u nite  as  
ION ;  E, M, N, and T, as MENT, and so on.  This will affect the data in  such a way as to make 
intelligible text not equivalent to a strictly randomized or heterogeneous sequence of letters 
such as the mathematical theory postulates. The npproximation to the theoretica l  is closest 

1 4 

in the case of pairs of the formula 01 02, as shown in ta ble 8. I t  is extremely probable that  if a n  
extensive study were made o f  this point,  the relation between the interval  separating repetitions 
and the frequency of the repetitions could be expressed in the form of  a curve of the following 
nature : 

� II> 
ot 

' p ; 
,.. 

.,J. 

----------· . . . . . .  . 

-:t ... t"a.r va..l 
The reason for this is not difficult to see .  The closer together the members of any 01 Oz pair stand 

in such intelligible text, the more likely is it  that the natural affinities of  letters will  manifest 

themselves so as to distort the theoretical expectancies based upon a purely random se.lection ; 

conversely, the fur ther apart these members are, the less likely is it tha t  such naturn l affinities 

will manifest themselves. Hence, it  should follow theoretically, thut tabulations based upon 
1 6 

pairs of formulae greater than say el e2 should most elosely approximate the theoretically ex-
pected results because the intervals between each pair are great enough to overcome or suppress 
the n atural affinities of letters constituting clear text. 

45. Necessity for additional tables .-Tables b ased upon oth er intervals may be necessary 

to eorroborate results obtained from the study of but  one table. For example, having determined 
l 1 

1 2 3 4 5 2 3 4 5 2 3 4 5  from a 4 Lh iu Len al La1le Lhe t>eq uence A . . . J . . .  Z . . . I3 . . .  , a table b aaed upon tho 8 th interval 
1 2 3 4 5 6 7 8 9  1 2 3 4 5 6 7 8 9  

should show A . . . . . . . Z ;  J . . . . . . . B ;  and so on . Thus, corrobora tion of placements can 
be  obtained. vVith the definite placement of each letter, the possibilities for the placements 
of the remaining letters become more and more limited, until with the l ast letter, but one position 
.is left for its placement .  Thus, with a few correct placements, the work involved in establishing 
1\IICAL5 becomes progressively easier and easier, providing no mistakes are made due to insuffi­
cient data,  or innccura te \vork . 

46 .  Procedure after MCAL5 has been reconstructed.-Once �1CAL5 h as been recon­
structed one can proceed immediately to underline by distinctive colors in each line of text the 
N CAL5c equivalents (and thus the cipher letters) which represent identical plnin-text letters, 
or, one can proceed to reconstruct the table of b asic cipher-text sequences by using tho recon­
structed :MCAL5 and RFS in the manner illustrated in paragraph 3Z 1  section VII . Then one 
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c an underline the cipher letters themselves, in distinctive colors, to represent identical plain-text 
letters . From t his point on, one is confronted with a slightly modified form of a single mixed 
alphabet substitution cipher as stated in the previous sections . With certain short cuts to be  
explained la ter, solution of  a.ll messages i s  then readily achieved . 1  

t Instead of underl ining, by distinctive colors, N"CAL5 equivalents representing identical plain-text letters, 
one may designate the identitirs by some other method , for example, by the numeration method shown in para­
graph 25, where the cipher letters representing identical plain-text letters in the phrase "The elements of the 
science of cryptanalysis" are assigned identical numbers. 

SECTION X 

PRACTICAL APPLICATION OF PRINCIPLES 

Nature of the test _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 

Arrangement of dispatches _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 

Finding N CAL5c equivalents _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 

Constructing the necessary tables _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 

Par. Par. 

47 Study of the tables and reconstruction of MCAL5_ 51 
48 Reconstructing the table of basic c ipher-text 
49 sequences _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  52 
50 Solution of the first line of cipher texL _ _ _  _ _ _ _ _ _ _ 53 

4 7 .  Nature of the test.-Attention will now be directed to  the application of the foregoing 
principles to the analysis of an actual problem. The Code and Signal Section of the N avy 
Department, in collaboration with whom the practical tests of the  various theories developed 
by the author were made,  presented the writer with a series of ten cipher messages enciphered 
by a machine in which they h ad changed the wiring of the cipher wheels, so that this wiring was 
entirely secret, so far as the present author was concerned , but in which the wiring of the LFS 
and RFS remained the same as before and wa.s, of course, known to the writer. 1  The text of 
the ten messages and the key settings applying to the wheels, except the 2d and 4th cipher wheels, 
the settings of which were different for each dispatch and were kept secret from the writer, are given 
in the appendix. The theory behind the secrecy as regards cipher wheels two and four is that  
each station wns  supposed to have  a different setting as regards these two wheels so  as to  avoid 
a.l l  chances of two or more dispatches from different sta .tions being enciphered by exactly the 
same key. 

48 .  Arrangement of dispatches .-The dispatches as presented for analysis were written 
out in lines of 26 letters each corresponding to the initial position of CW5 at  its encipherment.  
For example, Dispatch No.  1 was enciphered by the key AG RAl\1 .  This means that  the initial 
apparent setting was as  follows : 

LAvV C W l  C\V2 CW3 C\V4 CW5 RA\V 
A G ? R ? A M 

The initial  effective setting w as therefore as follows: 

LAW C\V l  CW2 CW3 G\V4 CW5 RAW 

A G ? R ? B N 

One letter was enciphered , whereupon (RA vV being at N for the first l etter) LAW and C\V l  
were advanced o n e  step t o  the following position: 

LAvV 
B 

C\V 1  
H 

(;W2 
? 

CW:1 
R 

CW4 
? 

CvV5 
c 

RAW 
0 

Then C\V5 and RA \V 'vere both automatically advanced , one step per letter for 26 letters ,  
whereupon, at  the 26th letter (the 27th of the dispatch) the  wheels were in this position : 

LAY..r 
B 

C\V l  
H 

GW2 
? 

CW3 
R 

C\V4 
? 

C\V5 
B 

RAW 
N 

1 The Hebern Company furn ished the N avy Code and Signal Section with a pair of machines about a year 
before this office received similar ones. The wiring in the rear switching plate of the Navy machines was iden­
t ical with thai in the machines fumished this office although the wiring of the cipher wheels was altogether 
different. Apparently the manufacturers had in mind a standard ·wiring of the rear switching plate for all 
machines, and considered that the degree of secrecy based upon the cipher wheels alone was sufficient to thwart 
all efforts of cryptanalysts . . 

(53) 
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The next letter was enciphered in this posi tion : 

LAW 
c 

CW1 
I 

CW2 
? 

CW3 
R 

G\V4 
? 

C'i\T5 
c 

R AW 
0 

Since each series of 26  letters immediately following the advance of C\V 1  forms a single mixed­
a lphabet substitu t ion cipher of its own, an d eonversely since ea ch such single mixed alphabet 
is ini t iated by the displa eemen t of C"\V 1 , i t  is a dvisable for this and o t h er reasons t o  be d etai led 
la ter, to h ave the dispatches in such a form that the initial le tt er of each line of cryptographic 
t ex t  is the first letter that was enciphered j ust after C"\V1 was displaced .  Since C\Y1  is d isplnccd 
when N of RAw· is at SET , the disp a tches were written down on cross-:::ection paper so th n t 
the  key le t ter N of R A  "\Y applies to the  last let ter of each line, and the key letter 0 of TIA \V 
applies to the first let t er of ea ch line .  Thus having fixed the posi tion of the  initia l  lett ers of 
lines, the key lett ers of CvV5 applicable to the eolumns ean then be  indicated by the letters 
of a n ormal a lphabet beginning at the correct point, and a pplicable to the correct columns. 
For examp le , if the apparent key setting for C\V5 i s  A (as in the keyword AGRA.M ) ,  t.b en t h e  
cfi'ec t.i ve key setting of CV\T5 for the initial letter of the dispa tch is B ,  and the normn l a lpha bet 
is writ ten above the dispa tch so that  the let ter B is a bove that  column in which the  initial letter 
of the dispa tch falls . Thus , Dispa tch No.  1 took the following form, in which the key set t ing 
for the initial letter in each line is shown : 

DISPA T C H  NO. 1 

Key : A G R A M  (Effective key: A GRBN) 

(Reading of key at the beginning of each line of text is shown at the left of each line) 

� � � L,� ::.:: :;; � � ;::: ...: 
...::< Q Q Q p:< 

B H R C 0 
C I R C 0 
D J R C 0 
E K R C 0 
F L R C 0 
G M R C 0 
H N R C 0 
I 0 R C 0 
J P R C 0 
K Q R C 0 
L R R C 0 
M S R C 0 

N T R C 0 

R A w  __ o P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
cw5 _ _ _  C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B .... 

;::: (.) 

g J 
h N U T X H V Z S L U M L Z X H X H 0 H Y B R C L M S 
i U F C D S U F M 0 V K C N K Y N N G A U W Y L I Q Z 
j U T L W B Y D G 0 W K H R X T C J C S V G J J F Y V 
k J S R C E Z U Q K D 0 Y T X V T V C A S N Q P G E C 
1 A R U C W T .  0 0 r. l J  Q 0 X F L C B K D B E C H X D G 
m V A Y E E U Z H W R W V V P V D V M G E N J W V U U 
n E N M 0 Q J P U M V K G W Q C Z W K R I I X M J A C 
o L N S W E A M I A U U V W V B L E M B 0 S P X F R R 
p S G 0 W C J L V M H Y A J E Z G F Y B U D A Z L 0 Q 
q U M T Z T 0 V T B D K W H A C H Y N Y 0 B N P I H R 
r T K S X F G W M N L N G 0 H Y M K H P G W I E B E L 
s A B L Z C J U C L J X S C U D L W U T A F I A R T U t Key: O T S D P  t S I N G X A Z B 0 H G W P Y G Z R V 
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It will be noted that the initial setting for the l ast line of text is NTRCO. Remembering t h a t  

w h e n  N a ppears on LAW t h e  next encipherrnent will advance LA "\V and C\Y3 , a bar is usE>d  to  

separa te t h e  first le tter o f  the l ine (S ) from the  rest , to  indicate that a displ n cement of  C\Y3 

occurred at t h a t  point . The letter S represen ts a single oceurrence in the particular mixed 

r. lphabet to ·which i t  belongs , because when C"\Y3 shifts, a new alphab et is introduced . All th e 

dispatch es were written out  in a similar manner . 

Another point in connection with the method of writing out the dispatches must be men­
tioned.  Each column of the dispa tch when written as is the one directly aboYe , is designa ted 

by a letter which corresponds to the position of G\V5 i n  the encipherment of the dispa tch , and , 
of course, letters in the same horizon tal line re.present the 2G encipherments with one position 
of GW l . Tbese designatory letters may, therefore , well serve as  coordinn tes to indicnte any 

letter to which reference is made in the subsequent ana lysis .  The position occ upied by n .  let ter 

will be referred to a s  its locus, whieh may then he given by a capita l let ter , indicating the column 

in  which tho l etter occurs,  and a smal l letter, indica ting the horizontal  l ine in ·which it occurs .  

Thus, locus G i  designa tes that position occupied by the  letter in column G ,  line i ;  t h e  le t ter 

accompanying this locus in the case of the foregoin g dispa tch is Sc . 

4 9 .  Finding NCAL5c equivalents .-The first st ep was to determine the NCAL Sc  equ ivalent s 

and write  them d own under the cipher letters , as exp la ined in paragraph 38,  sec tion IX.  All 

that was neeessary was a fixed a lphabet corresponding to R FS and a slid ing normal alplw be t .  

J i s  the first cipher letter . "\Vhen it was enciphered , the letter B o f  G\V5 was at  SET (this from 

the key setting, AG RA�1 ) .  Hence, the sliding a l phabet was set so that B of NAL5 was direc tly 

above T of R FS. 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C 
RFS_ _ _ _ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

J of RFS was seen to be under K of the normal alphabet .  Hence,  K was vvritten uncler J ,  
as  the NCAL5c equivalent o f  J o f  the cipher text.  Now C\V.S was in  exactly th e sa me position 

for every letter of the  column in which J is located . Hence, the NCAL5c e q u i va lents for all 

the letters in that column were at  once written dO\vn by referring to the fixed : :md  slidi ng n l p h a­

bets above . Thus, S, the second letter in the column is seen to be under R ;  Z, the third letter, 

is under X, and so on,  all the way clown . The second let ter of the dispatch , N, was cnc�pb cred 

when C of C"YV5 was at SET. Hence the normal alphabet strip was slid one space to tho left . 
Thus : 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C . . . 
RFS_ _ _ _  T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

N is now under R, and a ll the letters i n  the same column with N can be converted . Thus t l t e  
process w a s  continued u ntil al l  the cipher letters were converted into their NCAL5c equivalents .  

50 . Constructing the necessary tables .-It ·was th en necessary to con.;;truct frequency 
tables of the kind described in p aragraph 42,  section IX. Five tables were constructed . They 

1 4 1 6 1 7 1 10 1 13  

are for pairs with the formulas 81 82, 81  82 , 81 82 , 81 82 , 81  82 ; th ese are all given in  the append ix 

(tables 1 5- 1 9 ) .  Note should be made of one fact in connection with the construction of these 

tables. 
Consider the h line of NCAL5c eq uiva lents as follows : 

R H E L X S E Z E P R H K 0 H X J V L W K S Q T F R 
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1 4 

In compiling the first table , recording pairs with the formula 81 82 , when Q, the 23d letter in the 
line is reached, i ts third interval successor is R, which terminates the line . But since each basic 
sequence may be regarded as being in the nature of an unbroken chain, or cycle ,  and since these 
NCAL5c equivalents are merely normal alphabet expressions of the basic sequence, it  is perfectly 
l egitimate to continue the tabulation of 3d interval pairs by taking the second members of 

24  1 25  2 26  3 ?:h Ch Ah Dh Dh Eh 

pa.irs 81 82 , 81 82 , and 81 82 , from the beginning of the same line .  Thus, T . .  R ,  F . .  H ,  and R . .  E 
complete the tabulations for this line .  (Loci are shown above the letters . )  Hence, each line 
of 26  letters yields 26 observations as regards pairs separated by any constant  interval ,  that is, 
with any formula whatever. 

DISPATCH NO. 1 
Key: AGRAM. (Effective key : AGRBN) 

RAw--0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
owo__ _C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B 

� � M �� .-4 
< � � � -< � 
...:l O O O il<  0 

AGRBN g { 
BHRCO h { � 

J-Text. 
K-NCAL 5c eq . 

U T X H V Z S L U M L Z X H X H 0 H Y B R C L M S-Text.  
H E L X S E Z E P R H K 0 H X J V L W K S Q T F R-N CAL5c eq . 

CIRCO . { U F C D S  U F M 0 V K C N K Y N N G A U  W Y L I Q Z 1 G L W M W L Q 0 M W Y F D B R G H R R Z J Y S S K X 
DJRCO 

EKRCO 

FLRCO 

. { u 
J G 

k { i 
1 { � 

T L W B Y D G 0 W K H R X T C J C S V G J J F Y V 
D Y S U I P H M Y Y F J V Q J B L K G U G H H B M 
S R C E Z U Q K D 0 Y T X V T V C A S N Q P G E C 
T Z X J D M T W S Q 0 0 V B R D L R L L H X X D T 
R U C W L D D C U Q D X F L C B K D B E C H X D G 
Y I X T B P Q C P W U U X K J G F B J Z P P F H Z 

f V A Y E E U Z H W R W V V P V D V M G E N J W V U U  GMRCO m 1 N A F I J L E A X G Z Y Z 0 B Y D Y S Y L G L K E F 
HNRCO n { E N M 0 Q J P U M V 1\ G W Q C Z W K R I I X M J A C 

F S J H Q Q H N P W Y L B Z I N F F P 0 P D D I X T 
J L N S W E A M I A U U V W V B L E M B O S P X F R R  I ORCO 0 l W S U S J E N C H P Q Y B A E L V Y I X M W E H V W { S G 0 W C J L V  M H Y A  J E Z G F Y B U D  A Z L 0 Q JPRCO P 3 B G 3 Y Q C U P C N K X 3 M P A U I Z D U U T C L 

KQRCO q { g M T Z T 0 V T B D K W H A C H Y N Y 0 B N P I H R I E B G J T J Y S Y A F M I I T I V X K M X S R W 
f T  K S X F G W M N L N G  0 H Y M K H P G W I E B E  L LRRCO r 1 C P U L 0 F V 0 Z F B L Q G R W E K T T J Q B N D V 

MSRCO 8 { A B L Z C J U C L J X S 0 U D L W U T A F I A R T U 
Z R Y B Y Q M B E U S D Q T X L F X U S E Q V U A F 

I � O'l'SDP 

NTRCO t f S N G X A Z B 0 H G W P Y G Z R V 
1 S  S C L D D W L B J Z M P N M M D  

As pointed out once before, it  is really unnecessary to make tabulations of p airs with form-
1 14 

ulas greater tha n  81 82 because of the reversible rela tion existing between pairs of the formula 
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1 15 1 13 1 1G I 12 1 15 1 13 1 16 

81 82 and ()1 82 ,  81 02 and 81 82 , and so on . Thus, for example,  A X is tl1 e same as X A ;  B K is the 
1 12 

same as K B, etc .  
5 1 .  Study o f  tables and reconstruction o f  MCAL5 .-Now comes the most difficult part of 

the analysis-tha t  concerned with the reconstruction of 1fCAL5 from the interval tables. In 
1 4 

the table of pairs with the formula 81 8z , the letter T was indicated 1 6  times as the third interval 
successor of D (the pair DT = 16 occurrences) , the most frequent pair in all the tables. According 

1 2 3 4 

to the theory of solu tion, this meant that D . .  T was a sequence in M CALS. This was assumed 
to be  correct .  

In  tbe same table,  the following possibilities for the third interval successor of T are noted 
(D can be omitted at once as a possibility, for a letter can appear but once in a sequence) : 

T _ _ _ _  A B E G J K 0 P Q R S U V W Y g � � � � g 2 � � g g � 2 2 � -- :::;z -- ::::::: :::::: ::::::: :::::: :::::: -- ::::::: ::::::: :::;t =:::::: =:::::: =::::. � -- -- -- -- z::: :::::::: :::::::: 
1 4 1 4 

According to theory, T B, with 1 2  occurrences, should be correct, but T U, with 1 0  occur­
rences, runs a very close second.  How can one distinguish between them or in fact, between 
1 4 1 4 1 4  1 4  

T B, T U, T W, and T Y'? In such a rela tively small amount of text a difference of three or four 
occurrences mn,y not be significant.  

1 4 1 7 

Consider the relu.tionship existing between the 81 02 table and the 81 82 table .  Assuming both 
1 4  1 4  1 7  1 7  1 4  

D T and T B to be correct, then the 81 82 table should show D B as highest in frequency. I f  T U is 
1 7 

correct, then D U should be highest in frequency . But upon reference to the table it will be seen 
I 7 1 7 1 7 

that neither D B nor D U is of greatest frequency, for the p air D 0 occurs 1 5  times . Which is the 
1 7 1 7 1 7 

most probable sequence, D B, D U, or D 0? 
Now there is no reason why the data of two or more tables cannot be  combined, providing 

1 4 1 4 1 7 

the work is done correctly. For example,  if D T is correct, and if T B is correct, then D B must 
be correct, and the sum tot al obt ained by adding their respective frequencies should be  higher 
than thn,t obtained by adding incorrect freq11 encies. The sum in this case is 20 ,  for the fre-
quency of TB is 1 2 ,  plus that  for DB, 8, equals 20.  The following sums are noted : 

. 

1 4 7 1 4 
D T A = T A 

1 7 
( 6 )  + D A ( 7 )  = 13 

1 4 7 1 4 1 7 
D T K = T K ( 7 )  + D K ( 3 )  = 10 

D T B � T B ( 12 )  + D B ( 8 )  = ? 0  n r o = T o ( 7 )  + D o ( 15 )  = 22 
D T P = T P ( 8 )  + D P ( 4 )  = 12 D T E = T E 

D T G = T G 
D T J = T J 

( 6 )  + D E ( 4 )  = 10 
( 8 )  + D G ( 2 )  = 10 D T Q = T Q ( 6 )  + D Q 
( 7 )  + D J ( 6 )  = 13 D T R = T R ( 8 )  + D R 

1 4 7 1 4 
D T S = T S 

1 7 
( 8 ) + D S ( 6 )  = 14 

D T U = T U ( 10 )  + D U ( 1 )  = 1 1  
D T V = T V ( 7 )  + D V ( 1 )  = 8 
D T W = T W ( 9 )  + D W ( 2 )  = 1 1  
D T Y = T Y ( 9 )  + D Y ( 4 )  = 13 

1 4 7 

( 4 )  = 10 
( 6 )  = 14 

According t o  these summations , the evidence seems t o  be  i n  favor o f  D T 0, for it has a cumu-
1 4 7  1 4 7  

lative value of 22 occurr ences, as against 20 for D T B, and only 1 1  for D T U. It  is to be 
.
recognized , 
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of course, that a difference of only two or three units of frequency may not be significant at al l ,  
and such a contingency must continually be borne in mind throughout this work. But  since 
some starting point must be established,  in order that the process may be continued, the sequence 
1 4 7 

D T 0 will tent atively be assumed to b e  correct.  • 
1 4 7 10 

\Vhat  abou t  tho sequence D T 0 8? For this determination, t hree corroborative sources of 
1 4  1 7  1 10 1 4  

data  are available,  viz , the 81 82 table,  the 81 02 table, and the 81 02 t able .  First, examine the 81 82 
1 4 

table to see wha t  are the likely candidates for the position (} 0. Even considering only those 
v.dwso frequcncie3 are five or over, there are 1 2  candidates : B, C,  F, H, J, K, L,  Q, U, V, X, and Y . 
( It  is to be noted thnt  as a letter becomes firmly fi.-�ed in i ts position in the :rdCAL5 sequence ,  
i t  cnn n u tomn tically be elimina ted as a possible candidate for  any o ther position . Thus,  D, 0 , 
and T having tcntnti\·ely been fixed into position , they may be  eliminated as candidates for any 

1 4 

o ther positions in the succeeding calculations. I t  is for this reason that 0 D (frequency 6) is 
1 4 i 

eliminated as a candidate in the at tempt to continue the D T 0 sequ ence . ) 
The calculations are us follows : 

1 4 7 10 1 4 

D T 0 B = 0 B 
D T 0 C = 0 C 
D T 0 F = 0 F 
D T 0 H = 0 H 
D T 0 J = 0 J 
D T O l\ = O K  
D T 0 L = 0 L 
D T 0 Q = 0 Q 
D T 0 U = 0 U 
D T 0 V = 0 V 
D T 0 X = 0 X 
D T 0 Y = 0 Y 

1 7 

( 6 )  + T B 
( 8 )  + T C 
( 9 )  + T F 
( 5 )  + T H 
( 5 )  + T J 
( 5 )  + T K 
( 5 )  + T L 

( 1 1 )  + T Q 
( 5 )  + T U 
( 6 }  + T V 
( 6 }  + T X 
( 8 )  + T Y 

( 8 )  
( 8 )  
( 6 )  
( 5 )  
( 5 )  
( 5 )  
( 3 )  
( 6 )  

( 10 )  
( 5 )  
( 5 )  

( 11 )  
1 4 7 10 

1 10 

+ D B 
+ D C 
+ D F 
+ D H 
+ D J 
+ D K 
+ D L 
+ D Q 
+ D U 
+ D V 
+ D X 
+ D y 

( 8 }  = 22 
( 3 )  = 19 
( 6 )  = 21 
( 4 )  = 14 
( 2 )  = 12 
( 2 )  = 12 
( 7 )  = 15 
( 7 )  = 24 
( 1 )  = 16 
( 2 )  = 13 
( 5 )  = 16 

( 1 1 )  = 30 

Very clcn.rly, the sequence is indicated as D T 0 Y. :B"or the next position ,  there arc 1 4  
I 4 

candidates, a ccording to the  81 eJ table . They are A, B, G, H, I, K, L, M, N, P, Q, R, V, and W ;  
1 4 1 7 1 10 1 1 3  

four  corrobora tive sourc0s of data are available ,  viz ,  the fJ1 82 , 81 fJz, 81 fJz , and 8 1  8 2  tables .  Tbc 
c nJculations are u.s follows: 

1 4 7 10 13 

D T 0 Y A 
D T 0 Y B 
D T 0 Y G 
D T 0 Y H 
D T 0 Y I 
D T 0 Y K 
D T 0 Y L 
D T 0 Y M 
D T 0 Y N 
D T 0 Y P 
D T 0 Y Q 
D T 0 Y R 
D T 0 Y V 
D T 0 Y W 

1 4 

= y A 
= y B 

y G 
= y H 

y I 
y K 

= y L 
= y M 
= y N 
= y p 
= y Q 

y R 
y v 
y w 

( 10 )  
( 6 )  
( 5 )  
( 5 )  

( 13 ) 
( 8 )  

( 15 )  
( 8 )  
( 5 )  
( 5 )  
( 7 ) 
( 6 )  
( 8 )  
( 5 )  

1 7 

+ 0 A ( 8 )  
+ 0 B ( 6 )  
+ 0 G ( 4 )  
+ 0 H ( 3 )  
+ 0 I ( 4 )  
+ 0 K ( 3 ) 
+ 0 L ( 8 )  
+ 0 M ( 1 )  
+ 0 N ( 3 ) 
+ 0 p ( 3 )  
+ 0 Q ( 7 )  
+ 0 R ( 4 )  
+ 0 v ( 7 ) 
+ 0 w ( 5 )  

1 1 0  

+ T A 
+ T B 
+ T G 
+ T H 
+ T I 
+ T K 
+ T L 
+ T M 
+ T N 
+ T p 
+ T Q 
+ T R 
+ T V 
+ T W 

( 2 )  
( 2 )  
( 4 )  
( 1 )  
( 6 )  
( 3 )  
( 7 ) 
( 3 )  
( 5 ) 
( 8 ) 
( 6 )  
( 6 )  

( 10 )  
( 6 )  

1 13 

+ D A 
+ D B 
+ D G 
+ D H 
+ D I 
+ D K 
+ D L 
+ D M 
+ D N 
+ D p 
+ D Q 
+ D R 
+ D V 
+ D W 

( 3 )  = 23 
( 6 )  = 20 
( 2 )  = 15 
( 4 )  = 13 
( 3 )  = 26 
( '7 )  = 21 

( 1 1 )  = 41 
( 5 )  = 1'7 
( 2 )  = 15 
( 6 )  = 22 
( 2 )  = 22 
( 6 )  = 22 
( 4 )  = 29 
( 6 )  = 22 
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1 4 7 1 0  13 

Again the evidence is very clear. The sequence is D T 0 Y L .  
The calcula tions for the succeeding placements were made in the same manner, nnd in the 

maj ority of cases the evidence in favor of each placement was very clear-cut .  Only in two or 
three cases was there doubt, and these were determined by special methods which suggested 
themsel vcs in each case . Suffice i t  to say that the entire 1-ICAL.t5 was reconstructed from 
the ten test messages, and was found to be as follows:  

1 2 3 4 5 6 7 8 9 10 1 1  1 2  1 3  1 4  1 5  1 6  17  IS 19  2C 21  2 2  2 3  2 4  2 5  26 

D P G T B Z 0 H R Y M S L A J I W C K U Q F N V X E 

I,Yhat  the initial letter of the sequence is, in other words, which letter should be placed under 
A of the  normal al phabet in order to  give a complete CAL5 is not indicated by the sequence i tsel f . 
But it hns  been found that it mnkes no difference with wha t  letter the scquenee begins, for it  
expresses only a rela tive relationship between the letters composing it .  Hence,  CAL5 may 
be \vritten as follo,vs:  

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
D P G T B Z 0 H R Y M S L A J I W C K U Q F N V X E 

In fn.ct ,  the mixed sequence may be set under the normal alphabet a t  any one of the 26 points of 
coincidence, with similar  resul ts so far as encipherment or decipherment is concerned. The 
reader  may prove this to his own satisfac tion by trying out  two alphabets based upon the same 
seq uencc but beginning at differcn t points. 

52. Reconstructing the table of basic cipher-text s e quences .-Having at l ast. reconstructed 
the sequence of MCAL5, the next s tep \Vas to proceed a t  once to the reconstruction of the table 
of bnsic cipher-text sequences .  It  has been stated tha t for this  purpose only a knO\vledgc of 
HFS and l\'1CAL5 is necessary. Following the procedure outlined in section VII, the first 
sequence of the table was obtained by setting CAL5 above the RFS so that  A of N CAL5 \vas  
opposite T, the  first letter of RFS. Thus:  

t 
I'\ CAL5 _ _  (A B C D) E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C 

.----'' :, rCAL5 _ _  \D P G T l B Z 0 H R Y M S L A J I W C K U Q F N V X E D P G • • 

HFS _ _  T Y 0 E t  U M X D F J Q V K W B N S H C I L R Z A G P 

Assuming th at  the curren t en ters CvV5 from the first contact of BS5 (A of NCAL5) ,  the  
cipher equivalent would be Ec , since the  A current is converted into  a D current, and D is  then 
opposite E of RFS, us  shown above . · 

Slid ing CAL5 on e space to the left, nnd still nssuming that the current enters G'W5 from 
the first contac t  of BS5 (now B of NCAL5) ,  the cipher equivalent woul d  be Be, as sho·wn bel ow. 

K CAL5 _ _  A 

1 i_ CAL5 _ _  D 

R[IS 

1 (I� c E D F G H I J K L M N 0 f Q R S T U V W X Y Z A B C 

W C K U Q F N V X E D P G P G T B Z 0 H R Y M S L A J I 

T Y 0 E U M X D F J Q V K W BJ N S H C I L R Z A G P 

This gives the pair of letters E B as the beginning of the first basic sequence. Continuation 
of the process resul ts in establishing the following sequence:  

Basic sequence 1 _  _ _ _ E B U S A L F T J N 0 D P W R I X V C Y Z Q H G P M 
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It  is to be noted that in  establishing this sequence the current is always assumed to enter 

CW5 from the first contact of B SS .  It  would of course be possible to reconstruct all the 
sequences by the same process, but  there is a much shorter method . 

Having reconstructed one of t he basic cipher-text sequences, and having already a t  hand 
RFS, the reconstruction of the entire table followed very speedily, according to the procedure 
detailed in p aragraph 3 2 ,  section VI I .  The entire table is as follo\vs : 

TABLE 9 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

1 E B U S A L F T J N 0 D P W R I X V C Y Z Q H G P M 
2 N M H G R J Y Q S E F T B Z L D K I 0 A V C P T X U 
3 X C P Z Q 0 V H U J Y N A R F W L E G K I T Y D M S 
4 I T A V E K C M Q 0 S G Z J B R U P W L Y 0 F X H D 
5 Y G K U W I X V E H P A Q N Z M T B R 0 E J D C F L 
6 P W M B L D K U C T G V S A X Y N Z E U Q F I J R 0 
7 B X N R F W M I Y P K H G D 0 S A U M V J L Q Z E T 
8 D S Z J B X L 0 T W C P F E H G M X K Q R V A U Y N 
9 H A Q N D R E Y B I T J U C P X D W V Z K G M 0 S F 

10 G V S F Z U 0 N L Y Q M I T D F B K A W P X E H J C 
1 1  K H J A M E S R 0 V X L Y F J N W G B T D U C Q I P 
12 C Q G X U H Z E K D R 0 J Q S B P N Y F M I V L T W 
13 V P D M C A U W F Z E Q V H N T S 0 J X L K R Y B I 
14 T F X I G M B J A U V K C S Y H E Q D R W Z 0 N L K 
15 J D L P X N Q G M K W I H 0 C U V F Z B A E S R W Y 
16 F R T D S V P X W B L C E I M K J A N G U H Z B 0 Q 
17 Z Y F H K T D B N R I U L X W Q G S P M C A N E V J 
18 0 J C W Y F N S Z L M R D B V P H T X I G S U K Q A 
19 Q I B 0 J S H A R X Z F N K T C Y D L P H M W V G E 
20 L N E Q H C G Z D A J S W Y I 0 F R T C X B K P U V 
21 S U V C I P A F G Q H B 0 L E J Z Y I D N W T M K R 
22 M K I L T G J P V C N E R U Q A 0 L F S B Y X W Z H 
23 W L R Y P Q T K I S U Z M V G E R J H N 0 D B A C X 
24 R Z 0 T V Y W L H M A X K P U Z Q C S E F N G I D B 
25 A E Y K 0 B R C X G D W T M A V I H U J S P L F N Z 
26 U 0 W E N Z I D P F B Y X G K L C M Q H T R J S A G 

The specific use to  which this table was put  will be explained later, but  the general use may 
here be  indica ted .  Suppose that a fter M CAL5 has been reconstructed from the  data afforded 
by a few dispatches in which the N CAL5 c equivalents  had  to be  determined , a fmv more dis­
patches are intercepted . I t  is obvious that i t  will be unnecessary to set down the NCAL5c 
equivalents of the t ext of the new messages in order to establish repetitions in lines. The basic 
cipher-text sequences can be  used directly on the lines of cipher text themselves, and thus ,  
repetitions can be  determined . 

61  
5 3 .  Solution o f  the first line o f  cipher text . -Al l  o f  t h e  analysis aecompli sheu thus fttr has 

for i ts  purpose the ultimate reduetion of the individual lines of eipher text into single-mixed 
alphabet substitution ciphers .  This p urpose is now to be  uchieYed by the applica tion of tbe  
appropriate basic cipher-text sequences to  the  cryptograms. 

The first step is to assign, to the letters of each line of text, numbers indica ting the basic 
sequences to which they belong . This wil l  show wha t  rep e ti tions occur within each l ine .  The 
process when applied to Dispatch No.  1 ,  for example, yields the following: 

DISPATC H � 0 .  1 

I\:cy : A G R A l\1 ( Effective key : A G R B N )  

CW5 _ _ __ _ _  _ C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B 
J � - M � :::: < � � ;': ..t,  

� u u o .:::: 18 

BHRCO _ _ _ _ _  _ JN U T X H V Z S L U M L Z X H X H 0 H Y B R C L M S l 7 5 22 8 19 5 18 23 16 17 23 :!1 5 18 18 8 23 5 1\j 22 23 15 23 5 22 8 

CIRCO _ _ _ _ _ _ fY fa � � � V � � ? Y � � �� � � � � � � � � � � � � � 
Etc.  Etc .  Etc .  

The entire dispatch was then treated in the same manner . Referring now to the first com­
plete line of text, after about 45 minutes experiment,  the fo1lo"·ing deciphermen t \\"US obtained : 

J 
1 8  
p 

N U T X H V Z S L U M L Z X H X H 0 H Y B R C L M S 
7 5 22 8 19 5 18 23 16 17 23 21 5 18 18 8 :;3 5 19 22 23 15 :.13 5 22 8 

r e s i d e n t o f t h e n n i t e d S t a t e s i 
( U ) 

Note th at  the encipherer made an error in regard to the U of Un i t ed. The analysis 
showed that  the cip 1 J er letter X was to be assigned the m1 m ber 1 8 , whicl 1  is  the same as that  for 
the next letter H. But the deciphermen t shows that  tho le t ter X should not belong to the smne 
basic sequence as does the letter H, for Xc  = UP and He = NIJ .  However, the presence of this 
error did not retard the deciphermen t.  

Now it  is obvious that the deeiphered clear text of each line will  suggest assumptions for 
deciphering the next line, with the aid given by the indicated repetitions. In t his case it '"·as 
somewhat  unfortunate that only one letter of the next word was given ,  I, but i t  nevertheless 
offered a clue to the word . It seemed that  t]Je \Vord should be IS,  or IN, or should a t  lenst 
begin with the sylla ble IS or I N, poss1 bly l D .  Experiment soon sho\red, howe\' er, t lw L tl 1 e 

559i3-34-5 
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word was INVITATION. Continu ation of the process of decipherment us here o utlined 
yielded th e five lines of decipherment shown below : 

CW5 _ _ _ _ _ _  C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B 

:s � � �?:: --: :$: ;:::: ,.. < 

� l Line g 

BHRCO _ _ _ _ _ _ 1 5 22 s 19 s 1s 23 lu 11 23 21 5 1s 1 8 8 23 5 19 22 n 1s :!3 ·" 22 8 Lme h 
H v o o �  { N U T  X H V Z S L U M  L Z X H X H 0 H Y B R C L M S } . 

. r e s i d e n t o f t h e U n i t e d S t a t e s i 

CIRCQ _ _ _ _ _ _  1 10 13 6 1 1 6 13 24 1 6 24 9 1::1 16 19 1 2 16 10 1s n 1Y 13 14 13 HJ :21 Line i { U F C D S  U F M 0 V K C N K Y N N G A U  W Y L I Q Z } 
n v i t a t i o n t o d i s c u s s P a c i f i c 0 

DJRCO _ _ _ _ _ _ 1 24 6 ; 14 9 20 2s 1 2s 24 13 1 9 5 21 13 20 25 8 24 6 10 !l 5 10 Line i { U T L W B Y  D G 0 W K H R X T C J C S V G J J F Y V } 
c e a n p o 1 i c i e s c o m e s 1 i k e a b o m b { J S R C E Z U Q K D 0 Y T X V  T V  C A S  N Q P G E C � 

EKRCO _ _ _ _ _ _ 1 1 1 2 20 9 2o 3 21 1 1 21 zo 1a 9 15 18 g 20 15 18 11 u 1 zo 1 3 Line k 
t o  J a p a n  w h o w a s p  r e p  a r e d t o  c o  n J  

-{ A R U C W L D D C  U Q D X F L C B K D B  E C H X D G } 
FLRCO _ _ _ _ _ _ 4 7 12 2o 21 24 zo 1 2  8 n s 1 6 10 3 2-1 1 1  3 n 20 10 s 'l 23 8 s L ine 1 

s i d e r r e d u c t i o n a r m a m e n t s b u t  
-

GMRCQ _ _ _ _ _ _ t V A Y E E U Z H W R W V V P V D V M G E N J W V U U 1 Lin e rn 
21 1 1  18 1 1  9 6 18 5 1 5  18 20 23 18 18 15 19 g 17 18 15 17 6 1 5  20 26 21 l -

HNRCQ _ _ _ _ _ _ J E N M 0 Q J P U M V K G W Q C Z W K R I I X M J A C l Line n 
I 20 \) 1 3  3 15 14 26 11 18 6 24 2G I 7 17 2G 6 4 3 8 1 2 () 4 3 I 7 25 3 l -

IORCA _ _ _ _ _ _  ! L N S W E A M I A U U V W V B L E M B 0 S P X F R R l Line o 1 1 5  9 16 7 9 19 15 9 24 17 9 23 1 i 25 10 22 6 1 7 22 4 15 20 2 \! 2·1 !() J 
-

JPRCQ _ _ _ _ _ _ f S G 0 W C J L V M H Y A J E Z G F Y B U D A Z L 0 Q 1 Line  12 1 10 2 25 7 4 14 10 1 1  1s 7 u a n 23 �1 1 1  22 1 22 1 1  5 23 22 5 1s 12 r 
KQRCQ _ _ _ _ _ _  J U M T Z T 0 V T B D K W H A C H Y N Y 0 B N P I H R t Li ne g l 1 13 22 26 23 8 22 6 26 1 2! 1 8 22 26 25 12 23 4 4 23 J.! 1 13 9 IG I 
LRRCO _ _ _ _ _ _  ! T K S X F G W M N L N G 0 H Y M K H P G W I E B E L 1 Line r 

l 1G :?5 lG 8 1 15 16 �H 22 1 1  1\) 2G 7 H 1\J 26 8 26 10 9 1\J 24 i 24 1 23 I -

MSRCQ _ _ _ _ _ _  ! A  B L Z C J U C L J X S 0 U D L W U T A  F I A R T  U t Line s ( 4 G 6 2G 4 1 1  3 22 1G 9 2G 14 7 15 !J 22 4 G 2G 17 4 24 2G �I 14 21 j -
NTRCO _ _ _ _ _ _ J S  N G X A Z B 0 H G W P Y G Z R V 

l 9 14 21 4 1 2 26 J 3 20 21 5 12 3 21 2 J 0 G 

1 Line t 
J -

I t  is obvious th a t  one could proceed along t h e  l ines fol lowed , nnd decipher the rest of the 
dispatch in the same more or less l a borious m n nner, for the solu tion of each line would s till 
present the difficu l ties inherent in a na lyzing a. single-mixed alpha bet substi tution cipher only 
26 le tters in length . Furthermore, t h e  solu tion of one dispatch would curry with it no sugges­
tions or aids for the  solu tion of any other, except tha t of h aving the same .\1C.AL5 and tu ble of 
b asic c ipher-t ex t sequ ences app l ica ble . But  previous experience teaches tbr c r_ypt a n a lyst tha t 
once an entering w edge has  been forced i n t o  tho n p pnren t ly impregn a b le wall  of cryptogrn phic 
secrecy, the whole structure may be qu i ckly un dermined by j udic ious usc of such instrumen ts, 
devices, and methods as h is ingenuity can discover. 

The succeeding sections "·i ll giv e  in de t n il some of the more import a nt  m e t hods \\·hich \rcre 
developed by the a u t hor after these first fiye Jines of text h a d  been deciphered . Their usefulness 
as aids in facili tating analysis of su bsequen t d ispa tch es wil l  become apparent as  they are being 
set forth. 

SECTI ON XI 

FURTHER STEPS I N  A NALYSIS 

Par. Par. 
Reconst ruction of Alpha bet ! _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 54 I Recon st ructing a single-alphabet equivalent of 

Usin g  t h e  reconst ructed Alphabet 1 as an aid t o  Alphabets 2 ,  3 ,  a n d  4 _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  56 

further decipherment _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 55 I Application of foregoi n g  principles to another 

d ispatch _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  57 

54 . Reconstructi on of Alphabet 1 .-In each column of c i ph er text,  when the dispatch is  
a rranged i n  horizon tal  l ines of  2 6  lett ers each , the  eipher l e t ters represent encipherments at  
exactly tho  same posi tion of C\V 5 .  I n  successiYe horizontal l ines , only CvV l has u ndergone 
displacement one step, providing the " l..:oy " h as not  been such as to displace  G\Y3 a lso. In 
D ispatch �o . 1 ,  C\V3 remn ins stationary un til the  Y ery lnst  l ine of tex t ,  hence only the  s uccessive 
d isplacement s of C\V l need be considered in st udying the  successive lines u p  t o  t h e  last  one . 

Now note t h n  t in col u mn C of Dispat ch N o .  1 ,  for example, the initial letter of the i and j 
lines is Uc in b o t h  cases .  Decipherme nt shov;ed that  in the  first case ,  Uc = NP ; in the second, 
Uc = Cp. Only a single displacemen t of G \V l  h as brough t this about,  for C\Y2 , 3, 4,  and 5 a re 
in exactly sim i l a r posi tions i n  th e  two cases. This means, in o ther words, that  the curren t 
originated by N in tho first c ase en ters th e  fixed con t ac t  in BS2 a t  exn c tly t h o  su rne point as the 
current origin a ted by C in the second case,  for both of them must  of  necessity haYe traversed 
exac tly the same p a t h  through C \V2 , 3 ,  4 ,  and 5 in order to produce De a t RFS. The two 
posi t ions of NALl may be din grammaticully illustrat ed as follows : 

LFS _ _ _ _ _ _  _ 

N CAL L _ _  _ 

LFS _ _ _ _ _ _  _ 

N CAL L _ _ _ 

B S X R Z T K D 
I J K L M N 0 P 

B S X R Z T K D 
J K L M N 0 P Q 

t 
N G C H M V 0 L Y Q E U P  W J A I F } . . 
Q R S T U V W X Y Z A B C D E F G H For hne l 

t 
N G C H M V 0 L Y Q E U P  W J A I F } . . 
R S T U V W X Y Z A B C D E F G H I For lme J 

In the first case NP is over Q of NALl ; in the second case CP is over T of NAL l . For convenience 
in reference,  l e t t ers fo und in this way will  b e  designa ted hereafter a s  the plain-text N AL l 
equivalents . Between t he bvo eases C\V l  has advanced one in terval .  Hence T follows Q in 
?viAL 1 ,  that is ,  QT forms a pair of  sequent letters i n  11AL 1 . �earclnng for o ther cases of  a 
similar  nn ture , in loci Ki and Kj i t is found that De occurs in the  two lines concerned as super­
im posed J oci :  i n  the first i ns t a nce it represents Nn, i n  the second C0. Reference to the p ositions 
of  N AL l will show that this, howe\'er, is  but a corrobora tion of  the first c ase above descri bed,  
showing the  sequence QT t o  occur in 11AL 1 . I n  loci  :Mi and l\t1j the  l e tt er Ke occurs,  in the 
fi rst instance representing Op, in  the second EP ' Heferring t o  the diagram of alphabets  immedi­
a tely above, it will be  seen that in the first case the NAL l p  e q uivalent of 00 is W, and tha t  for 
EP is B i n the second instance. H enc.e WB forms a sequence in :MALl . 

In loci Ph , Pj , and Pk , the letter Xc occurs.  A t ten tion was ca lled to the fact t h a t  t h e  
first-na med X is a n  error ; hence,  it  cannot be considered in establishing valu es in 11AL 1 . B u t  

(63) 
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Xc in locus Pj represents OD, and in locus Pk, PD . The two positions of N ALl in these cases a re 
as follows : 

LFS _ _ _ _ _ _  _ 

N CALL . _ _  _ 

LFS _ _ _ _ _ _  _ 

N CALL _ _  _ 

B S X R Z T K D N G C H M V 0 L Y Q E U P W J A I F } 
J K L M N 0 P Q R S T U V W X Y Z A B C D E F G H I 

B S X R Z T K D N G C H M V 0 L Y Q E U P W J A I F 
K L M N 0 P Q R S T U V W X Y Z A B C D E F G H I J } 

For line i 

For line � 

In the first case the NAL l D  equiYalent of OD is X ;  in the second case, the NAL l D  equivalent of 

PD is E.  It  therefore follows that XE forms in sequence in 11AL1 . The following additional  

sequences in 11AL1 are established by a nalyzing these five lines of deciphered text of Dispatch 

No. 1 : 

C { locus Fk = AD } . .  
c l ocus Fl = E,> gtvmg sequence HD in MALl 

D { locus Ij = LD } . . 
c locus I l  = ED 

givmg sequence Y .  D in �1AL1 

U { locus Lh = FD } . .  
c locus Ll = CD 

gtvmg sequence G • . •  V in 11AL1 

C { locus Rj = ED } . . 
c locus  Rl = RD gtvmg sequence B . 0 in MAL l  

C { locus T j  = Lp } . _ 

e locus  Tk = AD 
givmg sequence YH in 11AL1 

A { locus Ui = PD } _ . 

e locus Uk = R,1 glvmg sequence C .  N in 11AL1 

Thus far the following sequences have been established : 

QT 
WB 

XE 
YH 

HD 
C . N  

Y . D  B . O  
G . . .  V 

By virtue of the letter common to the t\.vo pairs YH and HD, they may be j oined , m aking 

YHD. Confirmation is seen in the sequence Y . D, established independently. No  other unions 

can be made.  
It  is obvious that  if there ,,·ere a suffic.ien t  n umber of repet i t ions of cipher letters in the 

columns of these five lines of text ,  the entire sequence could be established . But  there is ,  in 

reality,  11 way of overcoming this insu ffir.if'ncy of repet ition . The process is somewhat com-

plicated , but  useful .  
Suppose we approach the problem from a somewh at novel viewpoint .  Take the case  of 

Rp= Nc in locus Ch . H there were another R0 in  locus Ab , what  ·would the ciphE-r le t ter be '? 

Reference to the table of basic sequences is made .  Applying thnt  sequence in which N occupies 

the first position (to correspond with column A of the dispa tch)  it is found that  Be would be the 

letter. That is, if there were an R0 in locus Ah , it  v.·ould equal Be.  

Now if there were a Be in any one of the loci Ag, Ai , Aj , Ak, or Al (i . e . ,  within the body of 
already deciphered t ext)  i ts plain-t ext equivnlent would , of course , be knovv·n .  Now there is 
no Be in any of these loci ,  but if it  were present,  and if i ts plain-text equiYn lent  \vere repeated 
in any other column of any of these fiye lines, then , of course, a coincidence of the repea ted 
plain-text letter 's ciph er equivalen t with a letter of the basic sequence initiated by B v;ould 
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occur. Therefore , let this basic sequence initia ted by B be applied to  the five lines of deciphered 
text to see if any such coincidences can be foun d .  Thus :  

C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B 

{ N U T  X H V Z S L U M  L Z X H X H 0 H Y B R C L M S }  
BHRCO _ _ _ _ r e s i d e n t o f t h e U n i t e d S t a t e s i Line h 

N R F W M I Y P K H G D 0 S A U M V J L Q Z E T B X 
{ U  F C D S U F M 0 V K C N K Y N N G A U W Y L I Q Z }  

CIRCO _ _ _ _ n v i t a t i o n t o d i s c u s s P a c i f i c 0 Line i 
N R F W M I Y P K H G D 0 S A U M V J L Q Z E T B X 

DJRCO _ _ _ _ c e a n p o 1 i c i e s c o m e s 1 i k e a b o m b Lin e  i 
{ U  T L W B Y  D G 0 W K H R X T C J C S V G J J F Y V }  

N R F � M I Y P K H G D 0 S A U M V J L Q Z E T B X 
{ J  S R C E Z U Q K D 0 Y T X V T V C A S N Q P G E C }  

EKRCO _ _ _ _ t o J a p a n w h o w a s p r e p a r e d t o c o n Line � 
N R F W M I Y P K H G D 0 S A U M V J L Q Z E T B X 

FLRCO _ _ _ _  s I d e r r e d u c t I o n a r m a m e n t s b u t Line 1 
{ A  R U C W L D D C U Q D X F L C B K D B E C H X D G } 

N B F W M I Y P K H G Q 0 S A U M V J L Q Z E T B X 

The following coincidences a re noted : 

Rc in locus Dl ( = ID) 
W c in loeus Fj ( = ND) 

De in locus N l  (also = Ill) 
Kc in locus Kk ( = HD) 

Thn t  is, Be equals,  successively in loci Ah , Aj , Ak, and AI ,  the letters RD, ND, H0, and I0• 
Determining the plain-text normal-alphabet converted equivalents, as before, for the suc­

cessive d isplacements of ALl , the sequence K .  RVJ is obtained .  
Take the second letter of l ine  h, viz ,  Uc = E0 • I f  E" occurred in  locus Ah,  its equivalent 

would be  Yc. Applying the basic sequence in which Y is the initial letter to the lines of  deciphered 
text,  the following coincidences are found :  

Qc  in  locus 1\11 ( = T0) and T c in locus Qj  ( = M0) .  

Tha t i s ,  Yc equals successively i n  loci Ah , Aj , and  AI , the letters ED, M0, a n d  TD . 
Determining the plain-text normal-alphabet converted equivalents, as before, for the suc­

cessive displa cemen ts of AL l ,  the sequence Z .  V .  Q is obtained . 
vVhen al l of the t ext is analyzed in the same ma nner, the results shown in the table below 

are found.  In this table the top l ine gives the c ipher letters tha t  would result if the plain-text 
letters u nder the corresponding cipher l e tters occurred m loe1 Ag, Ah, Ai , Aj , Ak, and A l. 

g 
h 

i 

j 
k 

l 

T A B LE 1 0  

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

_l_l_ _,_,_' _ 
R

l 
I I 0 ---= N / s  v u 

--- -
D 

_ _  1_1_1 _ _ � 
A S N 

-lrA 
_ _ _  

I
_ 

_l _ _ _ _  . _i_ 

-
T 

-----_ITI- _I _ 
D H E

1
F ---

c 0 F I ---��-��-��---�-u-�-�-�-��-�-
H 0 P R T A J E S W C N . D 

,-���-l�l�-��---�-�-----A� � 
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Determining the pla in-t ext normal-alphabet conver t ed e q u ival e n t s  for each placement of 
N ALl , t h e  following sequ ences a re est a bl ish e d :  

Sequence 
i n  M A L l  

For Bc ( R . NHI ) : K . RVJ 
For C c ( U . . D ) : B . . S 
For De ( I .  K .  U )  : F .  P .  E 
For Ec ( NCO ) : QTY 
For Fc ( OS )  : VJ 
For Gc ( VB . N ) : VJ . T  
For Hc ( DOP ) : PXE 
For J c ( AP . R )  : EC . N 
For Kc ( A .  TM ) : F . PX 
For Lc ( LAE ) : YHD 

Sequen ce 
in l\'I A L l  

For O c ( PN . .  E ) : 
For Qc ( DC . S )  
For Rc ( OE . R )  
For S c ( H  . .  W )  
For Tc ( FP )  
For Vc ( IS )  
For Xc ( NA )  : 
For Yc ( E . M .  T ) : 
For Zc ( F  . .  DC ) : 

AP . .  C 
OS . L  
WB . O  
S . .  F 
HD 
GK 
SI 
Z . V . Q  
G . .  RV 

Assembling and j oining seq uences,  the following result  is obt ained : 

E C . N G K Z R V J Q T Y H D W B . 0 S I L F A P X 

The e n t ire seq uence of l\.fA L 1 , w i t h  t h e  excep tion of two let t ers , l l f ls been reconstru c ted . 
The two missin g  l e t ters a rc M a n d  U, which must be insertrd between B and 0, and C a n d  N. 
Only two p ossibil i ties exist, BMO or BUO, and CUN or CMN. The e x n c t  pla c ement s  were en sily 
fou n d  later by t rirrl  on t ext ,  a n d  t h e  completed seq u ence was est a bl ished fl S follows:  

E C U N G K Z R V J Q T Y H D W B M 0 S I L F A P X 

This sequ e n c e  is ,  of course,  t h e  converted equivalent  of t h e  renl  � fALl , and in order t o  
prodnce the l a t ter i t  i s  only necessa ry to muke u se of  t h e  encip1 lering-d ceipl tering rrl n t ionsh i p  
existing between such a lph a b e t s .  By sett ing t h e  sequence under t h e  norm n l  a l ];h abrt  ( t h e  
first alpha bet b e l o w )  and finding reciprocal  equiv a len t s ,  t h e  second a l p h n  bet  i s  obtained : 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z } Cmwerted e qu iYalent 
E C U N G K Z R V J Q T Y H D W B M 0 S I L F A P X of l'd AL l  

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z } 1 • _ , _ r 1 

X Q B 0 A W E N U J F V R D S y K H T L C I p z M G Equn al eil t OI I\IALl 

This cquivnlent o f  the real � fALl (it is only an e q uiYalent b ec a use i t  m a y  not coinci d e  
letter-for-letter w i t h  the  renl 1 I AL 1 , though i t  w i l l  work j ust a s  w e l l )  m n y  be  u s e d  f o r  enciph ering 
or deciphering by means of the sliding strips.  

55 .  Using the reconstructe d Alphabet 1 as au aitl Lu fur ther decipherment. Once A1ph u bet 
1 h as been recon struc ted in t h e  m an n er described a bon�,  from a few l ines of  d eciphered t ex t ,  t his 
alphnbet may be employed t o  :1 id  i n  th e further deciphermrn t of  t h e  d isrm trhes . To ill u s t ra t e  
the m e t hod,  consider t h e  p l i n e  of  Dispa tch N o .  1 ,  i n  \\·hir h , as  shown by  t l t e  n u m bers bene a t h , 
the  8 th ,  1 1 t h ,  1 3 th ,  1 6t h ,  and 2 0 t h  l e t t ers represent t h e  sa me p l a i n-tex t l e t ter .  One of t h e  c ipher 
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eq uivalen ts ,  U, in l oeus Vp, a lso n p p e a rs in  the s n m e  col u mn , l ine i ,  where i t  represents AP . The 
diagrams of the p osition of  Alpha bet 1 for the b\-o c ases a re as follows : 

LFS - - - - B s X R z T K D N G c H M v 0 L y Q E u p w J AI I F 1 I J K L M N 0 P Q R S T U V rl w X Y Z A B C D E F G H 
AL L _ _  _ 

U J F V R D S Y K H T L C I P Z M G X Q B 0 A Wj E N 
1 2 3 4 5 6 i 8 9 10 1 1  12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

LFS _ _ _ _ B S X R Z T K D N G C H M V 0 L Y Q E U P W J A I F 1 P Q R S T U V W X Y Z A B C 1ro E F G H I J K L M N 0 
AL L _ _ _  1 

i Y K H T L C I P Z M G X Q B 0 A W E N U J F V R oJ S l 2 � 4 5 6 7 8 9 10 1 l  12 1� 14 15 16 17 18 19 20 21 22 23 24 25 2G 

In  the first c asr , AP i n  the LFS is over F of NALl which is converted i n to W of 11AL1 , a n d  W 
is t hen opposite  t h e  fifteen t h  fi xed cont a c t  of BS2 . Since the  cipher l e t t er U is t h e  smne for bot h 
c n sr:s, it rne a n s  t l ul t i n  the  seco n d  c n se t h e  c urre n t  m u s t  e n t er C\V2 a t  exa c t ly the  same poin t  
a s  i t  dces i n  t h e  first case .  This will  be nt  D of l\ AL l , which is  t h e  C'Oll\'ersion eq uivnlent o f  N 
o f  �AL l ,  a n d  t h e  l n t tcr is u ndrr I of LFS. The l c t t rr I is ,  t h e refore , t h e  pla in-text l e tter th a t  U c  represen t s  i n  t 1 JO  second case.  Hence,  th e 8 t h ,  1 1 th ,  1 3 t h ,  1 6th , and 2 0 t h  l r t tcrs i n  l ine p 
n l l reprrsen t In .  No nssu m p t ions based u po n  freq uency w ere necessn ry ,  t h e  resul ts being p osi­
t i w' n n d  ddini t c  ,\· h r n  Alph:1bet 1 hns hrrn rrro n s t ru r t rrl .  The rr1a tions bet\veen all simila r  
l r t t ers i n  col t i mns c a n  l ikrwise he rstn hlish cd . Thus,  r leriph ermen t i s  considernbly facili tated . 

S 6 .  R ec onstructjng a single- alphabet equivalent of Alphabets 2 ,  3 ,  and 4 .-It will now be 
sho\Yn h o w  the suhsrq11 c n t  drripl 1 rrmen t o f  t h e  m rssagc can be  st i l l  more facil i t a ted by recon ­
s t ru c t ing a singl e  n l plwbrt 'd1 ich will  ser....-r t o  gi....- e n l l  the fi n nl rrsul ts  t h a t  t h e  combined effect 
o f  thr in t erac ti o n  o f  Alphabets  2, �) , a n d  4 p rod n crs . It will he  obvious th n t  p roviding no d is­
p l n c em cn t of C\Y2, ::3, or 4 occurs d u ring t h e  enripberm on t  of a message a c u rrent e n t ering a ny 
gi \·en LHC of C\V 2  will  a iwnys emerge from the sn me R H C  of C\V4 . H ence,  so far n s  the resul ts 
i n  t h e  c n so of ea(' l l  single message a rc concem ed , Alphn.bets 2 ,  3 ,  and 4 a c t  n s  a si ngle u nit .  Now 
consider t h e  eHciph ermcnt of  r t  m essage of  say 300 l e t ters, d uring whieh C \V2,  3 ,  and 4 u ndergo 
no displacem en t .  Th e differen t  c ipher e q uivalents of t h e  snmo l etter in each colu m n  will be d u e  
o n l y  t o  t h e  displ :t rcmrnt of C\Y l . If Al phabets  1 a n d  5 lm....-e a l ready b e e n  reconstructed,  i t  
s h o u l d  be pos.siblc to construct  a single n l ph nbet  w h i c h  wil l  be t h e  resultant of  t h e  int eraction 
o f  Alph a bets 2, 3, :mel 4 .  Sach an equivalent a lphabet  wil l ,  of  course, h ave a rather l imited 
a pplication , bei ng a p plica ble only to t b n t  one mess age from which it b a s  been reconstructed and 
Lb eu ouly t o  L lw L por t iou of U te m essage d u ring Ll1e em:iplH:'n twu L of \ \  hich 1 1 0  llisvlueeweu L o f  
C\V2 , 3 ,  or  4 occ u rs .  \Vi th i n  t h ese limit s ,  h oweYer, i t  wi l l  often b e  u seful i n  h nstening d eci­
pherme n t .  
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The process of reconstruction is n s  follows : 
Set Alph nbets 1 and 5 in positions to correspond to t heir respccti\·e posit ions when th e letter 

Nc in locus Ch of Dispatch No. 1 wns enciphered , and between t h em place the norma l  alphabet, 
set a t  the proper l e t t er so far as the set t ing of C\Y3 was concern ed . Thus:  

� 
LFS _ _ _ _ _ _ _ _ B S X R1 Z T K D N G C H M V 0 L Y Q E U P W J A I F 

l rF G HITKJ L M N 0 P Q R S T U V W X Y Z A B C D E F G H I • • .  

ALL _ _ _ _ _ _ _ l 1 1J 
W E N  U J F V R D S Y K H T L C I P Z M G X Q B 0 A W E  N U . .  . . l rp Q R s T u V w X

I
Y z A B c D E  F G H I  J K L M N o  p Q R s . .  . 

EqmYnlent [ 
of AL2-3-4 _ I AL5 _ _ _ _ _ _ _ _  l A 

B c D E F G H r� j K L M N 6 p Q �I s T u v w X y z A B c' D . . •  

D P G T B Z 0 H
l
R Y M S L A  J I W C K U Q F N V  X E D  P G T . . .  

RFS _ _ _ _ _ _ _  T Y o  E u M XDFJQVKWBNJ SHC-ILRZAGP ___ _ 
I 

The case unJer discussion is tha t  where RD equ als Nc . R in LFS is over K of NALl , which 
is converted in to F of :MAL l , but F of N.l.�_Ll is then opposite P of the normal componen t  of the 
single-fllphabet equivalent of AL2-3 -4 ,  herea fter a bbrevinted NEAL2-3-4 . Now N of RFS 
is u nder R of K AL5 and R was prod uecd by the conYcrsion of I of N AL5 i nto R of 11AL5. It 
will be scrn tha t in order to enter N A L5 nt I ,  the current had to emerge from X of N EAL2-3-4 . 
It follows, t herefore ,  tba t P of NEAL2-3-4 is converted in to X, and this l e tter may be writ ten 
u nder P in NEAL2--3-4 .  Thus the position of a l etter of �1EAL2-3-4 has been determin ed .  

By tracing other letters t h rough in the snme manner,  using only t h e  first two lines o f  
deciphered mn t rri n l ,  the followi ng a ddit ion n l  placemen ts in :M EAL2-3-4 are determined : 

R S T U V W X Y Z A B C D E F G H I J K L M N 0 P Q 
A G R E 0 C N J L C B Y Z I F W D H X V 

This reconstructed �1 EAL2-3-4 will very grea tly facilitate the decipherment of all the 
succeeding lines up to tha t  in which C\V3 b as a dvanced , whereupon a new �1EAL2-3-4 becomes 
effective . 

5 7 .  Application of foregoing principle s  to another di spatch.-Having shown how 
:YIEAL2-3-4 m a y  b e  reconstructed from but  two lines of deciph ered text,  the  use of such a 
reconstructed alphabet in deciphering further m a t eria l  will now be demonstrated , using Dis­
pa tch No. 2 .  The first two lines, d eciph ered by the a pplica tion o f  b asic principles (in dicat ion 
of repet i t ions and solu tion of single-mixed nlpha.bet lines) a re as follows : 

1\cy : C0 1L\ N l B J E N F C A D D A Y G K N S F R B H W L U K J P Q-Ci pher 
DPBBO _ _  P L G T N Y E P Q H M K Z D F Y M G K H P A J H Y K-N GA.L5c equiv. 

z e p p 1 i n c o m p a n y a c c e p t a l l g e n-P�� l U Q I S A H S V I H S W D T I D Y A B J G T K K M Y-Cipher 
EQBBO _ _  F M W U C X X T C B B Z U 0 I X S P H D T W J K E B-NCAL5c equiv. 

e r a 1 c o m p r e s s i o n r e q u i r e m e n t-P�in 
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From these two lines the following MEAL2-3----4 can be reconstructed : 

B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A 
Y H V Q N T S 0 E W U R P A J B K L M 

Applying this reconstructed alphabet,  in conjunction with the o t her alphabets, to the next 
line of cipher text, the following d ecipherment is  obtained : 

X 0 L D Y N V H C B Q T J 0 N I Y X J M J D 0 D T B 
S A N D A R - A N X I - U S T - P R - C - - D A S S 

The missing letters are e asily inserted by context, a n d  a t  the same t ime the letters l aeking i n  
previously i ncomplete 11EAL2-3-4 c a n  be inserted . 

I t  becomes appa rent, therefore, that when only a very few lines, say 4 or 5, of one message 
have been d eciphered by basic processes, the decipherment of all the rest of the messages may be 
attained a lmost directly, as a result of the reconstruction of 11CAL5, MCAL l , and 11EAL2-3-4 . 
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S OLUTION WITHOUT PRELIMINARY A N ALYSIS OF A N Y  LINE OF TEXT 

Par. Par. 

I n t roductory st atement _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 58 I The in i t i!1l determ inat ion of t he v al u e  of a member 

G roup i n g  t he let t ers uf the t ext into  categories_ _ _ _  59 
I dentifying t he Y alues of members in t he san1e 

of any ca t cgory _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 6 1  
Const ruct ing a t a ble o f  basic pl::l in-tcxt sequen ces _ 62 

60 I Applicat ion of prin ciples to an a c t ual exampl e _ _ _ _  63 category _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 

58 . Intro ductory state ment.-In the preced ing p aragraphs i t  w a s  sh own how t h e  deci phrr­
ment of n messngc could be facili tated a fter only 2 or 3 lines of text of t he dispnteh h a d  been sol ved 
more or less  l abori o usly by first prinei ples . I t  wil l  now be shown how a message can be solved 
as n. unit  "it h o u t  a prelimin a ry decipherment of seYeral lines of text .  The proced t 1ro is  so novel 
t h a t  i t  has been considered necessary t o  devote a sepa ra t e  sec. t ion to i ts explan n. tion , a l t hough 
i t  i s  not v ery complex . In brief, the proced ure is as  follows : The l e t t ers of the message a rc a l l  
distribu ted or grouped into  b u t  2G cln sses or c a t egories corresponding t o  t 1 1 0  2G basic seq uences.  
By virtue of a rel a tionship existing bet\n�en basie cipher-t ext scqnPnces, to be expl a i ned , the sol u­
t io n  of a singl e  letter i n  each c a t rgory yields the equiv nlen ts of all  o ther l e tt e rs in t h n t  c a t egory ; 
and the  sol u t ion of b u t  t hree or four c ategories yields solu t ion of al l  t h e  otber categories . 

5 0 .  Grouping the letters of the text into categories .-\Yhcn t he t able of hnsir r i pher-t cxt 
sequ ences h a s  been completely reconstru c t e d  i t  becomes possible t o  d etermine t h e  posit ion occ u­
pie d in  the t n bl e  by eY ery cipher l e t ter  of the crypt ogra phic t ext of n d i9 pa t ch . Now si n c e  
t here n rc b u t  26  b n sic ciph cr-t ('xt scquenecs i n  the  t n  b l c ,  i t  follmYs t h n  t n l l  of the  elements  of the 
cryptogra phic t rxt c a n  be a llocn trd t o  b u t  2G Jifl'eren t classes or en t cgories.  T h u s ,  if the succes­
sive seq uences a re n u mbered a rbi t rnrily from 1 to  26 ,  t hen a ccrt nin  number of eiplJCr l e t ters wi i l  
fuJI i n to cl n ss 1 ,  another n u m ber i nt o  c l a ss 2 ,  and s o  o n .  For exnm pl c. ,  t a king t h e  first colu m n  o f  
the cipher-t ext o f  Dispn tch N o .  1 ,  rc11 ding NUUJAVELSUTAS, n n d  referring t o  column C o f  t n blc 
9 ,  the reconstruc.ted t a ble of basic. cipher-text seq uences a p plying t o  the dispn t dl8s s u bm i t ted 
for sol u tion , the letter N is found i n  t h e  SC\'enth basie sequ ence,  the letter U in t h e  fir2t, t h e  let ter  
J in  the eleven t h ,  and so o n .  Tn king the second cnlmn n of the cipher text  ren ding UFTSF.AN�GMKB , 
and referring to colu m n  D of t a bl e  9 ,  the let ter U is fou n d  in the fi fth bnsic sequ ence , the let ter F 
i n  the tent h ,  the let ter T in the twenty-fourth , and so o n .  Let t h ese basie-scq u cnre n u m bers be 
written beneat h  the eipher le tt ers of the text.  It is  obvious tha t  a con tin u a tion of the process 
\vith respect to the rest of the col umns of the c.ipher-tcxt will resul t  in a ssigning a n um ber t o  
eaeh l e t ter o f  tl J e text,  a n d  these n u m bers will correspond t o  t h e  pnrt ic ubr ba8ic cipher- tex t 
seq uence i n  \Yh i c h  ench l e t t rr in the ciph er-t ext  bel ongs . Th us,  there will fin a lly resul t a d is­
t ribu tion of t h e  elements of t h e  t ext  i n to the 26 differen t  classes or c a t egories mentioned a boY e . 1  

60 .  Id entifying the values  of m e mb ers in the same category.-Now i t  h a s  been shown :d) ( )\·e 

tha t  thro ugh a knowledge of l\fCAL 1 ,  a rel a tion of such a na ture exists between similar  cipher 

letters in the sa me column o f  ci �1her text that if  th e p l n in-text equivalent o£ one o f  the cipher 

letters is  k nmn1 ,  those for nll the other similar  cipher lett ers in that colu mn can be deri.,-cd . Take 

the three U ' s  in  col umn C of D isp a tch No.  1 ,  for example. I f  the value of t h e  first U, locu s  Ci ,  

1 This is only another w a y  o f  look ing at  t he process, already described, o f  assigning numbers t o  cipher letters i n  the s::Jme line t o  in dicate 

t h at their plai n-text cquiY alcnts are ident ical.  

(70) 

7 1  

is kno"'"'l t o  b e  Nv, then t h e  value o f  t h e  second U ,  locus Cj , ca n b e  found through the in t erme­
diacy of Alphnbet 1 ,  to be CD, and t h a t  of the  t hird U, locus Cq,  IP ' ::\fow, h a vi ng t hus determin e d  
tha t Uc= CD i n  locus  C j  t h e  v a l u e  of O c  i n  l o c u s  K j  a n d  of Rc i n  l o c u s  Oj, 1·n th e sam e  h orizo11. tal l i n e ,  
m u s t  also be  Cp , been use t hese cipher l e t t ers coincide wit h  t h e  letters of the bnsi c  cipher-text 
sequence i n  which U, the first l e t t er of t h a t  l ine ,  is fou n d  (by a pplient ion of the b a sic  cipher-text 
sequence to that l ine of cipher text) . Agai n ,  in the c a se of the third U, v;hich is  in locus Cq, t h e  
v a l u e  of t hese o t her letters of thnt  l ine which fa l l  i n t o  the snme basic cipher-text sequence 
wit h  U, must a lso be IP . These let ters a re D i n  locus Lq ; W in locus X q ;  nnd P i n  locus Yq.  

Now let us  n.ssume for a moment thnt every h o rizo n t a l  line of the cipher text bP-ga n with Uc. 
By virtue of the  foregoin g process t h e  vnlues of n l l  th ose lett ers of each line which belong to t h e  
s a m e  basic eipher- t ext  sequence c o u l u  rendily be d erived . B u t  such a n  assumption unfortu­
nately carries u s  l i t t le  further .  H owcvcr,  does i t  rea lly m a ke a ny d ifference whether n ll t he 
l ines begi n  wit h  Uc'? Is it n o t  stil l  t ru e  t ha t  those l e tters of the l ine  which do bcl o11g to  t h e  
same basi e  nlphn be t  cipher-text seq uence n s  does th e U h a v e  t h e  s a m e  vn l ue t h a t  t h e  Ue would 
h ave,  1j it were prese n t ?  For example,  i f  the l e t ter in  locus Ck were also a U (instead o f  a J e) , 
by reference to Al ph n bet  1 ,  i ts vnl u e  would be fou n d to be Ow Now set t h n t  bn sit.: c iph er- t ext  
sequ enee in  which U oceupies the t hird posi tion nga i n P.t  t h e  lin e of u pper ciphnr h•x t  :l nd observe 
what coincidences nre p resent.  Th u s :  

J S R C E Z U Q K D 0 Y T X V T V C A S N Q P G E C 
U � A L F T J N 0 Q P W R I X V C Y Z Q H G f M � B 

Note t h e  fou r  coinci dences.  D oes i t  not fol low th n t  the  D ,  S ,  P ,  n n d  E of t l 1 0  l in e of c ipher-text 
must a l l  eq u a l  Oil, eYen t hough Uc docs not begin thnt l ine  of  tex t ?  And clors i t  not fo l low t h a t  
t he ,-nine o f  n ny Sc i n  col umn D ,  o f  n ny A c  i n  col umn E ,  o f  n ny L c  i n  col u m n  F ,  n n d  so o n  cn n 
be derived i n  the  sn me mnnner,  by fin ding wh n t  Uc K01I l d  e q u a l  if i t  \\-ere presen t a s  t h e  first l e t t er 
of the  l ine i n  which cnch identity is fou nd ? Iden t ifica t ion of c,·cry member of t l t c  c n tcgory w a s  
t h u s  m a d e  possible through t h e  ident.ifica tion of b u t  one let t er ,  Uc i n  l o c u s  Ci . 

A thorough comprehension o f  t hi s  p rinciple will sho w  t h n t  if t lw  value  of a sir. gle member of 
one ca tegory o f  l e tt ers (those that belong to t he snmc basi c  ciphr.r-t r.xt  seq u ener)  n o  m a tter 1·n 
wh at h on'zorl fal Hnc of d7Jh er tnt th at  s·ingle mrmbrr occu rs , r n n  be c.orrec tl�r dr trrmincd , the vnhw 
of n ll o ther members of the  snme cn tcgory rnn be doriYecl t h rough t he rcl n ti on::- l ti p h rrrwi t.h 
disclosed . It n lso follows t h n t  t he correc t. detcrminnt ion of t he vn.1urs of h u t  3 or 4 mrmbcrs 
of different c n t egorics \Ym soon result in produ c ing com bin n t ions of l t iglt  cl. egrec of probnbi l i t y  
(syll a bles n n d  the  skeletons  of word s o f  p l a i n  t ex t ) ,  w h ic h  will  soon l e n d  t o  a compl e t e 
resolu tion o f  t h e  trxt t o  ho d cripherc-d . 

6 1 . The initial d etermination of the value of a member of any category .--- Bu t t h e  q urst ion 
is this :  How c n n  one determin e  the i n i ti n l  3 or 4 correc t  values upon w l i i ch a ll th is  d ep end s ?  
The n nswcr is n o t  di fficul t t o  fi n d .  Aftrr tho lc tt r r::; h a vn a J I  been distribu t t'd i n to t h eir respce­
t i  ve  c a t egories (and they will t.brrcfore b a ye n ssigncd to  t h em, or w il l  be iml irn ted by t"ome 
number i n  t he c ipher text) , t hen t lwt c a tegory which h as the  greatest numbrr of  represen ta ti ves 
is studied intensively in the fol lo\\--ing m n n n e r :  If the v a l u e  of  one of  the m e mbers o f  tha t  category 
is assumed to be Ep, wh at a rc the vulues of a l l  t h e  o ther members in t h a t  c a t egory '? Obviously, 
since almost 7 5  percent of plain text con sists of but 10 l e t t ers (E , T ,  R ,  I ,  N ,  0 ,  A ,  
S ,  D ,  L) the plain-text values derived from the initial assumption sho uld form a, good a ssort­
ment of these Mgh1Nq_ue n cy letters . I f, therefore, the deri v ed v a l u es ,  b a sed upon tho assumption 
for ED, gives n, good assortment of h igh-frequency let t ers, then the a ssump tion is l ikely to  be 
correct .  If  t he basic assumption docs not yield a good a ssortment of  high-freqtwncy letters, 
then another basic assump tion i s  m a d e, nnd i ts derived assortment determined.  It is  clear t h a t  
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the assumption which yields the best assortment of high-frequency let ters is most likely to  be 

the correct one.  
Now i t  will , of course, be a great advantage to be u ble quieldy to determine the values 

derived from a number of assumptions .  Heretofore ,  it  has been necessary to refer to the sliding 

strips for each derivation , and the process takes considerable time.  I f  a more direct method 

can be  devised i t  would ,  of course , greatly facilitate the process of analysis . The method 

which was devised is described below. 

62 . C o nstructing a table of b asic plain-text sequences .-It w as shown in pnragn'lph GO 

how the plain-text equivalents of similar cipher letters in columns could be found through the 

intermediacy of Alphabet 1 nnd LFS. I t  is obvious that the plain-text equivnlents for similar 

cipher letters in columns cnn be determined once und for all for a given Alpha bet 1 and LFS. 

It may be  adYisable to review the reason for this being the case . It will be recalled that provid­

ing no displacement of CW2,  3 ,  or 4 occurs during the encipherment of the same dispatch, then 

the difference in  cipher equivalents for two or more i dentical plain-text letters in the same 

column is  due  solely to the displu.cement of  CW5 . On the other hand , under the same circum­

stances as regaTds the absence of displacement of CvV2,  3 ,  or 4 ,  the d ifference in  plain-text 

equivalents for two or more identical cipher letters in the same column is due solely to the dis­

placement of C'Vl . If, in the la tter case, Alphabet 1 and LFS are both known, then the plain­

text equivalents for surh identical cipher letters ean easily be determined. Looked at from 

the point of view of decipherment,  there are only 26 contact points through \Vhich current 

emerges from BS2 anrl passes int.o the RHO's of CW1 , and if Alphabet 1 and LFS are known, 

then it follows that a table of basic sequences for plain-text letters, similar in its nature to that  for 

cipher-text letters can be constructed . 

For illustration , suppose Alphabet 1 is in its ini tial position, with A of i ts normal component 

opposite SET. Th us :  

LFS _ _ _  _ 

ALL _ _ _  � 
AL2 _ _ _ _  { 

B S X R Z1 T K D N G C H M V 0 L Y Q E U P  W J A I F  
t B c D � I F G H I  J K L M N 0 p Q R s T u  v w X y z 

X Q B 0 A W E N U J F V R D S Y K H T L C I P Z M G 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

. . . . . . . . . . . . . . . . . .  . 

In this case, suppose in encipherment, a current enters the A of NAL2 . 'Vhat  is the plain­

text l etter involved ? Tracing it backward , it will be found tha t  ZP is the l e tt er involved .  Now 

advance Alphabet 1 to t he next position , with B at SET, and see \\'hat plain-text letter will 

bring the current  to A of NAL2 . It is SP . Continuing the process, the entire sequence of 

plain-text lettrrs which will bring t he current to A of N AL�,  as GW 1 is  a dvanced l'U tlt>eGu Li v ely 

is as follows: 
Z S E C X T U C V B K N M P L D H W J F 0 Y G R Q I 

That is, for exa mple,  when C\V1  is set at  R, then WD will bring the eurrent t o  A of NAL2 . 

Now there are, of course, 26 points to which a c urrent cnn be brought t o  the le t ters of 
NAL2 from the letters of 1JAL1 , and for each of t h ese points a different series of plain-text 
l etters will apply. All the sequences may be determined in exactly the same manner a s  that 
i l lustrated a bove for the first sequence. They a re given below. 

A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 
L 
M 
N 
0 
p 
Q 
R 
s 
T 
u 
v 
w 
X 
y 

z 
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T A B L E  1 1 .-TA B L E  OF BASIC PLAI N-TEXT SEQUENCES 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Z X P V K C F Q W G Y U I D R J S M 0 E N H T B L A 
S U M T G I Y P N L E A K X W B H V Q D C Z F 0 J R 
E H Z N A L U D 0 Q J T S P F C M Y K G R I V W X B 
C R D J 0 E K V Y W Z B U I G H L T N X A M P S F Q 
X K W V Q T M L P R F E A N C 0 Z D S J H U B I Y G 
T P M Y Z H 0 U X I Q J D G V R K B W C E F A L N S 
U H L R C V E S A Y W K N M X T F P G Q I J 0 D B Z 
C 0 X G M Q B J L P T D H S Z I U N Y A W V K F R E 
V S N H Y F W 0 U Z K C B R A E D L J P M T I X Q G 
B D C L I P V E R T G F X J Q K 0 W U H Z A S Y N M 
K G 0 A U M Q X Z N I S W Y T V P E C R J B L D H F 
N V J E H Y S R D A B P L Z M U Q G X W F 0 K C I T 
M W Q C L B X K J F U 0 R H E Y N S P I V T G A Z D 
P Y G 0 F S T W I E V X C Q L D B U A M Z N J R K H 
L N V I B Z P A Q M S G Y 0 K F E J H R D W X T C U 
D M A F R U J Y H B N L V T I Q W C X K P S Z G E 0 
H J I X E W L C F D 0 M Z A Y P G S T U B R N Q V K 
W A S Q P 0 G I K V H R J L U N B Z E F X D Y M T C 
J B Y U V N A T M C X W 0 E D F R Q I S K L H Z G P 
F L E M D J Z H G S P V Q K I X Y A B T 0 C R N U W 
0 Q H K W R C N B U M Y T A S L J F Z V G X D E P I 
Y C T P X G D F E H L Z J B 0 W I R M N S K Q U A V 
G Z U S N K I Q C 0 R W F V P A X H D B T Y E J M L 
R E B D T A Y G V X P I M U J S C K F Z L Q W H 0 N 
Q F K Z J L N M S U A H E W B G T I R 0 Y P C V D X 
I T R W 0 D H B E J C Q P F N Z A X V L U G M K S Y 

Now it is obvious tha t  the ZSEC sequence, for example, does not necessarily apply on ly t o  
those cnses in  \vhich the current i s  brough t t o  A o f  NAL2 . Exac t ly to which con t act  point the 
current  is brough t depends upon the position of  C\V2 . B u t  t h e  poin t i s  that  no matter to  
what letter of NAL2 the curren t  ·is brrmgh t jo1· any position of CH .2, the se(_Juen ce of pla in-text letters 
ZSEC . . .  will a lways bring the current  to the same  letter of JVAL2, and, prociding 11 0 displacement 
of Cll'2, 3, or 4 takes place, the cipher resultant  will always be the sa m e jot' the column to which that 
cipher resultan t  a.pplies .  The cipher resul tant will ,  of course, be d ifferen t for different rotn tory 
permut a tions of C'V2, 3, nnd 4 ,  bu t whn tcver it h n ppen s to be,  it wi ll be the  same for that  
column for the successive equivnlcnts of the plain-text sequence ZSEC . . . . T h e  same a pplies 
to a l l the other seq u ences of t able 1 1 .  

Now recall w h a t  h as been said a bout the 26  ca tegories of letters discl.Jssed under p aragraph 
59 .  Any one of these c a tegories may apply to  any one of the sequenees in  ta ble 1 1 . But  the 
correct assumption for t lw value of one member of one category wil l  give  the  Yah1es for all 
other members of the same c a tegory.  }"'or example, suppose a ca tegory beari n g  the n umber 
G is being examined , and suppose th a t  in t h a t l ine  which corresponds to the placement of L of 
CW l at SET, a letter bearing the n11 mber 6 is  assumed to equa l ED . Then the value of any let ter 
beari ng the number 6 in a line correspond ing to t h e  placement of M of C\V 1  at  SET will have the 
value CD ; the vah1e of a ny let t er bcnring the number G in n line corresponding to the .pl acement 
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of  N of C\Yl  a t  SET will have the v alue Ov, and so on, because in table 1 1 ,  the col umn in \rhich 
E is situated in the  L lin e reads . . . ECOIFXQ . . . . (See column D ,  table 1 1 , p .  7 3 . )  

Perhnps  the  .1pplic n t ion o f  t hese principles t o  a n  actual  example will best serve to  clarify 

the process described . 
G 3 .  Application of pri:lciples to an actual example .-For this purpose, D isp atch No.  3 of 

the series submitted for t est will  be employed .  
First, a l l  t h e  le t t ers o f  the t ext  were assigned numbers applicable t o  t h e  categories to  which 

they bPlong.  This \\'US dono, of course, by reference to the t able of basic c ipher-text sequences, 

tn  ble 9 .  The resul t s  are as  fo1lows :  
D I S PATCH NO. 3 

Key:  BLOIS 

. R A W  _ _  o P Q R S T U  V W X Y Z A B C  D E  F G H I  J K L M N � ;; � � � c ,n _ _ _  E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 
....1 0 0 u � 
B L 0 E 0 

C M 0 E 0 

D N 0 E 0 

E 0 0 E 0 

F P 0 E 0 

G Q 0 E 0 

H R 0 E 0 

I S 0 E 0 

J T 0 E 0 

K U 0 E 0 

L V 0 E 0 

M W 0 E 0 

N X 0 E 0 

P Z X X 0 Z W T S R S F F B X K H Y X B Y L�e 1 
HJ :21 26 1 5 5 3 5 1 7 5 22 24 6 23 4 21 22 5 7 19 23 

-

J N I R N L I F  K V 0 R A R B  V Z U G V A  C C N B T Line m 
19 15 2C 1 1  17 IS 1 7  19 24 2:! 7 4 7 20 1 1  7 1 l l  24 19 26 10 1 2  20 1\J 24 -
Y L P C W T 0 L Q D V H A Z Z G Z P G J P F E R M Q Line n 
1 S 1 W 25 15 6 1 I I  5 i 18 14 7 G J 5 16 1 25 24 6 1 9 1 lG 6 20 

-

U D P K F K Q E M D S 0 D L M 0 K R T D U V C A N L Line o 
1 :l 6 16 23 13 15 I 0 22 :?3 7 12 20 9 22 7 5 \J 213 Zl 3 20 20 1 2  9 i 22 -

Z Q B 0 R W I  U P  F H Q 0 0 G X M T M I J M V U B Z L�w Q 
10 2:! 14 8 19 8 1 7  1 7  1 1 1  8 17 22 13 3 13 1 2  3 \J 2 •1 1 0 1 13 21 19 3 

G A H P N G Q R J F T L S I  P N L W C K I E  T H I  K L�e g 
I 7 23 13 21 1 1  IS 1 1  19 14 J J 22 25 1 4  1 :; 19 22 17 2.'i 10 IS 1 2  1 1  19 26 1 3  

0 S E R 0 I B J 0 P H X S V X G L Y U F Y A E L G K Line r 
25 19 \) l l  1 1  9 2() u 21 21 8 9 13 1 18 1() 13 Z2 18 25 8 18 1 23 12 25 

-

0 L A L F V E F H R N Z D X I X Z K V B G I Q P M L Line s 
2i; 1 21 24 1:! 1 1  13 19 15 3 13 2-1 g s :!1 13 1 13 12 1G 19 13 19 13 6 22 

-

R Y H A Q H Q U G Q X 0 U K C M P A Q U R N Z E A C Line t 
2 � l 19 19 4 5 10 1 i 7 12 6 20 4 l 0 1 17 l 0 17 7 8 6 8 17 25 4 21 

-

X N T X I C L R S Z 0 A A P H B I K S D C H R Y R S Line u 
15 15 :!3 ] () 2:l 22 16 18 6 2 7 22 7 4 23 15 3 13 15 3 23 22 24 17 2:J 1 

-

W W D Y C Q S K K U B J I Q W Q F J H N U K Z U S D Lin e  v 
;, i I 7 U G 21 4 14 24 22 4 21 2[} 14 4 8 2-1 5 I 14 20 14 17 21 10 1 6  

-

R I B N W M S C S F M N H Q D U P P U Q L U U R A H Line w 
2 5 H 10 16 !!-! 4 16 6 1 1  !G 1 1  18 14 l 4  G 10 25 15 1 1  H 2 2G IG 4 1 7  

-

� I  h I�; �X�F� J �� R � � � � � : � � Line � 

I t  will be noted t h n t  only tho first let ter of the  last  line is assigned n, number, beca use with 
the  enci phcrmcn t of the nPxt  let ter,  C\V3 has n d Yn.nccd one spn. ce .  (Refer t o  the key for  the 
disp n t ch . )  Only letters belonging to th e t ext enciph ered during the nondisplucement of  C'V2, 
3,  or 4 c tt n be distribu ted into t he same set of ca tcgorirs .  

The n  a frequ ency t nble is compiled in order to find those ca tegories which have the most 
represcnt n tin's.  I n  D. d dition to this feature of the work i t  is \\-ell to  prepare n n  index giving the 
eJ\Uct locus of each member of each c:1 t egory, so t ll u t  i t  can quickly be fou nd when necossnry. 
The t able or index of locu tions, giYing the exuet locus of each member of each ca t egory is shovm 
below : 

UFKUYAMZRAFUSDW 
mnnnnnpp r rs s t uv 

RENEZ 
qtuww 

PXSVDNUX 
1 opppsuu 

XPIQCRKOSKC 
l m t t t uvvvww 

OQSAMTJEVF 
1 1 1 l n o tvvw 

VJRXCFCOYMIMT 
1nnnn o s t tuvww 

JBOQTNQNSCMWOQF 
l lmmmnn o o o t tuuv 

HJOOYRXZT 
ppp r rs t tv 

ZQUBWGJLPQH 

1 { 
2 { 
3 { 
4 { 
5 { 
6 { 
7 

{ 
8 { 
9 

{ 
n o o op r r r rs v  

1 0  f ZKEYKKRUCHU 
l moppq t t t vww 

1 1  { HSVLNNWYBHIJNPX 
mmmnpqqqq r rswww 

12 { AEOAUMCWN m o o opq rs t 

13 
{ IRTAFQUQUIKOTBZBV 

opppqqq r rs s s s s s su 
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T A B L E  1 2 

14 { 
1 5  { 
1 6  

1 7  

{ 
{ 

1 8  { 

PGEALRXZGRSY 
npqqvvvvwwww 

NFSJMEFTWE 
l mn o suuuux 

GITBGTXHKDILOB 
nnnn o rsuuvwwww 

RIKKLPISLTVABGAD 
1 mmpppqq t t t t uvvw 

JEOLXSWZLQW 
mnnqq r r ruww 

1 9  { KCELXCICGOZFLYAGH 1 l mmmmppqqq r s s s t t  

2 0 { RBDPYZPY mmn o o o t v  

2 1  
{ YWBVMGSDJPB 

l op q r s s t vvv 

22 
{ TZLRDQHCVDJPZN 

1 l o o opqq rsuuuv 

23 
{ WDNHMFTBGISYC 

1 1 m o opq ruuuuu 

24 {r LUMWDWXNHPFAMUJ 
l l mmmnp r s s tuvvw 

2 5  { HVJDEXDEBQV nnqq r r rs tvw 

26 { MGYVPKA 
1mmoqrw 

Another table is now p repared , to show the  prefi x  nnd suffix t o  eyery member of c u ch 
category. This is exac tly an u logous to any ordina ry trigraphic frequ ency table used in cry p t ­
nnnJysis. It is shown on p age 7 G .  



1 { 
2 { 
3 { 
4 � l 
5 { 
6 { 
7 { 
8 { 
9 { 

10 { 
1 1  { 
12 { 
13 { 
14 { 
15 { 
16 { 
17 { 
18 { 
19 { 
20 { 
21 { 
22 { 
23 { 
24 { 
25 { 
26 { 
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TABLE 13 

7 18 6 16 6 
11 16 11 25 7 

9 17 10 13 18 25 13 10 23 5 
16 1 1  13 18 23 21 13 17 5 14 

13 22 6 16 14 
17 24 7 5 26 
5 21 13 12 19 15 15 15 
5 20 13 9 14 13 13 23 

23 7 19 20 25 7 21 22 14 24 16 
21 7 5 10 21 23 14 21 8 16 17 
15 3 17 22 11 7 4 1 24 2 
3 17 22 7 7 9 10 7 1 14 

24 16 7 24 16 12 13 12 8 18 9 16 14 
23 1 15 1 20 16 22 20 8 2 21 11 10 

5 23 4 11 5 14 23 22 9 17 17 2 22 5 
19 19 4 20 1 18 6 12 5 22 12 8 22 4 17 
14 19 11 24 25 9 7 6 4 
19 17 17 9 18 21 6 17 24 
1 20 5 12 3 19 1 1  26 8 24 17 1 22 26 7 24 11 26 21 13 8 6 

26 15 22 24 25 5 4 17 21 14 6 
12 22 23 1 18 17 1 17 16 16 25 
26 20 1 1 1 12 21 18 14 9 11 13 6 16 18 
17 7 24 5 8 19 18 19 22 11 9 13 16 18 14 
10 20 7 20 13 18 23 13 7 
20 6 20 9 3 1 1  25 16 6 
23 22 3 1 14 26 23 9 16 24 1 1 3 21 1 19 19 3 
15 3 12 21 19 2 21 1 22 11 19 24 1 12 19 6 15 
18 23 3 19 4 25 1 20 5 18 14 11 
7 8 13 1 1  24 4 20 17 10 14 6 2 

26 19 6 13 19 21 15 23 13 17 
5 26 16 10 3 15 23 3 3 -
1 25 15 1 6 18 12 23 22 10 10 

25 6 1 6 23 13 19 23 18 2 24 
5 1 1  18 8 17 8 22 2 10 1 10 
5 18 19 17 1 22 25 23 7 10 7 

17 24 7 10 1 1  1 22 8 16 1 1  25 
17 1 14 12 11 16 25 1 6 14 1 1 

4 1 1 26 
6 11 4 
8 24 7 14 4 

25 23 9 21 15 

7 7 23 17 24 20 8 21 13 1 1  11 25 13 16 13 24 19 
24 23 15 24 26 24 8 3 22 26 14 9 15 13 13 19 4 
7 12 G 12 3 20 6 1 1  

1 1  19 1 2  9 20 1 2  4 14 
4 26 13 3 9 1 8 4 6 4 17 

22 3 19 11 24 24 13 15 4 25 10 
5 21 10 9 7 17 19 11 13 6 23 7 23 24 

24 5 23 7 10 13 17 25 18 2 16 7 24 4 
6 19 24 16 22 10 17 1 15 16 4 3 17 
4 19 7 13 7 14 13 12 16 22 15 22 1 
19 22 19 1 1  19 25 9 21 21 13 2 22 14 8 16 
26 6 23 19 18 6 10 8 13 9 19 17 22 5 4 
16 1 17 22 25 18 12 25 17 21 10 
16 24 10 25 19 8 25 1 4 14 18 
24 15 19 9 19 9 2 
15 1 1  10 21 13 9 16 
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R efer now to  t able 12  and  i t  will be seen that  ca tegories 1 3  and  1 9  are of the  grea test fre­
quency, and they v.--ill t herefore be selected for experiment.  Ko·w, it will be noted that  of  the 
17  members of  ca tegory 1 3 , 7 of them occur in line s .  I t  is  extremely probable that  in t his l ine 
the number 13 represen ts one of  t he l e t ters of highest frequency i n  normal  plain-tex t ,  but  \rhich 
one? 

Assume i t  to represent Ep . Then wha t  wil l  the plain-tex t  YUl t! cs  of th o o ther 1 0  m embers 
of  this category be? Those 10 other members are as follows:  

One in l ine o; three in l ine p ;  three in line q ;  t wo in  l ine r; and one in l ine v .  

R efer n ow t o  table 1 1  and determine what pl ain-text val ues arc indicated ,  upon the assu mp­
tion that the seYen representatiYes of  ca tegory 1 3  in l ine & represen ts  Ep . Proceed ing along t h e  
s l ine of  t h e  table t o  E, the following ra l ues '"-ill be found in the same col u n m  i n  which E is located : 

Line o--plain-text Ya lue i s  OP 
Line p-pl ain-tex t Yn luc  is  Tp 
Line rz--plrrin-text Ynlue is  Ap 
Lin e  r---plnin-text. value  is  LD 
Line u-pl a in-tcxt Yn lue  is AD 

I n  other words, if t l 1 e  n u mber 1 3  in line s represents  Ep , then the  other  nwmbers of ca t egory 1 3  
would represent tb e le tters 0, T, A, and L, nl l  l e t t ers of high frequency. I f  n u mrricnl Yn lues be 
assigned to  those plain-text equiYalen t s  in n ccord n,nec wi tb  their frequency in normal  t <'xt (bnsed 
upon t able 2) ,  the  tota l  value  of  the hypothesis th n t  the number 13 i n  l ine s represen ts Ev is  
1 58 .6 units, determined as follows :  

Weigh ted Numerical Frequency Value o f  Category 1 3  

upon assumption tha t 1 3 = E 0  i n  l i n e s. 

Line in text Plain-text Fre q u e n cy of Numerical Weigh ted nul l l eri cal 
val ue occurrence fr.:.'(! l !C l l CY frequency value 

\'I1 I I I C  

0 0 1 7 . 4 7 . 4 
p T 3 9 . 0 2 7 . 0 
q_ A 3 7. 2 2 1 .  6 
r L 2 3 . 5 7 .  0 
8 E 7 1 2 . 6 I 88. 2 

u A 1 7 . 2 7 .  2 
---- -------- ----

I I Total = 1 58 .  4 

Sl39i3-34-6 
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But suppose the number 13 in line s does not represent Ev . Suppose i t  represents Tv . Then 
what is the total weight ed numerical frequency ntlue of t his hypothesis? It is us follows : 

Weighted N umerical Frequency Value of Category 1 3  

upon assumption that 1 3  = T v  i n  line s.  

Line i n  text Plain-text Frequency of Numerical Weighted n umerical , 

,·alue occurren ce frequency frequency Yal ue 
Yalne 

0 A 1 7 .  2 7. 2 

p y 3 2 .  1 6. 3 

q c 3 3 . 4 1 0. 2 

r I I 2 7 . 6 1 5. 2 

s T 7 9 . 0 6 3 .  0 

u N 1 7 .  6 7 .  6 

Total = 1 09.  5 

I 

The value of this hypothesis is only 1 09 . 5  units. In other words, the first hypo thesis , "·i th  
a total of  1 58 .4  units, i s  hal f  again as  probable as tho second hypothesis, with ! L  to t al of only 
1 09 . 5  units.  A condensed tnble of  to tal  values based upon the fixed hy po theses with respect 
to the value of  the nu mber 13 in line s (viz, t.hat i t  equals E ,  T ,  R ,  I ,  nnd N) is  as follows:  

P.-t. l Wtd . 

Line Freq.  
yal ue value 

in  o f  
text occ. ( 1 3 = E v  i n  

l ine  s) 

0 1 0 7 . 4 
p 3 T 2 7 .  0 
q 3 A 2 1 .  6 
r 2 L 7 . 0 
8 7 E 88.  2 
u 1 A 7. 2 

1 58.  4 

P.-t. l Wtd .  
,·alue Y alue 

( 1 3 = T " in 
l ine s) 

A 7. 2 
y 6 .  3 
c 1 0. 2 
I 1 5. 2 
T 63 .  0 
N 7. 6 

---

1 09. [j 

-

P.-!. 1 Wt d .  
val ue value 

( 1 3 = R D i n  
line s) 

E 1 2 . 6 
w 4. 2 
G 5. 4 
B 2. 2 
R 58.  1 
J . 2  

---

8 1 .  7 

P.-t. I Wtcl .  
value I v a l u e  

( 1 3 = I n  in  
l i n e  s)  

H 3 .  3 
X 1 . 5 
T 2 7 . 0 
E 25. 2 
I 54. 6 
z . 1 

---

1 1 1 . 7 

P.-t. l Wtd. 
\'alue value 

( 1 3 = N p i n  line s) 

z . 1 
u 9 .  0 
w 4 .  2 
0 1 4. 8 
N 53.  2 
R 8. 3 

---

8\J .  6 

---

It  is seen that the first hypothesis is by fn.r tbe  most probable one, and it will be n,ssnmcd 
to be  correct. The plai n-text yn,lues deri \Ted from it are at once inserted in the text, �\·herO\· or 
a member of category 1 3  is p resen t .  

Now refer to table 13 ,  and p n rticu larly to the prefixes and suffixes of the numbers of category 
1 3 .  They are as follows : { 23 2 2  3 1 14 2 6 23 9 1 6  24 1 1  3 2 1 1 1 9  1 9  3 

1 3  
1 5  3 1 2 2 1 1 9  2 2 1 1 22 1 1  1 9  24 1 1 2 1 9  6 1 5  

7 9  

A member of CfLtegory 1 9  occurs twice a s  a prefix, and three times as a suffix, five times in 
all . Find them in the cipher-text.  They are as follo·ws : 

Column_ _ _ _  F G 
Line q _ _ _ _ _ 1 3  1 9  

Column _ _ _ _  K L 
Line s _ _ _ _ _ 1 3  1 9  

Column _ _ _ _  Y Z A B 
Line s _ _ _ _ _  1 9  1 3  1 9  1 3  

I t  i s  certain that  in the l ine s,  1 9  represents a consonan t , R , N , S , or T , most probably R , on 
account  of i ts  frequency of combina tion with E .  Assume then , that in l ine s , number 1 9  repre­
sents RP . \Yhat will the other dingrnph of 1 3  and 1 9  in line q be'?  Referring t o  table 11 ,  it will 
be found thu t if 1 9  in line s of the tu ble is Rv, then in l ine q_ it is Gv, thus giving the digraph 
1 3- 1 9  in l ine q_ of the text the  Yalue E Gt>. 

Ass ume that 1 9  represents Nv . Then in line q, 1 3- 1 9  = E  Wv. 
Assume that 1 9  represen ts Sv. Then in line q, 1 3- 1 9 = E Uv. 
Assume that  1 9  represents Tt>. Then in line q, 1 3- 1 9  = E Cv. 

There is no t much ehoice to be made based upon a ny of tb ese hypo theses . Perh aps more 
l ight ca n be gained by determining what all the Yalues of 1 9  1'\'ould be upon the following 
hypo theses : 

Line in  Freq.  
text of occ.  

--- --

l 2 
m 4 
p 2 
q 3 
1' 1 
s 3 
t 2 

Line in 
text 

---

l 
m 
p 
q 
r 
s 
t 

P.-t. l Wtd . 
\'alue value 

( 1 9  in  line 
s = R ") 

Q 0. 6 
N 30.  4 
w 2. 8 
G 5. 4 
B 1 .  1 
R 24.  9 
y 2. 1 

--

6 7 . 3 

P.-t. l Wtd .  
value value 

( 1 9  in  l ine 
s = N v) 

y 4 .  2 
B 4 . 4 
u 6. 0 
w 4 . 2 
0 7 . 4 
N 2 2 . 8 
J . 4  

--

49. 4 

P.-t . l Wtd . 
value value 

( 1 9  in l ine 
s = S v) 

w 2. R 
I 30. 4 
K . 8  
u 9. 0 
F 3 . 0 
s 1 7 . 4 
T 9 . 0 

--

72 . 4 

P .-t. I Wtd . 
value I value 

( 1 9  in line 
s = T v) 

R 16 .  6 
K 1 . 6 
y 4 . 2 
c 9. 9 
I 7 . 6 
T 27 .  0 
H 6. 6 

--

7 3 . 5 

Freq.  

P.-1. 1 Wtd. 
value Yalue 

P.-t . l Wtd . 
ndue value I I 

P.-t. Wtd . , 
value value 

of oco.  
( 1 9  in  l i ! le  (I!) i n  l ine ( 1 9  i n  l ine 

s = D") s = L 0) s = C v) 

2 M 5. 0 0 1 4 .  8 A 1 4 . 4 
4 E 50. 4 T 36 . 0 F 1 2 . 0 
2 I 1 5. 2 s 1 1 . 6 B 2 . 2 
3 y 6 . 3 R 24 .  9 D 1 2 . 0 
1 u 3 .  0 D 4 . 0 v 1 . 3 
3 D 1 2 . 0 L 1 0. 5 c 9. 9 
2 I 1 5 . 2 c 3 .  3 s 1 1 . 6 

-- -- --

1 07 .  1 1 05.  1 63. 4 
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Of all t hese hypotheses , only two seem probable,  viz . ,  the ones which assume 19 in line s 
to equal DD and Lp, respectively. They give totals which are so close together that  i t  is impossible 
to tell which of the two is  correct. But if reference is made to the cipher t ext ,  in line t ,  columns 
G and H ,  the combination 1 9- 1 9  occ urs .  According to the hypothesis 1 9  in line s = D1, t hen in 
line t the 1 9- 1 9  eombination would equal  I Ip, 'vhich is  extremely rare in English ; whereas, 
according to the hypothesis tha t  19 in line s = Lp, then in  line t the 1 9- HJ combination would 
equal C CD, a very frequent doublet .  

I t  would seem then that  the  hypothesis that  1 9  in  l ine  s = LD is the best one of the lot.  
I nsertion of the values of 19 an d 13 throughout yields the follm,·ing : 

DI SPATCH N O .  3 

Key :  B LO I S  

n A  w . .  0 p Q R S T U V W X Y Z A B C D E F G H I J K L M N � � � � � C W 5 . . .  E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 
� 0 0 0 � 
B L 0 E 0 P Z X X 0 Z W T S R S F F B X K H Y X B Y Line 1 

7 19 24 25 15 5 3 5 17 5 22 24 6 23 4 21 22 5 7 19 23 
-

C M 0 E 0 

D N 0 E 0 

E 0 0 E 0 

F P 0 E 0 

G Q 0 E 0 

H R 0 E 0 

I S 0 E 0 

J T 0 E 0 

K U 0 E 0 

L V 0 E 0 

M W 0 E 0 

N X 0 E 0 

0 0 
J N I R N L I F K V 0 R A R B V Z U G V A C C N B T Line m 
19 1 5  26 1 1  l 7 18 17 19 24 23 7 4 7 20 1 1  7 1 1 1  24 19 26 10 1 2 20 19 2! 

-

T T T T 
Y L P C W T 0 L Q D V H A Z Z G Z P G J P F E R M Q Line n 
18 1 16 25 16 6 1 1 1  5 7 18 14 7 6 15 16 1 2.'i 24 5 1 9 1 15 5 20 -

U D P K F K Q E M D S 0 D L M 0 K R T D U V C A N L Line Q 
9 26 2 1  3 2 0  2 0  1 2  9 7 22 12 6 16 23 13 15 10 22 23 7 12 20 9 22 7 5 

0 
Z Q B 0 R W I U P F H Q 0 0 G X M T M I J M V U B Z Line :Q 
10 23 14 8 19 8 17 17 1 1 1  8 17 22 13 3 13 12 3 9 24 10 1 13 21 19 3 

s T T T s 
G A H P N G Q R J F T L S I P N L W C K I E T H I K Line g 
14 13 19 22 17 25 10 18 12 1 1  19 26 13 2 17 23 13 21 1 1  18 1 1  1!) 14 1 1  22 25 

A R R A A R 
0 S E R 0 I B J 0 P H X S V X G L Y U F Y A E L G K Line r 
25 HJ 9 1 1  1 1  9 26 9 21 24 8 9 13 1 18 16 13 22 18 25 8 18 1 23 12 25 -

D L L 
0 L A L F V E F H R N Z D X I X Z K V B G I Q P M L Line s 
25 1 21 24 13 Ll 13 19 15 3 13 24 9 8 21 13 1 13 1 2  16 19 1 3  19 13 6 22 -

E E L E E E L E L E 
R Y H A Q H Q U G Q X 0 U K C M P A Q U R N Z E A C Line t 
� ?.4 19 19 4 5 10 17 7 12 6 20 4 10 1 17 10 17 7 8 6 8 17 25 4 2 1  

-

c c 
X N T X I C L R S Z 0 A A P H B I K S D C H R Y R S Line u 
15 15 23 16 23 22 16 18 6 2 7 22 7 4 23 1 5  3 13 15 3 23 22 24 1 7  23 1 -

A 
W W D Y C Q S K K U B J I Q W Q F J H N U K Z U S D Line v 
5 7 17 9 6 21 4 14 24 22 4 21 25 14 4 8 24 5 1 14 20 II 17 21 10 1 6  -

R I B N W M S C S F M N H Q D U P P U Q L U U R A H Line w 
2 5 14 10 16 24 4 16 6 1 1 l G 11 18 14 14 5 10 25 18 1 1  14 2 26 I 6 4 1 7  

-

� � � � � � � � � � � � � � � : � � Line � 
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Only two categories ha.Ye been thus far determined . One  more will be  d etermined . 
Take the C CD in line t. I t  must be preceded by a vmvel , A ,  E ,  I ,  or 0 .  The category num­

ber of the letter concerned is 24 , one of high frequency. Here are the total different  values for 
the four assumptions :  

Line in text Frequency P.-t. value P.-t.  value P .-t .  value P.-t. value 
(24 = A v) (24 = E ") (24 = I ") (24 = 0 p) 

l 2 G J M F 
m 3 s Q E v n 1 u G L z 
p 1 c A I p 
r 1 z s u X 
s 2 Q y D K 
t 1 A E I 0 u 1 F H s G 
v 2 R T 0 s w 1 H u p T 

I 
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It is unnecessary to establish weight ed frequency values, for it is obYious that  the  third 

assumption is by far the best in its results .  Insert ion of these values at once enabl es assum p t ions 
to be  made for cert ain words in the pla in-text . For example , the dispatch is seen to s tart with 
the combina tion - 0 M; \Vhich suggests the trigraph C 0 M, or S 0 M ,  for the beginning of the  d is­
patch . Only a l i ttle more experiment is necessary and the  whole dispa tch becomes readily 
solvable. I t  is as follows : 

D I SPATCH N O .  3 

Key : B L O I S  

R A W  . .  O P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
� ; :;; � � cwL.E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D < ,.,. ., .- < 
....< v 0 0 ;::< 

B L 0 E 0 

C M 0 E 0 

D N 0 E 0 

E 0 0 E 0 

F P 0 E 0 

G Q 0 E 0 

H R 0 E 0 

I S 0 E 0 

J T 0 E 0 

K U 0 E 0 

L V 0 E 0 

M W 0 E 0 

N X 0 E 0 

P Z X X 0 Z W T S R S F F B X K H Y X B Y Line l 
7 19 24 2G 15 5 3 5 17 5 22 24 6 23 4 21 22 5 7 19 :.>3 -

C 0 M P L E T E G E R M A N F I R E C 0 N 
J N I R N L I F K V 0 R A R B V Z U G V A C C N B T Line m 
19 15 ZG 1 1  17 18 1 7  19 24 23 7 4 7 20 1 1  7 1 1 1  24 19 26 l 0 1 2  20 19 24 

-

T R 0 L S Y S T E M A V A I L A B L E T 0 U N I T E 
Y L P C W T 0 L Q D V H A Z Z G Z P G J P F E R M Q Line n 
18 1 16 25 16 6 1 1 1  5 7 18 14 7 6 15 16 1 25 24 6 1 9 1 16 6 20 

-

D S T A T E S F 0 R D I R E C T S A L E S Y S T E M 

U D P K F K Q E M D S 0 D L M 0 K R T D U V C A N L Line o 
1 2  6 16 23 13 15 10 22 23 7 12 20 9 22 7 [i 9 21i 21 3 20 20 12 9 7 22 

-

E M P L 0 Y S A L T E R N A T I N G C U R R E N T A 
Z Q B 0 R W I U P F H Q 0 0 G X M T M I J M V U B Z Line 2 
10 23 H 8 19 8 17 li 1 1 1  8 17 22 13 3 13 1 2  3 9 24 J0 1 13 21 I!J ;; 
N D H A S A C C U R A C Y T 0 T W 0 M I N U T E S 0 
G A H P N G Q R J F T L S I P N L W C K I E T H I K Line g 
14 13 19 22 17 25 10 18 12 1 I 19 21\ 13 2 17 23 13 21 1 1  IS 1 1  19 1 4  1 1  22 25 

F A R C S T 0 P G E R M A N S H A V E P E R F E C T 
0 S E R 0 I B J 0 P H X S V X G L Y U F Y A E L G K Line r 
25 19 9 l l  1 1  9 26 9 21 24 8 9 l :l 1 18 16 J:l 22 18 '2.'i 8 18 I 23 12 :25 

-

E D A P P A R A T U S A L 0 N G L I N E S N 0 W B E 
0 L A L F V E F H R N Z D X I X Z K V B G I Q P M L Line s 
25 1 21 24 J:l 1 1  13 19 15 3 13 24 9 R 21 13 1 13 12 16 19 13 HI 1 :; C. 22 -

I N G D E V E L 0 P E D B Y G E N E R A L E L E C T 
R Y H A Q H Q U G Q X 0 U K C M P A Q U R N Z E A C Lin c 1 
2 24 19 19 4 5 10 17 i 12 G 20 4 10 1 17 10 1 7  7 8 6 8 17 25 4 2 1  

R I C C 0 M P A N Y S T 0 P J A P A N E S E A B 0 U 
X N T  X I C L R S Z 0 A A P H  B I K S D C  H R Y R S Iinc u 
1 5  15 23 ](j 2:l 22 16 18 6 2 7 22 i 4 23 15 3 13 15 3 23 22 24 17 23 1 

-

T T 0 C 0 N C L U D E N E G 0 T I A T I 0 N S F 0 R 
W W D Y C Q S K K U B J I Q W Q F J H N U K Z U S D Line y 
5 7 17 9 f> 21 4 1 4  24 22 4 21 25 14 1 b 24 5 1 14 20 14 17 21 10 1 6  

P U R C H A S E 0 F S A M E S T 0 P G E N E R A L D 
R I B N W M S C S F M N H Q D U P P U Q L U U R A H Line w 
2 5 14 10 16 24 4 Hi G l 1  16 l l  18 14 14 6 I 0 25 18 1 1  14 2 26 16 4 1 i 

-

E S C R I P T I 0 N I N A C C 0 R D A N C E W I T H � � �  � � : � � � � � � � K R Y S V Line .?:; 
M 

SECTION XII I  

RECONSTRUCTI O N  OF OTHER ALPHABETS 
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Study of keys _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  67 Results of com pl ete recoustruction _ _ _ _ _ _ _ _ _ _ _ _ _ _  7 1  

64 . Purpose o f  reconstruction .-H a Ying rrconstruc ted Alph a be ts 1 and 5 ,  i t  i s  ob vious that  
i f  A lphabets 2,  3 ,  n. n d  4 cou ld  be  reconstructed,  then a ny message could be solved direc tly from 
the sl id ing s t rips,  p roviding the  full ke.y,vord for each message were known . It wil l  now be sh own 
wh a t  the preliminary reql1 iremcn ts for such a. recons t ruct ion n. re, and how, i f  t hese arc met, th e  
process c an  be a ccompl ished . 

65 .  Preliminary requirements to the reconstruction.-I t may be s ta ted at th e outset ,  that 
rr. p rerequ isi t e to t h e  reconstruc tion of Alphabe ts  2 ,  3 ,  n nd 4 is 11 kn owledge of the  com plete k ey 
set t ing for a cert a in num ber of d ispa tch es . This is the  crrse C\�en though d ispatches may b e  
solved b y  d eta i led ann lysis \Vi th o n l y  n knowledge of the  set t ing o f  L A  \V, C\V l ,  3 ,  5 ,  a n d  RA \.Y. 
The prin cipa l p u rpcsc of reconst ruc t ing AL2, 3, nnd 4, is  to elim ina te  the  n ecessi ty for this 
d rt ni led u n u lysis n long t he l in es indicu ted in th e preceding sec tion . 

Another prrrcq u isi t e  t o  the rrconstn1 c t ion  is the possC'ssion in the se t  of d ispa teh es of cert ain 
ones rncipherecl by means of specific relat ive  set t ings to  be described below. Lacking such 
messages, the procPss cannot be n ccom plished , blJ t fa i l ure to hnve the requisi t e  dispa tch es, when 
a considern blr a molmt of t h em n re ava ilable for study,  would be rn ther rn re ,  as  will be a pparent 
when it is s tn t ed t l w t in the  set of b u t  1 0  dispn tches herein s tudied there were found three ca ses 
wbicl1 met the requ ired condi t ions. 

6 6 .  C o mplete  keys for the disp atches herein analyze d .- I t  was sea ted in  pa ragraph 47, 
sect ion :X:,  t h n t  t l 1 e  key set t ings for C\V2 a n d  4 were not ind ica ted for the set of 1 0  dispa tch es 
prepared by t h e  Code and Signa l  Sec tion , Navy Department.  I t  ma.y be well to  s tate t h e  
reasons therefor.  

It hns been shown tha t  the perm u t n Jions of the a u tom a tically d isplaced G\V l ,  3, and 5 
yiel d an enciphering key of 1 7 ,576 let t ers . 1 1 anua l  d ispl acemen ts of C\Y2 and 4 yield 6 7 6  sets 
of such keys . The theory behind the secrecy of GW2 and 4 was tha t  each st a tion could be 
ussigued a diO'e t eu L  j JHt t  of  kt·.> ::,dtingb for these Cwo wheel�,  and thu8 avoid tho accidental 
enciphermcn t of two d ispatch es by d i fferent s ta t ions,  in exactly the sa me key .  

N o w  from a considera tion of  wh<l t  hns  gone before, i t  wil l  b e  obvious tha t such n procedure 
would be more or less fu t il e. First ly, i t  wou ld  ren l ly m ake the solu tion of  dispa tches from the same 
s ta t ion en sicr , because a ll dispn tch cs origina t ing from it  would be in the same setting as regard s 
CW2 n.nd 4 .  Secondly , in order to comm u nica te with nny s ta tion , a special key-setting code,  
s l JOwing wha t  the set t ings for each station are, wou l d  h ave to  be at hand at every stat ion, and 
tbis list woul d have  to be eba nged and d istribu ted frequ ently, entail ing many practical d iffi­
cu l ties. Tl 1 ird ly , so far as the writer can see, t h e  chances of two stations enci phering two mes­
sngos by exa c t ly tbe sn. m e  key (of seven letters , if given complete )  would be somewhat remote,  
being in the ra tio of  1 :  26; or about  1 i n  1 0  bil l ion ; even if  i t  did occur, the sol u t ion of only 2 or 
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3 messages in identical  keys, by the superimposition method, would be utterly impossible .  At 
least 50 such dispatches would be a minimum for tha t  method of solu tion . The chances for a 
set of sta tions selec ting on the same day the same keyword 50 times are exceedingly remote. 

Usage of the m achines in th e military service would require th a t  the entire keyword of 
seven lett ers be indica ted for each messnge, so tb n t  every sta tion could communicate with every 
other one with o u t  reference to nny code book giving key settings, or to any secret list giving the 
settings for any cipher wheels . 

\\7ith this in mind,  it was desirn ble to see how difficult  the reconstruc tion of AL2, 3, and 4 
would be under such circumstances. Having first satisfied himself that such a reconstruction 
is absolutely impossible without a knowledge of the key settings applicable, and having already 
recovered and demonstrated the plain text of  all ten test dispatches the writer requested the 
Code and Signal Sec tion to indica te the key settings for G\V2 and 4 for the 1 0  messages . He 
was informed th a t  the set ting for C\Y2 v,ras  the same as for CW3 , that for CvV4 the same as 
th at for CVF5, in each respective keyword . For example, in  the keyword AGRAM (Dispatch 
N o .  1 ) , C\V2 was set to R, and C\V4 to A. The list of  complete keys is therefore as follows: 

Setting 
Dispatch Kcy\\'ord 

LAW C \V l  CW2 C V{3 C W4 C W .5 R A W  

-- -- -- -- -- -- ----

1 A G R A �vi _ _ _ _ _ _ _ _ _ _ _ _ _  A G R R A A M 
2 conAN _ _ _ _ _ _ _ _ _ _ _ _ _ _  c 0 B B A A N 
3 BLOIS _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  B L 0 0 I I s 
4 A GAl'\ A _ _ _ _ _ _ _ _ _ _ _ _ _  A G A A N N A ! 
5 CUNEO _ _ _ _ _ _ _ _ _ _ _ _ _  c u N N E E 0 
6 DOVElL _ _ _ _ _ _ _ _ _ _ _ _  D 0 v v E E R 
7 GENOA _ _ _ _ _ _ _ _ _ _ _ _ _  G E N N 0 0 A 
8 HAG UE _ _ _ _ _ _ _ _ _ _ _ _ _  H A G G u u E 
9 M 0 N TE _ _ _ _ _ _ _ _ _ _ _ _ _  M 0 N N T T E 

1 0  N E PAL _ _ _ _ _ _ _ _ _ _ _ _ _ _  N E p p A A L 
---- -

67 . Study of keys .-This l ist was then c nrefully examined to fi n d  two messages which meet 
the following requirement, viz, th a t  as regards C\V2, 3, and 4 there should be a case in which 
the two dispa teh es should h a ve th e same pair of key let ters indicating the initial setting for C \V2 
a nd 3, or for CvY3 and 4. The purpose in  finding such messages is, n a turally, to be ahle to com­
pare th e cipher result a n t  of tv,·o speci fic  cases "rh erein the differences in the cipher resultants for 
the same plain-text lettt�r will be due solely to the displacemeu L of a siu gle civher wLeel . Tllree 
dispa tches were found to conform to this requirement,  viz ,  nos. 5 ,  7, and 9. In these three mes­
sages CvV2 was initia lly set a t  N, a nd likewise C\¥3 , a lthough of co urse the similarity between 
the setting l e t ter  on G\Y2 and 3 was only a condition arbitrarily brought about by the system 
adopted by the Code and Signal  Section, and is not a necessary condition to be met. The setting 
of C'V2 and 3 in each dispa tch cnn be differen t ;  it is only tha t  for th e purposes of this recon struc­
tion the pair of settings for C\V2 and 3 for one dispatch coincide with tha t  for G\i\12 and 3 for 
another dispatch . Considering only nos .  5 and 7, it  will  be seen that  whatever difference there 
be in the cipher resultants for the same pln in-text letter enciphered in the same position as  
regards C\Y l , 2 ,  3 ,  a n d  l5 ,  will be d u e  solely in  the difference in the position of  C \V 4 .  In no.  5 ,  
CW4 is set  at E, in no .  7 ,  at 0. 
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68 .  Procedure in recon struction of AL4.-Set AL5 and R FS in j uxtaposition, and prepare 
a strip for AL4 , writing NCAL4 on the upper half of the strip .  Above the AlA strip place a 
sequence of numbers representing the series of contacts of the fourth bakelite separator, w h ich 
is to act merely as a basis of reference,  as will  be explained presently. 

Set the strips as shown below, where E of N CAL4 is at SET to correspond with the key 
letter applicable in CUNNEEO, a.nd AL5 is arbitrarily set at A : 

1 2 3 4 5 6 7 8 9 1 0  1 1  1 2  1 3  1 4  1 5  1 6  1 7  1 8  1 9  20 2 1  22 23 24 25 26 

BS4 _ _ _ _ _ _ _ _ _ • • . . . . . • . . . . . . . . . . • . . . • . . . 

� 

AlA{ � � � � � � � � � � � r: � � � � � � � � � � � � � ��1 � � � � � . .  
I A B C D E F G H I J K L M N 0 P Q R S rT U V W X Y Z A B C D . . .  AL5_ I ' · 1 H R Y M S L A J I W C K U Q F N V X E D P G T B Z 0 H R Y M • . •  

RFS _ _ _ _  - - - - T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 
As a starting point for reconstructing MCAL4 insert the letter A u nder M of N CAL 4 .  Con­

sider now some plain-text letter, 0, which enters the LHC's  of AL4 from the ninth contact of 
BS4 .  The cipher resultant,  with AL5 set at A, will b e  Ic . 

N o w  apply t h e  I b asic cipher-text sequence of table 9 to the cipher letters of t h e  first line 
of the CUNEO dispatch and try to find a coincidence between a letter of  this basic seq uence 
and a letter of  the cryptogram . Thus :  

C,i\!5 _ _ _ _  E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 
Line U, CUNEO _ _ H K W Z A R R P B Q B I V Y S M P D M Q M V U D C 
B��co�e������-���:� I T A V E K C M Q 0 S G Z J B R U P W L Y 0 F X H D I T A V 

No coincidence is found.  Apply the basic sequence to the next line of text:  

C W  5 _ _ _ _ E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 
Line V, CUNEO _ _  � M Z X D P I D L I A W W U B Q M E Z P I X 1 S N H 
a;��t�e������-���:� I T A V � K C M Q 0 S G Z J B R U P W L Y 0 F X H D l. T A V 

Here it will be seen that the letter Ec of the cryptogram coincides with E of the basic sequence.  
Referring to the plain-text of the dispatch it  is seen that Ec here equ als GD . The following 
equation may therefore be written : 

CUNEO. Ec, key VN N EE ,  = G v 

I t  is necessary now to transla te this Ec to some value present in the GENOA message. Since 
the key setting for C\Vl in the CUNEO dispatch when the particular E0 under discussion was 
enciphered was V, and since the key setting for C vV 1  as regards the first line of the GENOA 
dispa tch was E, it becomes necessary to fin d  what plain-text letter Ec would represent in the 
CUNEO message if CW1 were at V. Hence, reference can b e  made to the table of basic plain­
text sequences (table 1 1  ) .  I t  will b e  found that :  

(CUNEO) If  Ec in locus Ev = Gt>, then 
Ec in  locus Ee = Tv. That is, 

(CUNEO) Ec,  key ENNEE, = Tv. 
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R efer now t o  the E line of the GENOA message :to see if  there happens to be a TD in the l ine .  
It  \vill be found  tha t TD in locus Ye = Sc · The following pa ir of equations is then at hand : 

CUNEO. Tp, Key : E N N EE, = Ec 
GENOA. Tp, Key :  E N NOY, = Sc 

These two equa tions are comparable except in t'vo terms , viz, those concerning C\V4 and 
C\Y5 . I t  is  easy enough to make them correspond as  regards C\V5 . I n  the CU N EO dispa t ch 
the enciphermen t equa t ion applies t o the  case where C\Y5 is set a t E ;  in the  G E N OA dispn t ch , 
it is set a t  Y. The m a tter of reducing the second equation to the case where C\Y 5  would b e  
a t  E is merely one of reference to the table of basic ciph er-t ext sequences.  Th u s :  

G E N O A .  If TD, key E N N OY, = Sn then 
Tp, key ENNOE, = De 

Now t here are at hnnd two eq u a tions in which the enciphering conditions are identical 
except  as regards CvV4 . These equations are :  

CUN EO .  TD , key ENNEE, = E c 
GE I\OA. Tp, key EN�OE, = De 

( 1 )  
(2) 

These equ ations can now be used to give informa tion wi th respect to 11CAL4 . 

Hofer to the sliding strips, a n d  set them in t h e  following positions : 

B S4 _ _ _  _ 

ALL - � �  
J A AL5 _ _ _ 

l H 
RFS _ _ _ 

1 2 3 4 5 6 7 8 9 10 1 1 12 13 H 15 )6 1i 18 19 20 21 22 23 24 25 26 

t 
B C D  E F G H I  J K L rM N 0 P Q R S T U  V W X Y Z Al B C D  E F . . . 

. lL . . . . . . . . . . . . : j . . . . 
B C D  E F G 1H I J K L M N 0 P Q R S T U V W X Y Z A 1 B C D  E F . .  . 

R Y M S L A lJ I W C K U Q F N V  X E D  P G T B Z 0 h) R Y M S L . .  . 
T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

I t  will be seen tha t  the enciphering current,  in order t o  sa tisfy t h o  first of t h e  foregoing 
equations, must en t er that LHC of C \V4 which is arbitrarily designa ted , merely u s  a reference , 
Ly the n umber 0 of B S 1 .  B earing t his i n  mind slid e  A 1 A to  thr. fol1ow1nE posi tion (to corres­
pond with the key letter 0, for C \Y4 in the GENOA· dispat ch ) . 

1 2 3 4 ,'i 6 

BSL _ 
8 9 10 11 12 13 14 15 16 17 J S  19 20 21 22 23 24 2S 26 . . . 

t 
AL4 _ _ _ {� � � � � f� � � � :  � :  � � � � � � � � � � � � � � � � � � � � : : :  1 A B C D  E LF G H I  J K L M N 0 P Q R S T U  V W X Y Z A B C  D E  F . . .  
AL 

r t \ 5 _ _ _  l r-1 ------' , 
H R Y M S LL A J I W C K U Q F N V X E D P G T B Z 0 H R Y M S L . . .  

RFS _ _ _ T Y 0 E U M X DJ F J Q V K W B N S H C I L R Z A G P 
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I t  will be found tha t in order to  produce the  cipher letter Dn giYen by t h e  second eq ua t ion , i t  
will  be necessary t o  insert t h e  letter P under W o f  N CAL4 .  Thus :  

1 2 :3 4 5 6 7 8 !) 1 0  1 1  1 2  1 3  1 4  1 5  1 6  1 7  1 8  1 9  20 2 1  22 2 3  2 1  :!5 �6 

BS4 _ _  

t 

l
K L M N 0 r P Q R S T U V W1 X Y Z A B C  D E  F G H I  J K L M N 0 P . . .  

ALL - -
. . A • • [ .  • • • • • • PI . . . . . . . . . . . . . . . A l A B  C D  E 1F G H I  J K L, M N 0 P Q R S T U  V W X Y Z A B C  D E  F . . .  

AL5 _ _ _ I r-----.....--J 
H R Y M S lL A J I W C Kj U Q F N V X E D P G T B Z 0 H R Y M S L . . .  

RFS_ _ _  T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

This means that  in N CAL4 t h e  l e t t er P must be situ ated , rela tiYe to the l e t ter A, i n  the position 
I 2 3 4 5 6 I 8 9 10 1 1  

A . . • . . . . . .  P. 
Now move AL4 back to the k ey-letter E position,  and AL5 back to the key-let t er A posi t ion . 

Thus:  
1 2 3 4 5 6 8 9 10 1 1  12 1 3  1 4  15 l(j 1 7  18 19 20 21 22 23 24 25 26 

B S4 _ _  

t 
AL4 _ _ _  

l � � � � � � � � � � � � : � � I� � � � � � � ;; � � � � � � � � � : : :  
l A B C  D E  F G H I  J rK L, M  N 0 P Q R S T U · V W X Y Z A B . . .  A.L' [ ' I � i) _ _ _ 

-. ; H R Y M S L A J I W C K U Q F N V X E D P G T B Z 0 H R . . .  
R FS_ _ _ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

Assume n, p l a i n-text let t er ,  e, wh ich in enciphennent fin u lly e n ters t l w t  LIIC of C\Y4 

d esigna ted hy t lw n u mber 1 9  in BS4 , bcncn t h  which is t h e  ne,vly fou n d  Y n l u e  � of  AIA.  The 
ci p b r.r rcs u l t n n t  of eP  WOl.Jld be Qc ,  when C\V5 is at  A. 

Now a p ply t h o  Q bnsic cipher-text  scq mmce t o tlw Cl!NEO d ispa t ch , and t ry to find a 
coincidence between a mem bcr of this sequ ence and one of the cryp togra phic text .  The following 
case ·will be fo und : 

CUNEO. Lc, key Z N N ES, = UD 
By reference t o  tho table of br.sic plain-text sequ ences, t n bl e  I I :  

CUNEO . If Lc, key ZKNES,  = Ur, then 
L r ,  key E N N ES, = H1> 

H eferring to the GENOA message , lin e  E, there is no ea se \\·l! cre t he l e t t e r  Hv occ urs . B u t  

th is does not p u t  a n  and t o  t il e  im·est iga tion b y  a ny m c n n s .  I t  i s  m erely nccess n ry t o  t ra n sl n t e  
t h e  eq ua t ion in t o  t erms o f  a n  F line o f  t h e  GEJ'\O.A d isp a t c h ,  and t his c a n  b e  done by menus o f  
the t a ble o f  basic plain-text sequences (table 1 1 ) . Thus:  

C'C�EO. I f  Lc, key EN NES, = Hp, then 

Lc, key FN N ES,  = Ep . (3 ) 

Referring to line F of t h e  GENOA message, it \\ill be fou nd that 

GENOA. Ev, key FNNOI,  = Xc 



It  follows, therefore, that 

G E KOA. Ep, key FXNOS, = Uc 
Putting together the two basic equations : 

CUNEO. Ep, key F:N"NES, = Le 
GEN"OA. Ep, key FN NOS, = Ue 
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Set the sliding strips to the following position : 

(4 ) 

(3 ) 
(4 ) 

1 2 3 4 5 6 7 8 9 10 l 1  12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

BS4 _ _ _  _ 
. . . . . . . . . . . . . . . . . . . 

t { A B C D E F G H I J K L M N O lfP Q R S T U V � X Y  Z A B C D E F  
AL4 _ _ _ _ _ I 

. . . . . . . . . . . . A . . . . . . . . .  pJ • . • . . . • . .  

ALS _ _ _ _  

-{ 0 P Q R S T U V W X Y Z A B c 10 E F G H I J K L �� N o p Q R s T 
F N V X E D P G T B Z O H R Y M S L A J I W C K � Q F N V X E D  

RFS_ _ _ _ _ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

It  will be seen that  equation (3 ) is sa tisfied, in thu t  ()P (which here enters into AL4 from the 
nineteenth contact of BS4 ) equals Lc. 

Then moving AL4 to the following position : 
I 2 3 4 5 6 7 8 9 lO 1 1  12 13 14 15 I 6 17 1 8 19 20 21 22 23 24 25 26 

BS4 _ _ _  _ . . . . . . . . . . . . . . . . . . . . . 
t ! K L M N 0 P Q R S T U  V W X Y Z A B C  0 E F GJ H I J K L M N 0 P 

A� - - - - - 1 0 P � R S T U V I� X Y Z � B C D  E F G H r [� � � � L M N 6 r � R s T 
ALo _ _ _  - - 1 

F N V  X E D P G [T B Z 0 H R Y M S L A J I W C K U Q F N V  X E D 
RFS _ _ _ _ _ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

and trncing Uc bnckw:ud , it will be seen that F m ust be inserted under G of N CAL4 t o  satisfy 
equation (4) .  This gives the following placements in �1CAL4 : 

1 2 3 4 5 6 7 8 9 10 1 1  12 13 14 15 16 I i 1!'l 19 20 21 22 23 24 25 26 

F . . . . .  A . . . . . . . . •  P • •  

As practice, let  the reader corrobora te  the following cases: 

CUNEO 
{ C (' , kev WNNEN, = Op 
Ce , key E N NEN, = Rp 

Rp, l�ey E N NO�, : P c } GENOA Rp, key E N NON , - J c 

Result :  I n  AL4 : Place K under Q o f  NCAL4. 

CUNEO { Me, l�ey ���EF, : Cp 
Me, 1\.cy FN NEF,  - PI> 

Pv, key FNNOR , = Tc } GENOA Pp, key FNNOF, = Fe 

Result :  In AL4 : Pl ace H under K of NCAL4. 
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Continuation of this process yields the following : 

AL4 { A B C  D E  F G H I  J K L M N 0 P Q R S T U  V W X Y Z - - - - Y . R . I . F . J H . A . B . K . S M . P . G . 

Only half o f  the l\1CAL4 has been reconstructed, and i t  would seem ns if nothing further can 
be done because one of those irritn ting circumstances in nlphabet reconstruction, where only 
half of the cycle can be recovered , bas  here been enco1m tered : the key settings for C\V 4 
for the two messages are an even number of intenals npart ,  and only tv;o h alf-cycles can be 
recovered . 

I t  would ,  of co nrse , be possible to construct the two halves independently, and then try 
to assemble them correctly, but  the process of assembling is apt  to be very difficult . Ano ther 
way can be and v;as  chosen out of  the difficulty . 

If only one letter of the second h alf-cycle can be inserted in its proper position , then recon­
struction of this second half-cycle cnn be completed by reference to the same two messages, 
CUNEO and GENOA . But  how can the correct position of this single letter be determined ? 

I t  will be remembered tha t  there was nnother dispatch in which C\V2 and 3 were a t  the snme 
key set tings as  in the CUNEO and G ENOA dispatches, -viz ,  the :M O :r\ TE ,  Dispn tch No.  9. 
Fort unately , tl1 e two key set tings for C"T4 in the CUNEO and �fONTE messages are an  odd 
number of intervals n part (E to T = 15 interYnls ) ,  so tha t  any -va lue  deri\·ed from the applica tion 
of a placement in AL4 from the CUNEO message will be sure to initiate the seeond half of the 
eyele a t  the proper poin t .  

Set  the strips to  the following positions : 

1 2 3 4 5 6 7 8 9 10 1 1  12 13 14 15 Hl 17 18 19 20 21 22 23 24 25 26 
BS4 _ _ _  _ . . . . . . . . . . . . . . . . . . . . . . . . . . 

t 
E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 

. I . F . J H . A . B . K . S . M . P . G . Y . R AL4 _ _ _ _  { 
AL5 _ _  - - { A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

H R Y M S L A J I W C K U Q F N V X E D P G T B Z 0 
RFS _ _ _  _ T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

Assuming a current to enter AL4 from the ninth contact of BS4 , the cipher letter would be T0•  
Applying the T basic cipher-text sequence to the CUNEO dispatoh, the following case is found : 

Line  2, key V _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 

Basic sequence No. 14 ,  table � - -

E F GH I J KLMN O P QRS T U V WXY Z A B C D  
EMZXD P I D L I A W W U B Q M E Z P I X I S NH 

T FX I GMB J A U VK  . . .  

Referring to  the plain text of the dispa tch , i t  is seen that  Me in the position shown repre­
sents CP . This yields the following : 

{ M key VNNEF, = Cl> 
• • • . • . • • . • .  (1 ) 

CUNEO M
e' 

key ONNEF, = Nil · · · · 0· N. ;N· TA = Yc } J\10NTE 
e , 

N key � � ' 

(<J ) v, 1 ON N TF , = Ic · · · ... Np, (ey 



00 
Place the slid i ng strips to correspond with the first eq u a t ion ; thus : 

BS4 _ _  - ­

ALL - 1 : . 

AL5 - - - - l 
RFS _ _ _  _ 

1 2 3 4 5 6 i 8 9 10 1 1  12 13 H 15 16 17 18 19 20 21 22 23 24 25 26 

i 
E F G H I  J 1� L M N 0 P Q l R S T U  V W X Y Z A B C  D .  

I J  
I . F .  J · I H . A . B . K .  S . M .  P . . G .  Y .  R .  

F G H I J 1K � M N 0 P Q R S T U V W X Y Z A B C D E 

L A  J I w \�- U  Q F N V  X E D  P G T B Z 0 H R Y M S 
T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

i 
On t rneing t h e  pa th taken by the  current,  backward from RFS, it is seen tha t the thirteenth 

cont ac t  in B S4 is the one involved . 

N o w  moving A L4 to th e key let ter T (for :MONTE),  and tracing I c ba ckward , it will b e  

found t h a t  Q m ust be inserted under F o f  N CAL4. Thus : 

1 2 3 4 5 6 7 8 9 10 I I  12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

BS4 _ _ _ _  _ . . . . 

l . 
A L4 _ _ _ _ _  I

T u v w X y z A B c  D E [� G H I  J K L M N 0 p Q I R s 

1 . M . P . G . Y . R . I . F . J . H . A . B . K . S 
F G H I J K L M N 0 P Q R S T U V W X Y Z A B C ]J D E 

AL5 _ _ _ _ _  � 
L A J I W C K U Q F N V X E D P G T B Z 0 H R Y M S 

RFS _ _ _ _ _  T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 
i 

From t hat po in t on, the two origin al CU N EO and GE NOA d ispa tches may be u sed t o  
comp le te the reconstruction . Th us : 

U 'I.T '\J I;' J = Hl.J { A key "" l"' L'.J• ' 
c u : •mO A:: key FN N ICJ, 

� �' k ey FN N OQ ,  � T, } 
G ENOA LJ I  '\T NOJ = He MD, k ey F..c'<l , • ' 

Resul t :  Ia AIA :  Place L under r of NCAL1 .  
Continuation of  th is process soon yields the c omp lete alph abet, which i s  ns follO\Ys : 

f A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z AlA - - - - - l y E R T I Q F N J 0 H V A W B L K D S X M C P Z G U 

G9.  Proce dure in rec onstruction of AL3.-Having reconstruc ted AL4 the  next thing to do 
is t o  recons tru c t A L3 .  F o r  t h is , after A TA ( o r  A L2 )  has  been reconstructed, only o n e  
dis p :l tc h  i s  n occssn,ry , pro\-id ing G \V3 h a s  been a u toma tically d ispbced during the co urse o f  
i ts cn ciph erm en t . The GE.:\OA d ispa tch was emp loyed . 

9 1  

The following equ rr t ions m ay b e  stu died : 
Since Xc,  key F � J\ O D ,  = Sp,  th en 

Xc, key LN J\ O D ,  = TD . . . . . • . . . • • ( 1 )  
But Tp ,  key LNOOI,  = He ,  hence 

Tp, key LNOO D ,  = Tc . . • (2)  

Here there a re two enciph erments of the same pln i n-tex t le t t er , Tp.  In the  first c ase C\Y3 
was at N, in t.h e  sec ond , a t  0,  wit h  a ll t h e  o ther cipher IYheels at the same p osit ions i n  both cnscs .  

Aga in a. set of slid ing s t rips is a na nged , with AL4 , AL5 , a n d  .RFS as t h e  knowns , A L3 t h e  

un known which i s  t o  b e  reconstruc ted . A s  before , a series o f  nu mbers represen t ing the con t a c t s  

o f  a b a kel it e sepa rator, BS3 , m ay b e  used merely us  a basis o f  reference.  
R eferring now to t h e foregoing equa tions,  sinc e in ( 1 ) AL3 is a t  N, a nd AL4 at 0, ,.,.-it h  A L 5  

at D (key LN NO D ) ,  the cipher letter Xc , v.·-hen t raced bnck: wa rds from R FS brings one to R i n  

N CAL3 . Assume as an n rbit,rn ry s ta rt ing poin t tha t the  cu rrent for this l e t ter Tll en ters C\Y3 
from the  20th con tact of BS3 . The le tt er G of .N CAL3 is found benea t h  this  conta c t , al ld 
hence R may be inserted under the G. Thus : 

BS3 _ _  - - - -

AL3 _ _ _ _ _  _ 

AL4 _ _ _ _ _  _ 

AL5 _ _ _ _  - -

RFS _ _ _ _ _  _ 

1 2 3 4 5 (l 7 8 9 10 1 1  12 13 14 15 Hi 17 18 19 20 21 22 23 24 25 20 . . . t l N 0 p Q-R s T u v w X y z A B c  D E  F GI H I J K L M N 0 .  

I J  
• • • • . • • . . • • • • • • • • . . R • • • • • • • • • 

{ 0 P Q R �] T U V W X Y Z A B C 
B L K D S X M C P Z G U Y E R 

l D  E F G �1 K L M N 0 P Q R 

M S L A J I W j C K U Q F N V X 
T Y 0 E U M � D  F J Q V K W B 

i 

D E F G H I J K L M N 0 P 
T I Q F N J 0 H V A W B L 
S T U V W X Y Z A B C D E . 

E D P G T B Z 0 H R Y M S 
N S H C I L R Z A G P 

Now for the second rcp t a t ion : T"' lccy LNOOD , = Tc .  The cu rren t wi ll u gn in enter A L3 
from con ta c t 20 of BS3 ,  b u t  AL;) will n o w  be a t 0 .  Trueing th e cipher le tter Tc backward 
from H FS, i t  will be foun d  that B must  be insert ed under H of N CAL3 to sa t isfy t h e  equa tion.  
T h u s :  

1 2 3 4 5 6 7 8 9 1 0  1 1  12  1 3  J-1 1 5  1 6  17  1 8  1 9  20 2l  2 2  2 3  2 1  2 5  26 

BS3 _ _ _ _ _  _ 

"' j O  P Q R S T U  V W X Y Z A B C  D E  F G H1 I J K L M N 
AL3 _ _ _ _ _ _ I J . . . . . . . . . . . . . . . . . .  R B . . . . • .  

AL4 _ _ _ _ _ _  1 0 P Q R S T U  V W X Y Z A �  C D � · F G H I  J K L M N 

B L K D s X M c p z G u y lE R T I I Q F N J 0 H v A w 

ALS _ _ _ _ _ _  
J r� E F G H I J K L M N 0 P Q R S T U V W X y z A B c 

l M S L A J I W C K U Q F N V X E Dl P G T B Z 0 H R Y 
RFS _ _ _ _ _ _ 

lT Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 
i 
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Then AL3 is again slid back to key letter N, AL5 back to A, and the new placement � is 
used as a basis for determining the next insertion in 11CAL3 . Thus:  

B S3 _ _ _ _ _  _ 

AL3 _ _ _ _ _  _ 

AL4 _ _ _ _ _  _ 

AL5 _ _ _ _ _ _ 

R FS _ _ _ _ _ _ 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

t l N 0 P Q R S T U V W X Y Z A lB C D  E F G H1 I J K L M I i J 
. . . . . . . . . . . . . . . . . . .  R B . . • • •  

0 P Q [R S T U  V W X Y Z A B C1 D E  F G H I  J K L M N 

B L K D S X M C P Z G U Y E RJ T I Q F N J 0 H V A W [ A B C  [D E F G H I  J K L �� N 0 P Q R S T U  V W X Y Z 

H R Y lM S L A J I W C K UJ Q F N V X E D P G T B Z 0 

T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

The new value � when traced through yields Kc .  Referring to the cryptogram and applying 

the K b asic cipher-text sequence ( table 9) to the text, the first coincidence is found in locus 

Uh, where De = FD . 
The following equa tions resul t :  

GENOA 
( 1 st part) 

GENOA 
(2d part) 

Since De, key H N NOU, = FD, then 
De, key LN NOU, = CD . . . . • . . • • • ( 1 )  

But  CD , key LNOOT, = Ac, hence 

C1>� key LNOOU, = Vc • • (2) 

These two equations are now used to give an additional placement in 1-1 CAL3 . 
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Referring to the strips , the follO\ving .is the new resu lt : 

BS3 _ _ _ _  _ 

AL3 _ _ _  _ 

AL4 _ _ _  _ 

AL5 _ _ _  _ 

R FS _ _ _  _ 

BS3 _ _ _ _  _ 

AL3 _ _  - -

AL4 _ _ _  _ 

AL5 _ _ _  _ 

RFS _ _ _  _ 

1 :  
l :  
1 :  

! :  
i :  
l :  

1 2 3 .J. 5 6 7 8 \) 10  1 1  1 2  1 3  1 4  1 5  16  1 7  1 8  19  20 21 22 23 2-i 25 2t3 

� 
N 0 P Q R S T U V W X Y Z A 1 B C D  E F G � I  J K L M 

I \ I 0 P Q ; R S T U V W X Y Z A �  6 1 6 � � � � �J j � � � � 
I , J  

B L K �  S X M C P Z G U Y  E RJ T I Q F N J 0 H V A  W 
U V W �  Y Z A B1 C D  E F G H I  J K L M N 0 P Q R S T 

I I  J I P G T � Z 0 H � Y M S L A J I W C K U Q F N V X E D 
T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

1 2 3 1 5 6 7 8 9 l 0 1 I 1:.! 1 3 l.J. 15 J 6 J i 1 8  19 2J 21 22 23 21 2S 26 

0 P Q R S T U V W X Y Z A B C D � 

. I .' 
0 P Q R S T U V W X Y Z A B C  D � 
B L K D S X M C P Z G U Y E R T l i 
U V W X Y Z A B C D E rF G H I J K 

I ' 

J, 
F G H I1 J 

I j 
R B . . 

F G H I] J 

Q F N J J  0 
L M N 0·1 P 

---, J 
P G T B Z 0 H R Y M S 1L A J 
T Y 0 E U M X D F J Q V K W 

I W C K U Q FJ N 
B N S H C I L R 

I 

K L M N 

K L M N 

H V A W 
Q R S T 

V X E D 
Z A G P 

This process is cont inued u nti l the en t ire seq u ence i 1 1  .:\ fCAL3 is established 1 yielding the 
following: 

AL3 _ _ _  _ 

{ A B C  D E  F G H I  J K L M N 0 P Q R S T U  V W X Y Z 
T S K P L D R B E I Z G J 0 C F W N V X U A Y H Q M 

7 0 .  Procedure in reconstruction of AL2 .-H a v i n g  n t  h a n d  _\ L l , 3 ,  4 ,  n ncl 5 ,  i t  is now a very 
simple m a tter to est a bl ish AL2 . Any deciphered message will  d o ,  n nd the process is thought t o  
b e  su fficien tly obvious t o  warra nt i ts being passed o ver wi th a brief me n tion . By tracing 
through any pla i n -text le tter, from LFS, through A L l , n nd the resu l tt tn t cipher letter backwa rd 
from R FS, t l 1 ro ugh A L5 ,  4 ,  a n d  :3 ,  tl 1 e  con b n u n l icm pui J J L uf l h e  l'irc ui L ,  es l a l >li s l l e d  i 1 1  .AL2 by 
the circuit from A L l  forward and from A L3 lHwkwn.rd , hccomrs fi xed . The en tire AL2 i s  

a s  fol lows:  

AL2 _ _ _  _ { A B C  D E  F G H I  J K L M N 0 P Q R S T U  V W X Y Z 
0 R L W V J F P X M H Y G T K N C Z S U E A D I Q B 

7 1 .  Results of c o mplete rec orrstruction.--I t is o l n· ious  t l1at  wlw11 all  ii H· ( · i ph e r  n lpha bets 
h ave been recon stnl c tcd,  the tr:m slation o f  u ny cryptogra m enciphered by menns of the same 
horizontal permu tation of t i le  cipl J cr \v l 1 eds n s  t l w.t  employed for t h e  1 0  test  mcssngcs is no 
longer a process invol ving n n nlysis ,  bu t merely one i n -volving dceiphermen t by manunl  opera tion 

56973-34-7 
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B u t  s uppose a different horizontal p ermutation is brought into play ?  \Vhu t  
o f  sliding s trips.  
t he n ?  

The a nalysis o f  such m essages would not be difficul t .  First,  tabl es of  basic cipher-text and 

basic plain-text sequences would be established for each one of  the cipher alphabet s .  TJwre 

would thus be five of  e ac h  kind .  G iven a cryptogram enciphered by means of  a new h orizont al 

permut a tion each of the five tables of b asic c ipher-text sequences would be ::tpplied to the  text .  

Tha t  table  which yielded the best  distribution upon the basis of  single alphabet substi t u t io n  

f o r  each horizont::tl line of text i n  t h e  dispatch w o u l d  immediately show which of  t he fi \·e cip h er 

wheels was a cting as C \V5 . Having d etermined that ,  a similar process wit h  respec t to the 

columns of the dispatch would soon show which cipher wheel was a cting as C W l .  
H nving iden tified the cipher wheels acting as C \V 1  n.nd 5 ,  respectively, by applying the proc­

ess elucidn.ted in section XI I ,  " Solution without preliminary n.nalysis of n ny line of text " ,  the 

message would soon yield .  This \Vould then show the positions of  the o ther three ciph er wheels, 

and thus any o ther messnge i n  th e sume horizontn.l p ermu tation coul d  be ren.d by reference to 

tho strips .  
These strips would be modified in minor par ticulars i f  some or al l  of the cipher wheels were 

inserted i n  a n  " upside down " position. Each o f  the 10 t ables of b asic sequences \VOt i ld have 

to  be  tried to determine which cipher wheel was a cting as C\V5 ; t h e  same npplies to the case 

of C\V l . 

8ECTI02'1" X I V  
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72 . Introductory state ment .-\Yhcn a disp a t ch has been rnci p herecl with the machine 
set  to  the normal  or D I RECT posi t io n ,  the decipherment is cfl'ected merely by setting t h e  
machine t o  the R E VERSE posi tion n n d  depressing t h e  k eyboard k eys corresponding t o  t h e  
cipher letters . T h e  a pproprin Le ln mps of t h e  l igb tboa rd , corresponding t o  t he pbin-text l e t t ers 
a rc ill uminated . It m u.y be wel l to demonstra te how this is accornplished elect rically. 

73 . Stu dy of e:ectrical circuits in encipherment and d ecipherment.-Thr accom p a nying 
sk etch (flg .  3)  is  intended t o  show how t h e  enciph ering-deciphering reci procity is  efrected . Tlte 
dingr�nn applies to only one pnir of  lett ers,  Y iz,  All = Yn \vh en the e ffec tiv e key set t i ng of t h e  
cipher wh eels is  AAAAA. \rhen th e machine is s e t  t o  D I R ECT n nd k e y  A is  depressed a circ u i t  
i s  estublislJed n s  follows : From posi t ive of  bat t ery 1 ,  a l ong cond uctors 2 ,  3 ,  t h rough elosecl l.;:cy 
A,  con d uc tor 4 to m ova ble con tact  5 ,  wlJ ieb , when t h e  mncl1 ine is set to  DIR ECT, is in j ux ta po­

sition wi th fi xed contact  6 .  Th ence t l t e  c u rrent con t imws along con d u c tor 7 to a con tact  8 in  
LFS, t hrough tho  cipher wheels to a contact  9 in RFS, n.long eonduc tor 1 0  to con tact  1 1 .  Anotl J Cr 
movable con tact  1 2 , touches fixed con tact  1 1  when t h e  m achine is set  to DI RECT, and the 
c u rrent con tin u es nlong con d u c tor 1 3 ,  t hrough lump Y, conductors 1 4  and 1 5  to  n ega tive o f  
ba ttery. Lum p Y is  ligb tecl . T h u s  AP = Y0 •  There a rc 26 such se t s  of  connec tions,  o n e  f o r  each 
l et ter of the  keybon rd . 

N ow when t h e  enciph er-decipher set screw is t u med t o  H EYEHSE wha t l : n 1� 1: cns is t l l fl t  tL c 
w h ol e  set of 52 mova ble conta cts  su c h  n s  t h ose shown a t  5, l U ,  1 2 , and 1 7  n re shift e d  t o  t h e  left 
so as to make con t a c t  wit h anoth er set of  fixed con t a c t s ,  2G,  23 ,  3 1 ,  an d 20. N ow suppose key 
Y is depressed . The following circuit  is esta blished .  From posi t i \·e  of bat tery 1 ,  t hrough con­
d nr. t.ors ?. and l R , closrd kny Y, conduc tor 1 9 , movublo con tnct  1 7 , "·l l ich  i3 now aga in s t  tlw l eft 
fixed con t a ct 20, conductor 2 1 ,  fixed con t ac t  1 1  (the eonncc tion bet\\·ecn fixed con t n c t,  1 1  a n d  
movable con t a c t  1 2  being broken ) ,  con d u ctor 1 0 , con t a c t  9 ,  through t h e  cipher wlt oels ( these 
being at the proper p osition for d eciphering) , con ta c t  8 ,  conductor  7 ,  fixed cont n c t  6 (the con­
n ec tion between mov able  con t :1 c t  5 and fixed con tact 6 being broke n ) ,  conductor 2 2 ,  f ixed 
cont act  23 ,  mo vable contact  1 6  (which is  now against  fixed con t a c t  23 ) ,  conduc tor 24 , lump A, 
con d u c tors 25 n ncl 1 5  to n egat i \·e  of  ba t tery .  Lamp A is l igh ted . Thus Yc = AD . It will be n o ted 
t h a t  when set to D I RECT the direction taken by tho curren t is  shown a s  being from left to 
righ t th rough the ciph er wheels ; when set to R EVERSE, it  is from righ t to left . (Of course if 
t l JC  connections a t  the ba t t ery are re,-ersed , i h c  directions taken by the c urrent through the cipher 
wh eels will be opposi t e  t o  those shown, bu t the d irec tions for t h e  D I R ECT a nd R EVERSE 
settings will sti l l  be opposit e  to each o ther. ) This ch ange in direction is brough t  a bout  by a 

(95) 
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reversa l  in the points of entry and exit provided by the cond uctors for the current ,  effected by 

the shifting of the contacts 5 ,  1 6 , 1 2 ,  and 1 7 .  The c.hange in the direc tion of progress of th e · 

current through the cipher wheels is of no significance so far us the result s  of encipherment or 

decipherment are concerned, for after all ,  the direct ion has no effect upon the cipher resultants .  

It  is really only the  circuit established tha t  counts ,  and  'i'·.'hether the current flows through 

tha t  circuit in one direction , or the opposite,  the resu l t  as expressed in the form of a cipher letter: 

or a p lain-text letter, is the same regardless of the direction of the current .  

74 . Comparison o f  results o f  the two methods o f  using the machine .-\Yhen set to DIRECT 
the cipher resu l tants for the same plain-text letter for 26 depressions are different  solely because 
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of the displacements of G\V5 . Tho path taken by the current from the  closed key to  a contac t  
in LFS, a nd thence through G\V 1 , 2 ,  3 ,  and 4 ,  i s  exac tly the same for a l l  26 depressions. The 
pa t h  only changes at  the very end of the. journey . Now suppose the ma.rhino i s  set to REVERSE 
and a message is enciphered. I t  will be seen , on reference to  the sket ch of the circuits, that 
depression of key A will establish a wholly different circuit from that  preYiously noted when 
the macl1ine is set to  DIRECT. \Vith movable conta ct  5 agninst fixed conbct 26,  the current 
:flows from positive of battery 1 a long conductors 2 fmd 3 ,  closed key A, conductor 4 ,  contacts 
5 and 26,  conductor 27 to contact  2 8 .  11ovable conto.et 1 G  being against fixed contact 23,  
the connection between contacts 28 and 16 is  broken and the c urrent continues along conductor 
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29 to con tn ct. 30 in  RFS.  Thus a ,�-bally different pnth is provided for the eurront into the 
cipher wheels than was t h e  case with t he machine set to DIRECT, and the cipher resul tant will 
be different from tha t produced at  the DIRECT setting. The current  may emerge at contact 
32 in LFS, t hence a long conductor :i 3 t o  the lower right hand fixed contact of some set of fixed 
contacts other than those shown . And 'ivhile successive depressions of key A will constantly 
bring the current  to contact 30  in R FS, the cipher resultants will all be different due to two 
causes : Firstly, to t he successive displacements of  C1V5, and secondly, to the effects of  this 
displacement upon the subsequent pa th taken by the c urrent through the rest of the cipher 
wheels. In contrast to the case in  direct operation, here the path changes at the beginning 
of the journey of the electric current through the cipher wheels ,  whereas in the direct method 
it changes at the end of the prLssage through the first four cipher wheels .  

Now with CvV 1 , 2 ,  3 ,  and 4 undergoing no displacement, i t  is apparent that for every 
posi tion of C'V5 there is but one path thro11gh C1V5, 4, 3 ,  2, and 1 for a current initiated by a 
giYen key. Tha t  is, there ran be but  26 pa ths for each plain-text letter through the five wheels ,  
or 676 pa ths for the  entire keybourd (C,iV2, 3 ,  and 4 undergoing no displacement ) .  Then when 
GVVl becomes displaced another set of 676 paths is set up .  But, when messages are arranged 
in lines of 26 letters (u s described before ) ,  t he different  equivalents of the same plain-text letter 
fn lling in tho snme column are due solely to the displaeements of G\V l  so long as CW2, 3, and 4 
undergo no displacement .  It will be remembered that in the direct method of operation the 
different equiYalcnts of  the same plnin-text letter in the same vertica l  column are also due to  the 
displn.ce.ments of  C'V 1 ,  but  the  detnils of the cause o f  the difference are not the same in both 
cases . 

75 .  Re sults of foregoing observetions ,-- It should be dear that if the machine  hns  been 
used to enciphrr a. set of disp�tchcs wi th the  normal  DIRECT setting, and these dispatches 
ha ve been solved by cryptnnulysis n long the lines indicated in the prec.ecling sections, the solu t ion 
of another set of  dispatches enciphered with the R EVERSE setting should offer very little 
difficulties .  It has been shown how the tn blo of bnsic cipher-text seq11 ences and the tu  ble of 
basic pln in-text sequences can be reconstructed from nn n na lysis of  the former text (DIRECT 
opera tion ) .  Having these two t ables the rmn lysis of  text enciphered by the REVE R SE method, 
with the same horizontnl permutn tion of tho  cipher wheels ,  i s  vory m uch facilitated. The 
method is s trictly analogous to  that  described in the preceding section, wit h  modifications 
necessi ta tcd by the difference in the applicability of the t nbles of basic  cipher-text and plain-text 
sequences. For in the direet method the cipher letters finrLlly emerge from the RFS, and hu ve 
been spoken of as belonging to  the table of basic cipher-text sequences ; in  the reverse method,  
the cipher letters emerge from the LFS,  and 1111 1st therefore be considered as  belonging to t lw 
t able of basic  plain-text sequences appl/ca.ble to the direct m Pthod. In order, however, to aYoid 
a complete re,-ersal of terminology, no c hango will be made in the names designating the two 
tables, and it wll l  be understood thn,t in the reverse method the plain-text letters come from the 
table of basic cipher-text sequences of the direct method, and that the cipher letters come from 
the table of basic plain-text sequences of the direct method. As before, the letters composing 
the text are distributed into 26 classes. Identification of 2 or 3 classes is made by recourse to 
principles of  frequency and repetition. Then identification of the remaining classes is made by 
filling in the skeletons of words suggested . 

76 .  Solution of illustrative example .-An example will serve to make the process clear. 
The illustrative alphabets employed in the first few pages of this paper (p . 10) \\ill be used, in 
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connection wit h  which the t able of  basic cipher-text sequences applicable  was sho\\-n as t able 1 ,  
page 1 9 .  The table of basic plain-text sequences for G\V 1  is  as  follows : 

T A B LE 1 4 .-TABLE OF B AS I C  P L A I N-TEXT SEQUE �CES FOR C W l  OF I LL USTR A T I V E  

ALPH A B ETS (P.  1 0) 

A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 
L 
M 
N 
0 
p 
Q 
R 
s 
T 
u 
v 
w 
X 
y 
z 

1 2 3 4 5 6 7  8 9 1 0  1 1  1 2  13 H 15 1 6  1 7  18 19 20 21  22 23 2·1 25 26 

D G Z T K X F A S B Y R P L W U Q N E M H
 J 0 C V I 

J E U S N W A P X V I Z L F D M G R K Q Y 0 H B C T 

U H 0 P Q V Z K R C J B A M X G F E W T N I Y S L D 

T N J M C A K S F L R U W G Q 0 B V E P I H Z X D Y 

B V P J D C L Y E R T H X 0 M K S W Z Q F N U 
I A G 

L T S G M D N H C E 0 W Z X P J A U F R B V Y Q I K 

C W R K Z M T U P L D N V Q E A Y B 0 I J S X G F H 

E J M H P B C Q D S Z T K 0 F I N X G V L Y A U W R 

Y A T F W L X I Z J G C R B S P E H Q N D 
V M K 0 U 

A U X 0 J M E B G H S I N W C V T Z L Y Q F D R K P 

F M D H E I U G A K Q V B C R T X S J 0 Z P L N Y W 

N Z F A H U P X M 0 E C Y T B L D K I W S 
G V J R Q 

S 0 L E R N Y F G M U J Q V T X W I D A K Z P H B C 

I S Y D V R G Z W U L Q E H A F C 0 B K P M J N T X 
R I Q X B H S J Y W N K 0 E V Z D L A F G C T P U M 

W R V C A G H M T Z B S D P 0 E U Y X J K Q I L N F 

H Q K N X Y I V B A C G F R L D 0 M P S E U W Z T J 

M K I L Y E W 0 N P A D G J H Z R T C U V X B F Q S 

V R N Q T S B C K F P 0 J U Z Y I A H G X W E D M L 

G L W B X P 0 R V Q F Y U I J H K D M C A E N T S Z 

X C E U 0 Q R W L D V F I Y K B Z P N H T A G M J S 

P F A Y G J B T I N X E M K U W H Q S D R L 
C 0 Z V 

Z P H W I 0 M E Q G F L S D Y R V J U B C T K A X N 

Q X B V U Z D L 0 T H P I N W S J C R E M K F Y G A 

0 B A R S T J P U I K M C Z G N L F Y X W D 
Q V H E 

U D G Z F K Q N H Y W X T A I C M J V L 0 R S E P B 

Now allocate the le t ters of the text o f  the  d ispa tch shown below to their b asic plain-text 

sequences. For example , beginning with the first let ter, N, in locus Cm, and referring to the table  

nbov<'J i t. will  be fou n d  tha t  the l e tter N, in l ine m of t able 1 4 , fal ls in col u mn 6 .  The n ext l etter 

o f  the dispa tch , P, is found in colmnn 23, l ine m of the table, and so O I L  Tlte il t ::,t l !' tter of  the  

second l ine of the dispa tcl 1 ,  H, locus An, fulls in c lass 1 4 , because H occ1.ns in co lumn 14 ,  l ine  n 

of  the table .  The process is con t inued unti l  al l  the  l e t ters haYe been alloca ted into their respec tive 

classes . The results for only tl1 e first two l ines of  the d ispatch are shown herewith as a n  example 

of  the process. 
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I<:eyword : S �I IT H  

cw�-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
m N P R E T M 

6 23 5 4 15 10 

n H B N R Q B M W A J 0 Q U Y R D C S L T V V K A E D 
l4 19 24 6 12 19 22 9 15 23 18 12 10 3 6 4 1 7  2 1 1  25 5 5 20 15 13 21  

o F Q U S K M D G Y W I K W Q C N P N J R H Q N C H W 

p G I X 0 Z V J B L R V D J G Z C B C K E M A P U V Y 

q A L C 0 U I P R W 0 Z E E M N N U D G A W D J V K G 

r S B U Y A X C R H B L G K Y E W C H L P E W U N J Z 

s E K D J B N T M P 0 D J Z T F H S L Q F D L W R H F 

t P Y Y K 0 K K D F Q Y J A Z G B 0 Y R E Y X X X R F 

u Y G N R X I H R P I B I W Z F F K U L U K X X A Q A 

v D U X H L B S K C H 0 R R D N 0 N Y R J Q S P 0 N X 

w W P A C Q V W N A K F V N Y F F U Y N 0 0 A D V D R 

x N P Q J D R H A Z P R R A B F J R H L 0 T F T V T L 

y E J Z W N Q G F N I P 

No,v j t  is obvious t lwt there exists betwN'n m em bers of the same ca tegory the  sn mc rel a tion­
shi p lwre as  w a s  foun rl to  be the ca.se in  the  study made o f  the dispatch soh-eel in section XII . 
In t h e  l a t t er cnse it wf! s observed tha t  the determina tion of the v a l u e  o f  a member of fl ny cl a ss 
l ed direc tly t o  the d c t rrmina tion of the va lue  of any o ther member of  t h e  same class, t hrough 
the in termr.diacy of the ta ble of basic p lain-text  seq uences. In this  cn se the  le t t ers of  the cryp­
t ogram having been distribu ted into  c lasses according to their l ocat ion in the table of basic 
plain-text sequences i t  fol lows tha t  the rela tionship be tween members o f  the same cJass can be 
found by reference t o  the  table of basic ciphel'-text sequences. For example ,  let  us assume tha t  
the first l e t ter o f  t.he dispa teh i s  Mp . Since t h e  l ocus o f  this l e tter i s  Um ,  o n  referring t o  t.he  table 
o f  bnsic c ipher-tex t sequences, t.a.ble 1 ,  page 19,  the lett er M is sought  in  colu mn U. It  i s  fou nd 
in l ine  1 4  of t abl e  1 .  The class in \vhich Nc "-n s  placed is 6 .  There are two represen ta tives of  
c lass 6 in l ine n of  the dispatch , viz ,  in  locus  Dn nnd locus On. Refer now to l ine 1 4  of  tu ble 
1 a n d  Jind t h e  l e tt rrs in columns lJ and 0. They are N a n d  F, respect ively. This means  tha t  
i f  Nc = MP i n  locus Cm ,  then R c  i n  locus D n  equals  NP and R c  i n  locus O n  equa ls  FP ' Simil a rly 
t h e  Ya lues of  the rest of  the members of  cl ass 6 for the whole dispa tch a re found by reference 
t o  t n ble  1 .  It i s  only n ecessary t h n t  the correct  value of one member be assumed . It  \v-ns 
shown in section XII how the  correct,  or most probably correct value  cnn  be selected by weighted 
frequency determinations. The same method is, of  course, here also a pplicable .  vVhen the 
va l ues o f  3 or 4 ca tegories are de termined by this process as indica t ed a bove the skeletons of 
words soon manifest themselves.  It  is thought that further demonstration of the process of 
solution is unnecessary .  

77 .  Solution when tables of basic sequenc e s  a r e  n ot kno wn . -I n  the  forcgoing case  i t  was  
assumed that  messages enciphered upon the reverse method of  encipherment were intercepted 
after messages enciphered upon t he direct method had been solved, so that both t ables of basic 
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sequences were alre ady kno,x.-n to the crypt analyst .  The ques tion ,  of course, arises :  What if 
the reYersc meth o d  were the first thnt  h a d  been employed ? Can the dispatches be solve d ?  

The a nswers to  these qu est ions also assume a two-fold form , b r. sed u p o n  two cases. First, 
"-hen the LFS tmd RFS are known, nnd second,  when t hese sequ ences are u nknown. 

78. Soluti o n  when LF.3 and RF3 a r e  lmown.-In the d irect method o f  eneipherment it ,x,-as 
shown t h a t  each horizon t nl linc of 26 letters em1ld be reduced to clements constitu ti ng a unique 
single-mixed-alphabet substi t u tion c.ipher . I n  the reverse method of encipherment ,  i t  should 
be clcn r from wha t  h as gone b e.for0 , that  each vertical  column of 26 letters c.nn  n1so be redu ced 
to elements constit u t ing a unicpJ e singl e-mixed-alph abet subst i t ution ciph er . The ma thematica l  
basis for  the reconstruction of AL5 in  t h e  form er c ase is a l s o  applic able to  the l a t t er case only 
it is  ALl t h a t  is t o  be reconstructed first an d not AL5 . In the former case by virt ue of :1 knowl­
edge of the R FS , n ll the let ters of the cryptogram can be eonYerted i n t o  their NCAL5c equiva­
l en ts . A stn tist ical unalysis of t hese equ ivalents enables one to reconstru ct AL5 ; t his then leads 
t o  a rceonst rudion of the t a  blc of b n sic  cipher-text sequences ; the l ast process enables one to 
resolYe the l c t t ('rs of the horizon t al lines of t ext in t o  single-ulphnbet d istribu tions . It follO\\>s,  
therefore , that in  the r.l1 ::3 C  of rcY crEO enciphermen t  u ll t l Je  let t ers of t he crypt ogra m  c an be 
converted in to their NCALl c equi-v alents (sinc e  ALl is t h e  one concerned in produeing different 
cipher rosul t n n t s  for similar let t ers in t h e  same column ) by a k nowledge of the LFS. A sta tis­
tienl nnalyt::is of th ese equiYnkn ts should  lead to the reconstruc t ion of AL l , t hi s  to a reconstruc­
tion of t h e  table of basic plnin-t ext sequ ences, a 11 d then t h e  lett ers of coh1mns can be resolved 
into single a l phabet distri l1 1.1 tio n s .  Experimen ts wit h dispa t ch es h ave shown th n t  there arc 
no difficu l t ies i n  t h e  method a n d  it is thought u n n ecessa ry t o  go further into det ail . The solu-
tion of the  single alplwbet  columns will be discussed ln ter. 

70. Solution wh en n o  sc que:1ces are known .- l n  t h e  absence o f  a knowlrd�c o f  t h l'  LFS 
n nd RFS, th e  n n n lysis is , of eourse, m uch more difficult ,  n n.d n, large volume of text is necessa ry , 
b u t  i t  is by no men ns i mpracticn,l of achievement . The mathemn,tical  theory of repeti tion and 
nonrcpeti tion necessary to the reconstruction of basic sequences as developed i n  seetion V applies 
here to the  co1 u mns o f  dispn tchcs inste a d  of th e horizontal lin es . If o nly two b asic pla in-text 
sequences can be reeonstruet od , the entire tn ble c:Ln then be derived by a ppropria te modifica tion 
of the principl es elucicl a. t ed in section VII . 

80 .  Illustration of reconstruction of a basic plain-text sequence .-In  order to t est t h e  
applicn bili ty a n d  t r u t h  of  the hypoth e ses ou tlined in  t h e  preceding para grap h ,  a series of 50 
dispa t ches in a known set  of alphabets  was prepared . In th is series there were found 23 messages 
i n  whieh t h e  k ey set ting for G\Y l  w n s  such th a t t h e  successive members of a pair of l ines were 
enciphered ,.,,it h  t h e  key set tings 0-P for CvVl . Th ese 23 pnirs of l ines were subj ected to a care­
f ul frequen cy annlyeiP. . For E \ fl mplr. , 1w�ry time Lr. occurred in the 0 line , the  letter direct ly 
benea t h  it in t h e  P line w n s  tnbula tcd . The result was as fol lows : 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
� � - � - - - - - � � � g -

The let ter L was foun d  to  occur 2 6  times in l ine 0 ,  a n d  the l e tter Y was found to occur most 
often benea th L in the P line .  R efer now to the tnble  of basic pla in-text sequences (table 1 4 ) ,  
and speeifically to the 0 l ine . Find L ,  a n d  i t  will b e  seen that Y st ands directly benea th it .  

By taking t h e  sequence LY as  correct, and s t u d ying P·-Q h orizon t al lines, to find wh at letter 
most often occurs in t h e  Q line bener.. t h  Y in the P line ,  it would be found to be M, providing a 
sufficient amount of t ext  were u vai1u ble .  I t  is sta ted here that  t h e  LY sequence w as selected 
for demonstration becnuse i t  conforme.d to t h e  results expec ted o n  the hypothesis , but there is 
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no doubt  wha tever tha t given a la rger volume of text, s a y  1 00 messages, the t abulations would all conform strictly to the requirements  of the theory. 
VVne n  two sequences have been reconstructed by t he mathematical a nalysis, j uxtaposit ion of them would enable one to  reconstruct the LFS, and 11CAL1 , and then the entire table could be reconstruct ed . It is thought unnecessary to make this demonstra tion in view of i ts similarity v.rith  tha t  concerned in the reconstruction of the RFS, l\1CAL5, a nd the table of  basic cipher- text sequences . 
8 1 .  Solution of c olumnar singl e - mixed alphabets .-I n  t h e  direct m e thod of eneiphermen t  tho solut ion o f  a horizontal line o f  cipher text i s  not particula rly difficult  because the repetitions, ha ving been in dica ted , form parts of words reading horizo nta l ly . In the reverse method, how­ever, although the words here too rend horizontally ,  the  repe t it ions can only be indica ted in columns and therefore words are more difficult to build up. I t  becomes essential tlJat  the crypt ­a nalyst ,..,·ork upon a whole message instead of coneentmting his a ttention upon one or t\vo l ines.  B u t  the case h ere is essentially the same as  tha t  which confronts the cryptanalyst when he attempts to  solve a cryptogram involving 2 6  mixed alph abets , with l ines  of  superimposed t ex t . I t  becomes necessary that he have a considera ble n umber of such l ines of superimposed text before solu tion can be attained quickly , the greater the number of lines the easier the solu tion . In this ca se ,  the la rgest n umber of superimposed lines th at c a n  be obtained from one dispatch is 2 6 ,  beca use C\V3 becomes displaced after 26 lines of text have been enciphered . But1  given t h e  complete key settings for a l arge number of d ispa tehes , i t  becomes possible to superimpose lines from d iffere n t  dispa tches , so long as the settings of  ciph er wheels 2, 3, and 4 are the snm e  for a l l  t h e  superimposed lines. The cipher equ iva lents d u e  to the displacemen t of G\V l  can al l  be redu ced to a common b asis through the reconstrueted t able of basic plain-text sequences,  n n d  t h u s  t here w i l l  be a t  ha nd a number of superimposed lines of text in  th e sn.me h orizontal series of  26 differen t mixed alphabets .  

If  all  m essages emn na t ing from one s t a tion were enciphere d  by the sn.me setting of C\V2 and 4 ,  as  \Vas  p roposed by the man ufacturers ,  t h e  problem of finding a sufficient a mount of text for superimposition becomes sim pler, for t hen the messages from th a t  stn,tion e an show only 26 differen t settings as regards G\V2 , 3, an d  4. For example, in a. set of 50 dispatch es enciphered u pon th is scheme there tu rned out to be 1 0  messages which , in pu.rt, were i n  the same s e tting of C \V2 , 3, n n d  4 .  These 1 0  messages yielded a pp roxima tely 65 l ines of superimposed text .  There \vou ld be no diffic u l ty at  a ll in solving them u pon t h e  basis o f  simple  frequ eney , after they h ad all  been reduced to common terms, by means of t h e  table of basic pla in-text sequences . 82 .  Ste p s  there after .-.After sol u t ion  hy superim posi t ion  h a s  boPn achieve d ,  the recon­struction of the t a ble of cipher-text seq uenees would be a simple m a tter,  a n d  would follow the  lines n lrea dy indica ted . Then would come a reconstruc tion of  the  v a rious cipher a lphabets by application of the p rinciples elucidated in the preced ing section , and the  cryp t analyst would then be in a p osi t.ion to solve all  dispatches directly by means of the sliding alphabets. 
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83 . Cause of r e p etitions in the basic s e quenc e s .-I t hns been s t at e d  (see p p .  30 ,  32) th at 

repetition of at  l e a s t  on e l e tter i n  each b a sie c iph er-text sequ ence is u n  unaYoidn,blc phenomenon 

in this m nchine .  It will now b e  shown why this is  the case.  

It  may be st a ted that wh enever the in tervnl  between two letters i n  11AL5 is  the same as 

the interval bet\\·ecn t h ese two l e t t ers i n  the norm u l  alpha bet ,  th a t  is ,  NAL5 , then n repet it ion 

of one l e LLer in each basic seq u ence is produced . Thus ,  for exam pl e , AL5 of the i l lustrati,·e 

:l lp l utbets is ns follows : 

r-� AL5 _ _ _  _ 
i\ 'fAL5 _ _ _  _ 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
F R I S Y A D P L J U X Z G K 0 B T W C V M H E Q N 

Consider th e  pair of letters B . . . . .  H in :\ 1AL5 . The i n ten· al between th em coincides 

wi th the i n terva l  sep a m ting t hem i n  NAL5 . Therefore , w h a tever c ipher l e t ter is prod uced for 

Op \\-hen B of N A L5 is t h e  enLe.ring poin t for tho enciphering e ur rent,  eP if ngain enciphered a t  

six letters removed from i ts first oee u rrenc e  must  inYo l v o  H o f  N A L5 ,  a n d th u s  the same eiph cr 

le tter w i l l  be produced for the second fJP as for th e first .  Note the fol lowing diagrams : 

NAL5 _ 

1 1AL5. 

H FS _ _  _ 

NAL5 _ 

�1 AL5 _  

RFS _ _  _ 

t 
H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G H I J K L . 

r ' 
P L J U X Z G K 0 B T W C V M H E Q N F R I S Y A D P L J U X 

t 
T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

� 
N 0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 0 P Q R 

I I 
G K 0 B T W C V M H E Q N F E 1 0 � A D P L J U X Z G K 0 B T 

t 
T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

R e fer now to the first b asic sequence of t able 1 ,  p age 1 0 , which reads a s  foll ows : 

Y 0 N D S W M A U Z K F L Q K G � V H R B T E C J P 
Note the  repet i t ion of X in t his sequence, a t  nn interv a l  six. In the same table it wil l  be found 

that there is  n ,  repetition i n  a l l  the seq u ences and tha t  t he interva l  between the repe a ted lett ers 

is  a lways six, t h o u gh the let ter t h a t  is  repea t e d  is  different in caeh sequence .  The con stn ncy 

in the in terval is d ue to t l te  fn ct  thnt it is  a lways this same p n ir of letters, B . . . . .  H, in 11AL5 

that is iuvoln�d in producing the repet ition . 
(1 02) 
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Now if t h ere were two c a ses i n  which the same phenomenon '\Yi t h  respect  t o  the i n terntl 

between n p air  of l e t ters i n  :r-. 1 A L.5 oecurre d ,  there wou l d  be two repeti t ions  i n  each of t l 1 e  b a sie 
seq uences ; if t b ere were t h ree,  t h ere 'i\·ould be  three c a ses,  and so on . If .:\JAL5 co incid ed '\Yi th 
the norm a l a l phabet,  ench basie seq u ence would consist of b u t  one l et ter repen ted 2G t imes . 
Thus,  the u se of such a n  a lph n bet i n  G\V5 would result  in producing crypt ogram s  com p le tely  
monoa l ph a be tic in  consti tu tion . 

I t  is o b \·ious,  therefore, t h a t  a certa in a mo un t  of c a re must  be exercised in establishing the 
mixed a lphnbet i n  C\Y5.  Norm a l  a lpha bet i n tervals between i t s  l e t t ers m u s t  be a '\·oidecl so 
fa r a s  possi ble . 

The q u es6on raises i tself :  Ca n  n mixed a lpl 1a het be cons t ructed such t h a t  the  i n terval 
be tv,:ee n  no two o f  i ts l e t ters will coincide with t b ei r  interval i n  the norm n l  a lph a bet ? The 
n nswer must be i n  the nega t i ve in eYery case in  which the  alph a be t  is one composed of an  e ven 
n u m ber of  elemen ts , such as o u rs is .  "'hy this is  the case c a n n o t  be demonstra ted h err, for i t  
\v·o t ! ld  req uire n d iscu ssion i n volving t h e  Theory o f  N umbers , a s uhj ec t  beyond t ] J O  scope of 
this paper. Suffice i t  to sn,y tha t  the best t h nt c a n  possibly be d one in  this case is t o  red u c e  
the n um ber o f  rep e t i tions i n  each basic sequence t o  b u t  o n e ,  t h e  m inim u m  possi ble n u m ber. 
This i s  of in terest  only in a p u rely tl 1eoret ical  way,  for the o r c mTc n c e  of  se,-eral cnses of rep eti t ion 
in carh basic seql1 e1 1ce would n o t  m a teri a l ly weab' n  th e system . 1  I t  is eYiclont th:1 t  much c a re 
was  t a ken in estu hlish ing tbe  mixed alplw b e t s  of t l J e  t es t  messages , for i f  exami n a  L io n  he m a d e  
i t  wil l be foun d  t l w  t in no alplw b e t  is there more t h n n  o n e  c n s c  '\Yh ere t b e  in tenn l be tween t wo 
letters coin cide  with their intennl in the norm a l  n lph n bet .  

8·1 .  Recovery of cipher alphab ets fro m  a small amount of d ecipher ed text.-I t  "· n s  n o t  l ong 
a fter t b e  a u t l J Or h a d  wri t ten t h e  expln,n n t ion given in pn rngra pb 3 4 ,  sec t ion vn, pnge 38,  rel n ti ,·e 
t o  the possi bility of  reconstr u c ting A L5 from a few l ines of ciph er text a n d  th eir equ i vn l en t 
pl a i n-text,  '\Vh en he was a fforded an excel l e n t  opportu n i ty of test ing h i s  th eories , in t h e  form o f  
a n  a c t u n l  exa mple .  Pri va t e  B enj a m i n  R .  Brignw n , tlJ Cn on d u ty i n  the C o d e  n n d  Cipl 1 er 
Compila t ion Sec tion of this offi ce h a d ,  previous  to his rn t ry i n to the  mil i t a ry sctTiro, been i n  
commu nica tion wit h  t h e  IIcbern Electric C o d e  Co . Th a t  firm , wishing t o  clcm:onstrn te the  
securi ty o f  t h eir m a d1 in c  sen t hi m n cryp togra m fln (l indica ted t h e  key.  So sure were t h ey of  
the secrecy of th e d ispa tch th a t  t h ey fel t i t  u nneeessn ry t o  bren k u p  t h e  ci p her trxt  in to regnlar  
grou ps of five l e tt ers,  a s  is  USl l n l  in pra ctice , b u t  l r ft t h e  d ispa tch i n  i ts origina l  word l e ngths,  
nnd oven stn ted tl l fl t t h o  t ex t  wns a poem in  English . They ch a llenged Drigm nn to solve th e 
m essage . 

The fol lowing is the cryptogrn m  a s  submitted to Brigma n : 

K ey : G O RD O N-Z, write E L E A N O R  

Se L Li1 1g of whee ls : 5-4-3-2-1 ,  \dth #4 a.n d  #5 inverted . 

KB BTR EKSMO DG TNS GDNX AAT XCN 
IDUSEA AJEF HI RGZ TKCD FP AQWDJ 
ZK DA JGE ONW HXTCHQC WOSG WTMCP 

I CA 
YD MON 
BN RF 

GUUKHEJ I I  XHR WARHVH FQ QIKCW HGBQLY 
PWVHHROT SMHLME PHGEEPNFY 

1 In an alphabet consisting of any odd nnmbcr of el ements, m ixed alphabets can be constru cted so that i n  
no case w i l l  there b e  two letters whose i n terval i n  the mixed alphabet corres ponds t o  t!wir i 11tcrn:d i n  t h e  n ormal 
alphabet. For a mathematical discussion of this  poi n t  see A .  SinkoY, Th e existence of alphabets having no 
interval repet itions, Tech nical Paper of the Signal I ntelligence flection,  1 934.  
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He fi tted the follov•ing poem to the  t ext, word for word , hy their lengths, a fter a long search 

through various books of quotations : 

KB BTR EKSMO DG TNS GDNX AAT XCN ICA 
IN THE PHOTO OF HER HERO SHE CAN SEE 
IDUSEA AJEF HI RGZ TKCD FP AQWDJ YD MON 
THINGS THAT DO NOT SHOW so CLEAR TO YOU 
ZK DA JGE ONW HXTCHQC WOSG WTMCP BN RF 
OR ME FOR HER OUTLOOK EVER SEEMS TO BE 
GUUKHEJ II  XHR WARHVH FQ QIKCW HGBQLY 
COLORED BY HER DREAMS IN WHICH GOLDEN 
PWVHHROT SMHLME PHGEEPNFY 
SUNSHINE GLEAMS ENDLESSLY 

There could not be the  slightest element of doubt but that the clear text shown was correct, 
for the chances of finding two differen t  pieces of clear t ext tha t  would exac tly fit  the cipher text 
word-lengths ,  group for group, nre exceedingly remote.  But Brigman could not " prove " the 
correctness of tho clear text by a cryptographic analysis. Soon after his entrance upon h is 
d u ties in this section he submitted the matter to the writer, who realized the surprisingly good 
opportunity a fforded by such a test. It may be stated that  the results were entirely successful .
Both Alphabets 1 and 5 were completely reconstructed, as was an equivalen t Alphabet 2-3-4 , 

and the Table of Basic Cipher-text Sequences . 
85 .  Procedure followed in tests.-The fi rst th ing to do was to determine whether Lhe 

DIRECT or the REVERSE method of en ciph erm e n t had been employed .  If tho former, then 
the test was to fin d  the cases in \vhich the two cipher eq u i nt len ts of one pair of identical letters 
in one line of t('xt coincided with the two cipher e q u ivalents  for another p a ir of identical letters 
in tho sa m e col u m ns but in a d i fferen t line .  Tbe key indica ted was, of course, of no u se in the 
analysis, because it  was e.Yident that  the key ac t u n lly employed ·was tho e ipher resul tant of  
depressing the letters of the name ELEAN"OR upon the keybonrd , with the original  setting 
GORDON -Z . K ow it h as been noted in previous \vork that it  is most convenient to arrange 
the text so thn t the  init ial  l etter of ench line gin's the  initial points of the various basic cipher­
text sequences, in other \\·ords , so thn t t h e  letter 0 of RA \V is the key letter for the beginning of 
each l ine .  In t his case it becomes a J mo� t essential to do this ,  and provision must be made for 
it .  The dispatch was accordingly writ ten out in the manner show n  below . 

Note that  each l ine after tho first contains 52 letters so arranged t h a t  the key letter of AL5 , 
a,s well as of RA \Y, '""hatever they be,  can be made to apply to a ny column and the rest of the 
Le.x. L Le properly nligned on that  bnsis . For Axnmple ,  suppose that the first letter had been 
enciphered with AL5 at A. Then a vertical l ine drawn between the Z and A columns would
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properly align the  rest of the text in lines of 26 letters ; if the first letter had been enciphered 
at B, the line would be drawn between the Y and Z columns, and so on .

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHiJKLMN6PQRSfUVWXYZ
{ INTHEPHOTOOFHERHEROSHECANSa 

KBBTREKSMODGTNSGDNXAATXCNIb { NTHEPHOTOOFHERHEROSHECANSEETHINGSTHATDONOTSHOWSOCLEBBTREKSMODGTNSGDNXAATXCNICAIDUSEAAJEFHIRGZTKCDFPAQW{ ETHINGSTHATDONOTSHOWSOCLEARTOYOUORMEFORHEROUTLOOKEVc AIDUSEAAJEFHIRGZTKCDFPAQWDJYDMONZKDAJGEONWHXTCHQCWOct { RTOYOUORMEFORHEROUTLOOKEVERSEEMSTOBECOLOREDBYHERDREJYDMONZKDAJGEONWHXTCHQCWOSGWTMCPBNRFGUUKHEJ IIXHRWAR{ RSEEMSTOBECOLOREDBYHERDREAMSINWHICHGOLDENSUNSHINEGLe GWTMCPBNRFGUUKHEJ IIXHRWARHVHFQQIKCWHGBQLYPWVHHROTSMr { MSINWHICHGOLDENSUNSHINEGLEAMSENDLESSLYVHFQQIKCWHGBQLYPWVHHROTSMHLMEPHGEEPNFY{ AMSENDLESSL Y g LMEPHGEEPNFY 

Now note tho following two cases : 

In  locus Ob, H0 = Ge and i n  locus C'b, H0 = De 
In  loCllS Oc, OD = Ge and in locus 0' c, op = De 

Here there are t wo cases such as are necessary to be found, if the D IRECT method had 
been employed. The reasoning behind this is as follows : 

\Vh en the direct method is used , identical letters in tho same line of text are enciphered by 
members of the same basic ciph er-text sequence . Therefore, if by chan ce,  the same basic cipher­
text sequence is again employe d ,  and if there happens to be a nother case of two identical l etters 
in another l ine  of text, and in the same columns as the l etters of the fi rst pair, and the cipher 
equivalen ts of the seeond case coincide with those of the first case, then it fol lows that th e 
direct method h a d  been used . If ,  on th e other hand ,  the reverse method bad  been used, th en 
such cases would be impossible to be produced (this follo\vs from the mech anico-electrical 
rela tions described in the previous analysis) . Hence ,  i t  seems certain that having found s uch a 
case ns  tha t  noted n bove, the d irect method was the one employed .  

The same basic test can now be used to  determine where the vertical l ine  mentioned above 
should be drawn , to show the key setting of  CvV5.  Where should this l ine be drawn in this case? 
I t  is certain that it cnnnot be between col umn� 0 u uJ C ' , fur U 1e1J �he rela �iuuship sh own between
the pairs H0 = Gc and H0 = De wo uld be impossible . Therefore, the limits of th o position of the
line are already defined by this much : It must fall somewhere between columns C and 0, or
between C' and N' .  

A search was then mnde for ( 1 ) additional cases of the nature discussed above, or (2 ) a case 
in which the req uirements as to the relation between plain-text letters and cipher equivalents 
are not complied with . Note the foJlowing: 

I n  loclJ S Cd, 00 = He and in locus 1V'd, Ov = Kc 
In  locus Ue, Ev = He and in  locus N' e ,  E0 = Lc 
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Since the cipher let ters in column U a re tho sumo (He) n n d  those i n  colu m n  N' are different 

(Kc a n d  Lc) , with the same p airs of  plain-text l e t t ers involved (0 a n d  E) , i t  follows tha t  the 

verticnl  l ine m ust l ie  somewhere betv.reen columns U and N' . It h a s  a lready been shown th a t  

t h e  l ine c annot fall  nnywhore b e tween col u mns 0 a n d  C' (from the preceding case)  a n d  therefore 

it follows t h n t  the position of  t h e  line is somewhere b etween columns C' and N' . 
There n re no cases of  repetition to be fou n d  between colu mns C ' a n d  N' and we must  there­

fore be cont en t  with the d elimi t a t io n  found th us  fnr for the vertical  l ine .  

Tho next step was t o  try to reconstruc t  n s  much of a ny b nsic seq uence as  p ossible ,  from the 

indicn t e d  rcpetitim1s o f  pla in-text let ters and their  equivulcnt cipher l e tters in each l ine .  

The wri t er reasoned t ha t  i t  "·u s  extremely l i k ely tl1 a t  the  LFS and R FS i n  the m a cl 1 i n e  

u s e d  to  enci ph r r  t his poem were th e s mne n s  those i n  the m ncl1 ines submi tted f o r  exnmin a t i o n ,  

Leca u se,  a s  i t  h n s  n 1 rca cly b e e n  st a ted (see foot n o te to p .  5 3 )  i t  seemed thn t  t h e  m n n ufa c t u rcrs 

h a d  i n  mind a fixed and s t a nd ard \viring for the rear pla t e .  A t  any rate, i t  was worth the c h a n ce 

to m n k e  fL t rial . 
By experimen t ing w i t h  a sl id ing strip for AL5, and tb e known R FS, i n  a short time t h e  

following AL5 w n s  reconstr l lc tcd from t h e  p artial  b asic ciplwr-tcxt sequences resulting from a 
study of th e t ex t :  

r: J A B C D E F G H I J K L M N O P Q R S T U V W X Y Z  
ALo _ _ _ _ l F  I Z D T M P G A V U B H Q W L R C J X S 0 Y K E N  

It is not t hough t n ecessary t o  gi ve t. he detn i ls  of tbn t work.  Suffice  it  to Sf1Y that l n cking 

a knov,:lcdge of ex:H.: t ly v·; here t h e  verti c a l  l in e  should go a certain nmount  of experimen t a t ion 

wns necessary before a complet e  �L\.LG sc<plence could be established which would sa tisfy a l l  

t h e  req uirem ents  of t h e  t e x t ,  v i z ,  t lw. t  t h e  applic a t ion of Uw AL5 u p o n  RFS should y ield ti le  

cipher letters shmn1 i n  tho c ry p togr�1 pl 1 i c  text  for i cl cn t icul  letters of the p l a in text .  In so 

complet ing the \Vork ]t W l l S  found thn t  t h e  vert icr1 l l ine  m lJSt  be plnccd between columns F' and 

G' (p . 1 05 ) ,  a n d  t h a t t h e  text should be  a rrnngecl as  shown below. Let the  reader v er�fy tl J tl t  

this i s  t h e  cnsc,  a n d  also verify � 1AL5 .  

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
a { I N T H E P H  

K B B T R E K 

b { O T 0 0 F H E R  H E R  0 S H E  C A N S  E E T H I N G  
S M 0 D G T N S G D N X A A T X C N I C A I D U S E 

c
{ S T H A T  D 0 N 0 T S H 0 W S 0 C L E A R  T 0 Y 0 U 

A A .T F. F H I R G Z T K C D F P A Q W D J Y D M 0 N { 0  R M E  F 0 R H E R  0 U T L 0 0 K E V E R  S E E M S  
d Z K D A J G E 0 N W H X T C H Q C W 0 S G W T M C P 
e { T 0 B E  C 0 L 0 R E D B Y  H E R D  R E A M S  I N  W H 

B N R F G U U K H E J I I X H R W A R H V H F Q Q I 

f {  I C H G 0 L D E N S  U N  S H I N E G L E A M S  E N D 
K C W H G B Q L Y P W V H H R 0 T S M H L M E P H G 

{ L E S S  L Y g E E P N F Y 
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After 11AL5 w;1 s reconstructed t h e  entire t a bl e  of basic ciph er-text seq u ences wns ensily reconstructed . Following t h is AL l was reconst ructed by reference to  the t ex t .  I t  was fou n d  

to be  a s  follows : 

{ A B C  D E  F G H I  J K L M N 0 P Q R S T U V W X Y Z AL I _ _ _ _ E H L N S V Z C F K M Q U Y D J P R W A G I 0 T B X 
Then an equivalent AL2 , 3 ,  a n d  4 wns reconstructed,  a s  fol lo\vs : 

• 0 ..,  { A B C D E F G H I J K L M N O P Q R S T U V W X Y Z  Eqmvalent --o-4- - - - - y Q W T B U M X K R D L I Z G E S F P V 0 N H C A J 
(These a re not  t ho " cmwertcd a l p h n b e ts " ,  b u t  t h e  real o n es ; t l w t is ,  in u sing tl1 em , a l et t er 

o f  the n ormal component  is t r<1 red t o  t h e  snme l e t t e r  in t h e  mixed componen t . )  
Test the following set of  strips o n  t h e  t ext,  with t h e  ini t i a l  poin t s  as  sho1vn i n  t h e  diagrn m : 

LFS _ _ _ _ B S X R Z T K D N G C H M V 0 L Y Q E U P W J A I F 
{ A B C  D E  F G H I  J K L M N 0 P Q R S T U V W X Y Z AL I  _ _ _ _  E H L N S V Z C F K M Q U Y D J P R W A G I 0 T B X 
{ J  K L M N 0 P Q R S T U  V W X Y Z A B C D  E F G H I  AL2-3-4 - - - - R D L I Z G E S F P V 0 N H C A J Y Q W T B U M X K 

r: { T U V W X Y Z A B C D E F G H I J K L M N O P Q R S  A LJ _ _ _ _ X S 0 Y K E N F I Z D T M P G A V U B H Q W L R C J 
RFS _ _ _ _  T Y 0 E U M X D F J Q V K W B N S H C I L R Z A G P 

I t  is clear t l w  t by u sing t h ese s t ri p s  t h o  corre c t ness of t h e  cl ear text l w s  been csta blisl r e d  to 
n n  n bsol u t e  degree . One error in cneiphcrmen t (or copying ? )  \nls foun d .  Tho l e t t e r  H1, of 
the \Vord SU?\SII I N E  w n s  incorrec tly cl csignn tcd by t h e  l e t t N  He ; i t  sl Jould  h a ve bern Yc. 

I t  is obvious  tha t  the n n a lyst is n o w  i n  a posi t ion t o  soh·e a l l  other messages 1ni t t en by 
men ns  of the same ci p h er wb ecls in the  snme h orizont al permu t a t ion . This sbo\\·s h o w  fu r­
reaching the effects of  fin< l i ng even a slwrt m essage with i ts d eciph ermen t would be in u c t u u l  
pra c tice.  

SG.  Analysis by superimpo sition.-Th c m et h o d  o f  an alysis o f  cry p togrn m s  by l'l' C O l l l';'<-' t o  
the princi ples o f  superirnposi t ion n rc ,  o f  course, among th e most fun d al l l c n t n l  p rocesses i n  
cry ptanalysis, n n e! n re resorted t o  only when a l l  o t h er metho d s  fa i l .  I n  t h i s  Sll pcri rnpo:-:;i t i on ,  
letters which h a v e  been enciph ered by the same secon d a ry n l p h n bets nrc brough t togct h C'r w i t hin 
the same col u m n ,  nncl the c.ol umn is then a n n lyzed on t h e  ba sis of p ure  frcqu en(;y.  \Vh<.'n a 
sufficien t n u mber of l e t t e rs is i ncl u ded in s u c h  col umns,  sol u tion can a h,·nys be n c h i e ,· e d ,  n o  wa L l er w l w L  me ll 10d of  e t 1c iphermcn t h a s  b e e n  em ployed ,  or h ow com plex . In t h e  case of this  machine,  vdwn t h e  key words for dispn t c h es n re kn own , the p rinciples 
of superimposition c a n  be applied to t h is crypt ogra p l 1 i c  system . It  is  possible,  of  c o u rse,  to 
use the machine in conj unction wit h  n code book for indica t in g  the key words,  i n  which cnsc  
enemy cry p t a n a lysts m ight have no clues as  t o  t h e  key word for  each disp:: tch , providing t l1 a t  
the code sys t e m  ndopt ecl ren l ly a ffords t h e  k i n d  of  secrecy necessary for t h e  p u rpose.  B u t  t h e  
necessity for using a code book w o u l d  const i t u t e  su c h  a very serious  disach·a n t <lge t h n  t for 
practical  rensons it \\:ould be most a dviso. ble to  dispense with such u se and t n k e  chan c es on 
wh n t  in forma tion t h e  enemy could obtain  from a knovdeclge of  t h e  k ey ''"ord s .  

I t  is o b vious from 'vh a t  l m s  g o n e  before, t h a t  eYery one of t h e  socond::try alph n bets  of t h i s  
machine c a n  b e  given a n u m ber, a n d  tha t  every l etter of every m essage can be nlloc a ted t o  the secondary alphabet to  which i t  belongs. I f  a sufficien t amoun t o f  text is  available,  i t  c a n  
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easily happen that 50 or more dispatches ca.n be superimposed, thus yielding columns of 50 or 
more letters which then constitute the elements of single alphabet substitu tion ciphers .  Solu tion 
of su ch columns is possible by recourse to the simple principles of frequ ency . It is unnecessary 
to indicate how the allocation can be made, for it will be obvious to anyone who has a thorough 
comprehension of the mechanics of the system of cipher-wheel movement. If every sta tion 
has a. different setting as  regards C\V2 and 4, then the traffic of the most impor t ant sta tion ma.y 
easily yield a sufficient n umber of dispatches for superimposition, since in this case only 1 7 ,576 
secondary alpha bets a.re involve d .  If  the same cipher wheels and the same horizontal permu­
tation are used for a n umber of days, then there would be no question a bout the availability of 
a sufficient amount of text for superimposition and solution. 

56973-34-8 

A P P EN D I X  

( 1 09) 



RAW • •  

� ..... "" U") � 
� � � � � CW5 • • •  
...:l 0 0 0 � 

A G R B N _ _ _ _ _ _  { 
B H R C 0 _ _ _ _ _ _  { 
C I R C 0- - - - - - { 
D J R C 0 - - - - - - { 
E K R C 0- - - - - - { 
F L R C 0 _ _ _ _ _ _  { 
G M R C 0 _ _ _ _ _ _  

{ 
H N R C 0 _ _ _ _ _ _  { 
I 0 R C 0 _ _ _ _ _ _  { 
J P R c o _ _ _ _ _ _  { 
K Q R C 0- - - - - - { 
L R R C 0 _ _ _ _ _ _  { 
M S R C 0 _ _ _ _ _ _  { 

DISPATCH NO. 1 

Key: AGRAM. (Effective key : AGRBN) 
0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B 

J 
p 

N U T X H V Z S L U M L Z X H X H 0 H Y B R C L M S 
R E S I D E N T 0 F T H E U N I T E D S T A T E S I 
U F C D S U F M 0 V K C N K Y N N G A U W Y L I Q Z 
N V I T A T I 0 N T 0 D I S C U S S P A C I F I C 0 
U T L W B Y D G 0 W K H R X T C J C S V G J J F Y V 
C E A N P 0 L I C I E S C 0 M E S L I K E A B 0 M B 
J S R C E Z U Q K D 0 Y T X V T V C A S N Q P G E C 
T 0 J A P A N W H 0 W A S P R E P A R E D T 0 C 0 N 
A R U C W L D D C U Q D X F L C B K D B E C H X D G 
S I D E R R E D U C T I 0 N A R M A M E N T S B U T 
V A Y E E U Z H W R W V V P V D V M G E N J W V U U 
R E S E N T S D I S C U S S I 0 N A S I A T I C P R 
E N M 0 Q J P U M V K G W Q C Z W K R I I X M J A C 
0 B L E M S A S U N W A R R A N T E D I N T E R F E 
L N S W E A M I A U U V W V B L E M B 0 S P X F R R 
R E N C E G R E A T E S T B L 0 W T 0 P R I D E A N 
S G 0 W C J L V M H Y A J E Z G F Y B U D A Z L 0 Q 
D P R E J U D I C E I S I N V I T A T I 0 N T 0 C H 
U M T Z T 0 V T B D K W H A C H Y N Y 0 B N P I H R 
I N A T 0 P A R T I C I P A T E F 0 L L 0 W I N G J 
T K S X F G W M N L N G 0 H Y M K H P G W I E B E L 
A P A N S F A I L U R E T 0 R E N E W B R I T I S H 
A B L Z C J U C L J X S 0 U D L W U T A F I A R T U 
A L L I A N C E B R I N G S R E A L I Z A T I 0 N 0 

I t  OTSDP 
S N G X A Z B 0 H G W P Y G Z R V N T R C 0- - - - - - { F N A T I 0 N S I S 0 L A T I 0 N 

(1 1 1) 
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DISPATCH NO. 2 

Key: COBAN. (Effective key: DPBBO) 
RAW- 0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 

> ...... ..., "" > :;; � � ;:: :;; c ws. . . B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A 
H 0 0 0 � 

D P B B 0-- - - - - { 
E Q B B 0- - - - - - { 
F R B B 0- - - - - - { 
G S B B 0--- - - - { 
H T B B 0- - - - - - { 
I U B B 0- - - - - - { 
J V B B 0- - - - - - { 
K W B B 0- - - - - - { 
L X B B 0- - - - - - { 
M Y B B 0 - - - - - - { 
N Z B B 0 _ _ _ _ _ _  

{ 

P A C B 0 - - - - - - { 
Q B C B 0 - - - - - - { 

B J E N F C A D D A Y G K N S F R B H W L U K J P Q 
Z E P P L I N C 0 M P A N Y A C C E P T A L L G E N 
U Q I S A H S V I H S W D T I D Y A B J G T K K M Y 
E R A L C 0 M P R E S S I 0 N R E Q U I R E M E N T 
X 0 L D Y N V H C B Q T J 0 N I Y X J M J D 0 D T B 
S A N D A R E A N X I 0 U S T 0 P R 0 C E E D A S S 
L R K S N Z K M K P X U S U D S 0 C R J I Y A T X J 
0 0 N A S P 0 S S I B L E B U T T H E Y P R 0 P 0 S 
X M R Y W F Z H E B B Z E B X F F W H P F V Y H F V 
E S E V E R A L M 0 D I F I C A T I 0 N S W H I C H 
B S A G B T A L Z U G G E X A X A K X Y I H H N F T 
D E P A R T M E N T S H 0 U L D C 0 N S I D E R X A 
D T L L 0 W U 0 A I N H N J W Y B P T A Y I D G J B 
N D W H I C H A R E I N M A I L M E A N W H I L E T 
N U V J L Y T G F C D N F Q J P L X T J C J R P H K 
H E P R E S E N T G E R M A N L A W M U S T B E A M 
Z G G V J M X F M C Z T Q K Z S T F H S W 0 U D T R 
E N D E D B Y G E R M A N L E G I S L A T U R E B E 
Z L U P J T Y B G J C P 0 N X Y A Q Y H H M C W M W 
F 0 R E Z E P P L I N C 0 M P A N Y C A N P R 0 C E 

Y B H I W I V 0 Z H H J K E 0 W Y I C E A C Y Y 0 Q I t  O Z C C P  

E D S T 0 P I A M T 0 L D T H A T T H I S A M E N D 
V G W C S F S Z U E N J Q I 0 P D J F U C U B T 0 V 
M E N T C A N N 0 T B E E F F E C T E D U N D E R T 
W P Z A Q S T M K G I H G Z 
W 0 0 R T H R E E W E E K S 

� ..-< M "> � -< ;:: � � -< 
H 0 0 0 � 

1 1 3 

DISPATCH NO. 3 
Key: BLOIS. (Effective key: BLOJT) 

RAw . .  0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
cws_ _ _  E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 

B L 0 J T - - - - - - { P Z X X 0 Z W T S R S F F B X K H Y X B Y 
C 0 M P L E T E G E R M A N F I R E C 0 N { J N I R N L I F K V 0 R A R B V Z U G V A C C N B T C M O E 0 - - - - - - T R 0 L S Y S T E M A V A I L A B L E T 0 U N I T E { Y L P C W T 0 L Q D V H A Z Z G Z P G J P F E R M Q D N O E 0 - - - - - - D S T A T E S F 0 R D I R E C T S A L E S Y S T E M { U D P K F K Q E M D S 0 D L M 0 K R T D U V C A N L E O O E 0 - - - - - - E M p L 0 Y S A L T E R N A T I N G C U R R E N T A { Z Q B 0 R W I U P F H Q 0 0 G X M T M I J M V U B Z F p O E 0 - - - - - - N D H A S A C C U R A C Y T 0 T W 0 M I N U T E S 0 { G A H P N G Q R J F T L S I P N L W C K I E T H I K G Q O E 0 - - - - - - F A R C S T 0 P G E R M A N S H A V E P E R F E C T J 0 S E R 0 I B J 0 P H X S V X G L Y U F Y A E L G K H R O E 0 - - - - - - l E D A P P A R A T U S A L 0 N G L I N E S N 0 W B E 

f 0 L A L F V E F H R N Z D X I X Z K V B G I Q P M L I S O E 0 - - - - - - [ I N G D E V E L 0 P E D B Y G E N E R A L E L E C T { R Y H A Q H Q U G Q X 0 U K C M* P A Q U R N Z E A C J T O E 0 - - - - - - R I C C 0 M P A N Y S T 0 P J A P A N E S E A B 0 U { X N T X I C L R S Z 0 A A P H B I K S D C H R Y R S K U O E 0 - - - - - - T T 0 C 0 N C L U D E N E G 0 T I A T I 0 N S F 0 R { W W D Y C Q S K K U B J I Q W Q F J H N U K Z U S D L V 0 E 0 - - - - - - p U R C H A S E 0 F S A M E S T 0 P G E N E R A L D { R I B N W M S C S F M N H Q D U P P U Q L Ut U R A H M W O E 0 - - - - - - E S C R I P T I 0 N I N A C C 0 R D A N C E W I T H 

I t  O X PF P  
X N G Q E D J M R W X X K R Y S V N X 0 E 0 - - - - - - { M Y R E P 0 R T N U M B E R 0 N E 

* Underlined portion should be ZX. 
t Underlined portion should be PUEDZRK. 
These were errors in encipherment. 



E:: -' M � 
< � � � 
� 0 0 0 

A G A 0 

B H A A 
C I A A 
D J A A 
E K A A 
F L A A 
G M A A 
H N A A 
I 0 A A 
J P A A 
K Q A A 
L R A A 
M S A  A 

� 
-< 

RAW _ _  

cws _ _  _ 

�- - - - - - { 
o _ _ _ _ _ _  { 
o _ _ _ _ _ _  { 
o _ _ _ _ _ _ 

{ 
o _ _ _ _ _ _  { 
o _ _ _ _ _ _ { 
0 - - - - - -

{ 
o _ _ _ _ _ _  { 
o _ _ _ _ _ _  { 
o _ _ _ _ _ _  { 
0 - - - - - - { 
o _ _ _ _ _ _  { 
0 - - - - - - { 
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DISPATCH NO. 4 

Key: AGAN A. (Effective key: AGAOC 1) 
0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

F S R U X M M F Y E P A 
N A V A L C 0 U N C I L 

J I U K X J S Q S G Z I R K S R Y L L R D Y C 0 V Z 
N 0 W I N S E S S I 0 N T 0 K Y 0 T 0 D E T E R M I 
0 E E K A P N Z R Q B P 0 S S E P Q D X G D L T N A 
N E D E M A N D S A T P A C I F I C C 0 N F E R E N 
0 P R R N F 0 B Z F L C K G M K C L M X L L J H V V 
C E P R A C T I C A L L Y A L L A G R E E R A T I 0 
0 H U D H V 0 G A K D I C S C B E Y X M P Y T R D K 
0 F J A P A N E S E V E S S E L S T 0 U N I T E D S 
K V J D W D 0 A L J Z C Q N M W T Y U 0 D Y Z C 0 E 
T A T E S N A V A L V E S S E L S M U S T B E S E V 
S N W T S F Y C G P X V R V J C E Y Y V L G W P I P 
E N T E N T H S 0 R T W 0 S H I P S T 0 T H R E E S 
Y R M K Z 0 M C L G P C S 0 Z S C C A N P N X Y W Y 
T 0 P D E C I D E D T 0 P U T I N R E S E R V E F 0 
K S K J H L L Z F N Z Q Y S B Z 0 L T I X M R U J U 
U R P R E D R E A D N A U G H T S S E V E N A R M 0 
Z A M P K Q A D B R B C 0 R P U G J I H K A J K L K 
R E D C R U I S E R S F I V E C R U I S E R S A L L 
M G S P E G R E S I F A I X Z Q F I W M A D U C F M 
0 L D S T 0 P N A V A L D E L E G A T E S W I L L B 
I V D A E S I E U 0 Z S 0 B H M Q N W N D U R G 0 L 
E V I C E A D M I R A L K A T 0 C A P T A I N S Y A 
B G R U B H C V I Q U A U N G W 
M A N A S H I A N D N A G A N 0 

1 The key as given was in error. It should have read AGANB instead of AGANA. 

1 1 5  
D ISPATCH NO. 5 

Key: CUNEO. (Effective key : C UNFP) 

R A W _ _ 0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N � � � � � cw�-- E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D < :::: :::: ;::: � 
� 0 0 0 p:; { H K W Z A R R P B Q B I V Y S M P D M Q M V U D C C U N F p _ _ _ _ _ _  S M I T H S T A T E S C A S E S C 0 N T A I N I N { E M Z X D P I D L I A W W U B Q M E Z P I X I S N H D V N E 0 - - - - - - G C 0 N T R A B A N D W E R E P 0 I N T E Q_Q�_T_T { R I Q 0 W Y I N R C X Y M X H J Z C R H A T H S B Z E W N E 0 - - - - - - 0 H_LM B Y M A J 0 R R S S N I V E L Y W H 0 S T A { P M L K V 0 U Z R S A U G 0 H L T K 0 U Z J E C X L F X N E 0 - - - - - - T E D T H A T T H E Y C 0 N T A I N E D H 0 U S E H { S K D H W B I L E S K S W G Z G P R U I Q L H J J P G y N E 0 - - - - - - 0 L D G 0 0 D S 0 F H I S S T 0 P H E R E Q U E S T { M K D Q E U D K M I G E 0 J L R Z D K N N P N Y X Y H z N E 0 - - - - - - E D S M I T H T 0 L 0 0 K 0 U T F 0 R T H E M S T 0 { H N M S S Y W Q D W D K V 0 B B G L U E B W M Z X D I A N  E 0 - - - - - - p S M I T H S  A I D H E  S A W S  I M I L  A R B  0 X E { W K S A V U E A S U L C 0 G R Q L Z W U K I K T J Z J B N E 0 - - - - - - S I N C 0 U R S E 0 F C 0 N S T R U C T 1-Q_N I N B { P 0 W I I X H L J B H F K B W V G G L A G G Y I C Y K C N E 0 - - - - - - A C K Y A R D 0 F S N I V E L Y S Q U A R T E R S A { V C J A B X N D I W C C E M H G K Q Q D C B I G R I L D N E 0 - - - - - - N D S A W A S I M I L A R B 0 X W I T H 0 N E C 0 R { A Z E H 0 F 0 R Z F F J 0 N F I V S M 0 Q W T Z I S M E N E 0 - - - - - - N E R 0 P E N A T P -0 L I C I A B A R R A C K S I N 

1 O F O F P  { W I Z L I E U E Y Z P B Q E Z I Q G 0 P L V W B T I X N F N E 0 - - - - - - T H I S B 0 X H E R E C 0 G N I Z E D A C A S E M A { H Q B X R Z S I V Z M C S P Z P G 0 E 0 _ _ _ _ _ _  R K E D H A I G A N D H A I G 
N OTE.-Undcrlined portions were incorrectly enciphered. 



R A W  • •  

� ::< M ::' � CWL. 
< :::: � � -< ....:l 0 0 0 � C W l  

D 0 V F S _ _ _ _ _ _  { 
E P V B 0 _ _ _ _ _ _  { 

r F Q V B O _ _ _ _ _ _  L 
G R V B 0 - - - - - - { 
H S V B 0 - - - - - - { 
I T V B 0 - - - - - - { 
J U V B 0 - - - - - - { 
K V V B 0 - - - - - - { 
L W V B 0 - - -

- - -
{ 

M X V B 0 - - - - - - { 
N Y V B 0 - - - - - -

{ 
P z w B o _ _ _ _ _ _  { 
Q A W B 0 - - - - - - { 

1 1 6 

DISPATCH NO. 6 

Key: DOVER. (Effective key : DOVFS) 

0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A 

L P I 0 U E Z K S J B X C A F E U K S D W H 
W U S F 0 R C E 0 F T W E N T Y F I V E T H 

R Y S N W A N I P U J M Z A H 0 U Y V U V 0 E C N B 
0 U S A N D M E N E X E C U T I N G N 0 R T H E R N 
S M P N L Q A P T A G G V H R M Z V B N Z I I X P B 
E N C I R C L I N G M 0 V E M E N T C H A N G S P 0 

0 L Y X B S S M B W L H V X V S P Z I K 0 G 0 0 C C 
S I T I 0 N V I C I N I T Y 0 F R I V E R B E C A M 
F E K X M R A L N V R S K A E S D S M T G R X S Y P 
E U N T E N A B L E C H A N G S A R M Y I S W I T H 

S M G S G Z B V D E N W Z S I V J E S V W Y J R G X 
D R A W I N G I N T 0 M A N C H U R I A F 0 R R E 0 

E P I X V E J E B H I F G S V P X X G A Z C Q C Z S 
R G A N I Z A T I 0 N W H E R E W U I N A L L P R 0 

F R I V W W D G V A H G H Q L V L M V B U S W X Y Z 
B A B I L I T Y W I L L N 0 T F 0 L L 0 W F 0 R F E 
� 1  N W W T N K V B Z U Y R T P M R W P I C V Q Z P D 
A R 0 F C 0 M P L I C A T I 0 N S W I T H J A P A N 
N X C E W Y R M H D W N P Z L W C C N X W T L V K G 
D U R I N G W H 0 L E C A M P A I G N W U W A R N E 

t O Y \\' C P  

L I F E N T M E G L c u M E v K H z y N A H D s T J L 
D A L L A M E R I C A N C I T I Z E N S T 0 L E A V 
D H J B N I Q W N W A T I T L S J F U A R Y N W L E 
E I M M E D I A T E L Y A N D S H 0 W E D G R E A T 
F K 0 S P S C F A Z W S N T Q Y B X Q M G G V A N 
P E R S 0 N A L B R A V E R Y R E M A R K A B L E 

NOTE.-Underlined portion was incorrectly enciphered. 

1 1 7 

DISPATCH NO. 7 

Key : GENOA. (Effective key: GENPB) 

R A w . .  0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N � � � � � c ws_ _ _  C D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B ....:l 0 0 0 � { B Y P F M L W Q Y S D Z U  G E N P B_ _ _ _ _ _  G E R M A N C 0 N T R A C { W X Q G M G X N K T R V K V T T B Y T P V D Z T N N H F N C 0 _ _ _ _ _ _  T S F 0 R Y E A R C 0 N T E M P L A T E S F 0 R C U f N R 0 T L D H S W W G M I P B Z Z C G P G P R V T B I G N C 0 - -
- - - - l T T I N G U P B R I T I S H W A R S H I P S A  S F 0 { M B Y B U Q Q 0 U R Q D M D B N E Q D S B H Y C Z J J H N C 0 _ _ _ _ _ _ L L 0 W S A P P R 0 X I M A T E L Y F 0 R T Y T H 0 { X S J R L I G G D J D V A T H Y W R U W X L B Y Y I K I N C 0 _ _ _ _ _ _  D I C F J E A M M F S Q M R S A Z D Y A W G R H N C { L J Y V T N D B Q T Z W H X D Q C C G M 0 U R Y X W L J N C 0 - - - - - - L U D I N G S I G H T S U P P 0 S E D F 0 U R L A R { C T B J P N R M F F 0 V L Z Q D V B Z Q A T 0 C Q Z M K N C 0 _ _ _ _ _ _ G E C R U I S E R S T H R E E S M A L L C R U I S E 

N L N C 

P M 0 C 

Q N 0 C 

R 0 0 C 

s p 0 c 

T Q 0 C 

t O L O D P  { E I W D K L w H H p v w A u T u N K A E I s J T B z p 0 - - - - - - R S F 0 U R T E E N I N T R 0 D U C E D A N D T H R { I L L V M K Q B 0 Y X J M H U K F H B G X S A H Z 0 0
- - - - - - E E M 0 N I T 0 R S S T 0 P T H E S E V E S S E L S { 0 I Q N M G M 0 G Y B W U H Y F K 0 T S P L I B 0 F 0 - - - - - - H A V E B E E N P U R C H A S E D 0 U T R I G H T A { E W K D Y A D X Z S N X L J Q W 0 S K U R L E 0 G L 0 - - - - - - C P B L T Z C Z Z C Z B T X U D T K D V A Q E L 0 R { S V Z W W G 0 Y Q C W J S A D P S 0 Q U Y H D S U R 0 -

-
- - - - T S T W 0 B A T T L E S H I P S 0 F D A N T 0 N C L { S E N X T M F T Q Y L 0 S W U M J L P V A Q K T 0

- - - - - - A S S P U R C H A S E D F 0 R S C R A P P I N G 
Note.-Underlined portions were incorrectly enciphered. 



R A W  _ _  

� ,..... "" "' � C '" -
< � > > < . ,, J __  _ ...:l 0 0 0 � 
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DISPATCH NO. 8 

Key: H A GUE. (Effective key : H AGVF) 

0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 

{ S Y Y G S T X V P 
H A G V F - - - - - - H A V E A B S 0 L { M A G V Q J T A R Q R M F L A H W T Z L B H T V D R I B G E 0 _ _ _ _ _ _  U T E L Y R E L I A B L E I N F 0 R M A T I 0 N T H { 0 H H B H P D Q N T K Q Q H S F J M C F 0 J A A M K J C G E 0 - - - - - - A T G E R M A N G 0 V E R A R T M G H A Z E A_Q_Y_A { W Y S X V B I W 0 A J Z G Z E J A D C K W Z K R I I K D G E 0 _ _ _ _ _ _ W A R D E D C 0 N T R A C T T 0 F I R M F 0 R D E S { T I N 0 V U 0 Z P Y L H T Y S R P W G L R V Y F G B L E G E 0 - - - - - - T R U C T I 0 N 0 F W A R S H I P S H E D F R I E D { A I H P U C B R K 0 Z U G C C H W Z D I X G R B A P M F G E 0 _ _ _ _ _ _  R I C H S H A F F N I N T E R A L L I E D A E R 0 N 

t O O H F P  { Z I G c u N v K u A T D y X v E K N w y X R v p D w K N G G E 0 - - - - - - A U T I C A L C 0 M M I S S I 0 N N 0 T I F I E D Y { G U X J B X E 0 D S P Q S A X A 0 Z M B V K F G M G p H H E 0 _ _ _ _ _ _  E S T E R D A Y G E R M A N G 0 V E R N M E N T W 0 { Z I F 0 D 0 F Z I F T E L V M U D C B V P 0 P T N 0 Q I H E 0 _ _ _ _ _ _ R K 0 F D E S T R U C T I 0 N M U S T C 0 M M E N C 
f A G I N K L B W V X J V C V Z Y K A W 0 P T E C P Y R J H E O _ _ _ _ _ _ l E B Y J U L Y T H I R T Y E V E N I F N E C E S S A { C U W I I J K B Q P W 0 T H S G L S Y D F Q U Q N J S K H E 0 _ _ _ _ _ _  R Y T 0 B L 0 W I T U P I N T E R A L L I E D C 0 M { V R Q G B S N J H B S P X Q V S U M H K W Y I B C Y T L H E o _ _ _ _ _ _  M I S S I 0 N I S E X E R T I N G P R E S S U R E 0 { H 0 W F V F J N N A U J F L S C 0 U M H E o _ _ _ _ _ _ N G E R M A N G 0 V E R N M E N T 

NoTE.-Underlined portion represents error in encipherment. 

R A  "r __ 
> � M � ;::. . r :;; � � ?;::: < C IH . . •  

...:l Q 0 0 � 

1 1 9 

DISPATCH NO. 9 

Key: MONTE. (Effective key: MONUF) 

0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C 

M 0 N U F - - - - - - { 
� O P O E P  

H D R Y Y Z Y T 0 
Z E P P L I N C 0 

f U I J J s L s w c R N u L s A E X T G w p z y v G I v N P N D O _ _ _ _ _ _  l M P A N  Y A C C E P T A L L G E N E R A  L C 0 M P R { C B X Y R K R H N Z Z W J A Y Y N R Y V F Z J S K G P Q 0 D 0 _ _ _ _ _ _  E S S I 0 N R E Q U I R E M E N T S A N D A R E A N f 0 V D U Q Z T H H S Y G E G K 0 A Q F Z H X R P M H Q R 0 D O _ _ _ _ _ _  l X I 0 U S T 0 P R 0 C E E D A S S 0 0 N A S P 0 S S { Y Z T J L I U N X X U J A I V S S T F X T Z L J V U R S 0 D 0 _ _ _ _ _ _  I B .L E T I M E T  0 E X E C U T E  0 N E Y E  A R B  U { V E Y Y G 0 D Z L N M L V K U 0 F R X H V K I H P F S T 0 D 0 _ _ _ _ _ _  T T H E Y P R 0 P 0 S E S E V E R A L M 0 D I F I C { L N C E L F Q F S Q Z S W H L E H D T G S B U H E T T U 0 D 0 _ _ _ _ _ _  A T I 0 N S W H I C H D E P A R T M E N T S H 0 U L { U Z A C A M H V P D J Z K I F A J G V 0 R H X 0 D J U V 0 D 0 _ _ _ _ _ _  D C 0 N S I D E R A N D W H I C H A R E I N M A I L { S J B U S K B H H F N I B Y X Y X D I H L K E H Q J V W 0 D 0 _ _ _ _ _ _  S T 0 P M E A N W H I L E T H E P R E S E N T G E R { E L C H U K F N C 0 Z D Y C K T Y P Q P C D C H 0 M W X 0 D 0 _ _ _ _ _ _  M A N L A W M U S T B E A M E N D E D B Y G E R M A 
f U L Z P 0 A T X I T V K T C K W N T Q J E V 0 D G G X y 0 D O _ _ _ _ _ _  L N L E G I S L A T U R E B E F 0 R E Z E P P L I N C { C U Z Q W D V W Q X Z E N E Q E S H C E C L U H P S Y Z 0 D 0 _ _ _ _ _ _  0 M P A N Y C A N P R 0 C E E D F U R T H E R I N T { H E X G E K 0 E Z A 0 D 0 _ _ _ _ _ _ H E M A T T E R 



R A W  _ _  

� .....,. � t.t';) � T 

� l::: � � � C\"\5 _ _ _ 

H 0 0 0 � 

0 E Q B M- - - - - - { 
P F Q D 0 - - - - - - { 
Q G Q D 0 - - - - - - { 
R H Q D 0 - - - - - - { 
S I Q D 0 - - - - - - { 

r T J Q D O _ _ _ _ _ _  l 

U K Q D 0 - - - - - - { 
V L Q D 0 - - - - - - { 
W M Q D 0 - - - - - - i 

r X N Q D O _ _ _ _ _ _  l 

Y 0 Q D 0 - - - - - - { 
r Z P Q D O _ _ _ _ _ _  l 

A Q Q D 0 - - - - - - { 
B R Q D 0 - - - - - - { 
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DISPATCH NO. 10  

Key: NEPAL. (Effective key: OEQBM) 

0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
D E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C l z  N 

A R 
S I I B X A R U N D E G X D Z M M Q X Y A Y T F G B 
M Y G E N E R A L S T A F F C I R C U L A T I N G J 
E U Z W C L G R B M Q K T C C G H V P T F A B X D H 
A P A N E S E P R 0 P A G A N D A H E R E A N D C H 
H U D X Z S P N 0 L Y V C T R E C G J S E A J L W T 
I N A S T 0 P U N I T E D S T A T E S M I L I T A R 
P M L J B R Y 0 M C V T N P Q P Y D M N T S C P U F 
Y A N D E C 0 N 0 M I C A L M E N A C E S T 0 P H E 
E X V M N P X Q Y I I R F X Z Z G K G Z T C Y D V W 
R I N T E R F E R E N C E C H I N A A N D S I B E R 
Q I A F M V D U F C L Q J A G C Z A B B D K T I U E 
I A C 0 M P E L S J A P A N T 0 B U I L D A N M A X 
J Y W P 0 T P F G W L B X M M B D J V L F Q F Q W T 
N T A I N N A V Y B E Y 0 N D M E A N S S T 0 P W I 
P X D J K B X C N I F S C M G S T G B T 0 R E M T E 
L L I N G T 0 M A K E S 0 M E R E D U C T I 0 N B U 
K L H C C U P D Q X C P T F 0 B L M V Y Z R I R M V 
T M U S T R E T A I N N A V A L S U P R E M A C Y 0 

H D G G H V T F W Q R Q F H K H N L X Q J I T N C S 
F W E S T E R N H E M I S P H E R E P R E V E N T A 
G S N S E J Q W R B I U K V G T 0 U E T B W P L C J 
M E R I C A F R 0 M E V E R I N T E R F E R I N G I 
Y C X Q T B P J D M U S I R 0 K Y M A D 0 B V U P Z 
N T H E I R D 0 I N G S I N T H I S P A R T 0 F T H 
M B K H V B 
E W 0 R L D 

Note.-Error in underlined portion. 

A 

B 

c 

D 

E 

F 

G 

H 

I 

J 

K 

L 

M 

1 
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TABLE 1 5.-TABULATION OF e1 02 PAIRS IN TEST M ESSAGES 
4 

� 
A B C D E F G H I J K L M 

4 '  9 2 3 5 4 
9 2 1 1  4 7 7 

2 8 2 7 3 4 - - - - - -
5 2 5 4 8 5 -- - - - - -4 4 3 5 7 1 - - - - - -
5 6 5 4 5 7 -- - - - - -1 9 7 4 5 3 - - - - -

-4 1 5 2 3 6 -- - - - - -8 3 3 5 3 5 -- - - - - -
6 6 1 2 6 2 4 - - - - - -6 3 3 5 3 9 
4 4 

I I  1__5_ 2 

-3 
5 2 4 6 7 4 

6 8 7 

8 3 6 
5 5 1 - - -
5 1 5 - - -9 4 2 - - -
7 5 5 - - -
7 3 6 - - -3 10 8 - - -4 4 1 0  - - -2 5 0 - - -
7 6 3 - - -4 6 8 
3 317 

8 1 

5 4 
4 1 - -2 7 - -
7 2 - -
7 8 - -4 5 - -4 8 - -4 7 - -4 7 - -8 5 - -
0 2 
4 2 

��� 8 6 
6 6 : - _I 6 2 - -9 3 - -4 2 - -4 3 - -4 3 - -2 5 - - -3 4 - -

5 4 - --
5 4 
2 2 

A 

B 

c 

D 

E 

F 

G 

H 

I 

J 

K 

L 

M 

N 0 P Q R S T U V W X Y Z 

�_2__��_2_1_1_��� 5 5 G 7 
7 5 7 2 9 8 3 2 4 6 3 1 0  7 i - - - - - - - - - - - -
7 3 4 7 1 0  6 4 4 5 3 5 7 7 - - - - - - - - - - - - -3 6 6 1 3 G 16 9 4 3 8 9 6 - - - - - - - - - - - - -3 9 7 8 2 5 7 6 8 4 1 4 3 -

-
- - - - - - - - - - -4 4 2 5 8 4 3 3 3 4 7 5 1 0  - - - - - -

-
- - - - - -

1 6 8 5 3 7 5 3 1 5 5 6 9 - - - - - - - - - - - - -4 3 4 7 4 4 7 2 5 7 6 8 7 - - - -- -
-

- - - - - - -1 6 2 0 8 6 7 9 8 2 3 6 9 - - - - - - - - - - - - -6 1 5 6 5 6 8 3 2 5 5 2 6 - - - - - - - - - - - - -8 4 2 2 8 3 4 6 0 3 8 3 5 - - - - -- - - - - - - - -1 4 6 3 5 7 3 1 1  6 1 0  8 8 7 3 3 65!31 �
-

4 6" 4 6
-

1 3 2  
01 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

N 

0 

p 

Q 

R 

s 

T 

u 

v 

w 

X 

y 

z 

4 2_1�1_2_1�1� 2 __5_1�J�1_2__ �12_ 3 5 8 1 6 1 4 9 1 5 2 I 5 5 5 3 
0 6 2 0 1 2 1 2 4 4 1 8  3 5 3 3 - -

, 3 6 3 0 5 1 3 7 3 4 3 7 5 - - - - - -
715 - - - - -

7 10 2 3 7 3 5 8 8 4 3 - - - -
7 1 5 1 8 

- - - - - -8 6 10 6 5 4 3 4 6 8 
() 12 3 6 6 2 8 4 4 7 7 4 4 - - -
7 7 4 13 7 5 2 5 2 5 7 5 4 - - - - - - - - - - - - -3 G 7 7 6 6 5 6 4 3 6 1 7 - - - - - - - - - - - - -9 7 4 4 2 4 4 3 2 6 4 6 3 - - - - - - - - - - - - -
5 9 6 3 2 5 6 5 3 1 1  4 4 4 - - - - - - - - - - - - -

1 0  6 2 6 4 4 5 5 1 3 4 8 1 5  8 - - - - - - - - - - - - -
ti 8 7 9 4 13 5 3 5 4 2 3 3 

A B U D E � U H 1 J K L M 

N 

0 

p 

Q 

R 

s 

T 

u 

v 

w 

X 

y 

z 

3 5 5 1 1 0  �/_2_ 2 1 2 ��� 6 1 3 9 0 1 1  3 _4_1 _4-516 3 6 8 4 
7 4 4 4 9 3 7 5 6 2 2 5 5 !  _I 
5 9 4 2 3 8 1 7 8 8 4 7 3 - - - - - -- - - - - - -
5 9 2 3 7 6 6 5 8 2 6 8 (j - - - - - - - - - - - - -3 4 6 . 2 3 8 9 5 3 4 6 6 7 - - - - - - - - - - - -2 7 8 6 8 8 4 1 0  7 9 3 9 5 - - - - - - - - - - - -9 3 2 5 4 5 5 4 6 2 1 0  3 7 - - - - - - - - - - - -7 3 6 7 9 5 5 1 7 5 7 2 2 - - - - -- - - - - - - -4 4 1 3 4 6 6 8 4 7 1 0  3 4 -

-
-- - - - - - - -- - - -

7 2 10  6 3 7 5 9 4 5 7 5 6 - - - - - - - : I : -
- - -

5 3 5 7 6 2 1 2 5 4 5 3 
5 3 5 9 6 6 2 6 3 1 0  4 

N 0 P Q R S T U V W X Y Z 

A 
B 

c 

D 

E 

F 

G 

H 

I 

J 

K 

L 

M 

N 

0 

p 

Q 

R 

s 

T 

u 

v 

w 

X 

y 

z 
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1 6 
TABLE 1 6 .-TABULATION OF 81 82 PAIRS IN TEST M ESSAGES 

A 

B 

c 

D 

E 

F 

G 

H 

I 

J 

K 

L 

M 

1 

A B C D E F G H I J K L M 

5 6 6 

8 4 5 

3 1 2  6 

1 3 4 

1 !) 5 - --
7 3 5 - - -
4 7 G 
G !) 2 
5 4 4 

2 G 2 

4 1 4 1 4 
_ _  ! _  

�j2__!_ 
8 1 G - - --
4 1 8 - --
2 1 5 - --
7 G 1 ---
3 4 4 

G 4 7 

(j :3 5 
2 6 5 

4 1 4 j 7 j 3 '
1 0 1 2 4 ---�---

2 4 1 7 3 3 6 2 -
1

-�3 -1-40 5 5 - ----- -
5 5 7 7 5 G 0 - - - ---
3 2 3 () 6 5 2 -------
4 9 4 4 3 3 5 . - - --- - -
8 4 5 5 5 4 5 i 
3 2 2 4 7 9 41 -I 5 4 2 6 4 6 _1_1 
5 � 4 2 4 7 4 \ 

5 4
_

0 3 G G 3 5 -4 _4__ 5 1 J;:: ��������-1-� __?_ �� _4
_ �

. 4 5 I ;3 3 5 1 8 3 5 1 2 __ :_______2 : 
01 A B C D E F G H I J K L J� 

6 
82 

A 

B 

c 

D 

E 

F 

G 

H 

I 

J 

K 

L 

M 

N \ 3 \ � 1 3 \ 5 \ 2 \ 2 1 2 \ 7 \ u \ 1 \ 3 \ 7 \ 5 N 

� +I >�I � I ,: : I : I_: 11' � I : : I : � � 
Q 2 1 4 4 R :3 1 3 1 8 3 7 1 1 5 3 Q 

R 4-;3-3353j5!3jRlOI-55 R - -- ----- ,-- -- - - -
8 4 G G 5 5  3 G G G 2 1 4 1 9 !) S 

- - - - - - - -�- - - 1- - -
T 1 0  8 5 6 4 () 3 5 4 4 I 5 1 4 T 
u -s- 3 5 5- 4 4 5 2_ 4 -sf1 3 5  u - - - -- - - - , - -- -- --.--- - -
v �- -4_ _ -� � � _!  _ _2__1� �--�� �-� v 
w 4 4 :3 .5 4 7 1 s ! o 1 1  :) o 4 3 w 
X 4 __9_ 4 3 7 5 1_5�- 5 I 4 4 ��- 4 1-1- X 

y ��� _!-��:_ 1_2_1� _1 � :��1_1 _2_l� Y 
z 3 5 5 3 I (i 3 I G I 9 I 4 1 j_�l!__ z I_ 

A B C D E F G H I J K L M 

N 0 P Q R S T U V W X Y Z 

5 0 7 2 5 1 ��� 6 4 6 ��� 
5 3 3 9 1 0  5 3 2 3 8 6 1 0  4 ----------- - --
3 5 6 3 5 2 4 4 3 4 4 5 3 - --------- ---
3 5 5 8 3 6 3 3 6 5 8 6 9 

-- ---- ----- ---
4 5 4 3 7 5 4 6 4 6 6 5 5 

----- --- -----
4 3 8 6 5 1 8 7 1 1 5 4 5 - - - - --------51 
4 6 2 5 5 4 4 6 5 3 3 !) - - - -------- - -
2 G 1 7 4 (j 2 1 4 4 3 7 4 --- - ----------

2 5 1 3 5 4 8 ') .... 3 2 7 1 1  6 ------- --- - --
3 4 3 1 2 6 G 7 10  7 1 4 3 - - -- ----- --- - --
7 6 5 3 3 4 2 2 g 3 3 3 4 as·4l54582·rs ----

4 4 6 4 
- - ---- ----
5 4 3 3 _�_2 __ 3 7 5 2 2 5 5 

N 0 P Q R S T U V W X Y Z 

1 �\_7 4 4 1 ���� 3 7 3 5 

4 1 1 3 3 1 0  7 4 3 6 6 8 7 - ---- - ------- --
G 1 3 2 5 7 2 4 3 5 4 7 7 ----- - ----- ---
3 1 5 4 4 5 7 10 1 4 4 5 4 I - --- - ------ - - I 
7 4 3 7 5 8 10 2 7 5 1 0  G 5 ! - --- - ----- --- I  1 5 3 4 G 4 6 8 7 7 5 4 1 i ---- ---- - - -- 10 1 R 7 3 3 8 5 5 7 4 5 8 4 

1 5 G 4 4 4 7 6 7 5 1 �3 4 4 1 ----- ----- - -- I 
7 4 4 2 8 9 4 6 3 2 2 8 3 ! -- --- , - - ---- - -- - - ' 
;j (j 4 G 9 5 R 2 2 fi 4 5 2 ---- ------ - ---
{j 9 4 7 3 7 7 7 7 4 2 1 7 

-1- 10 7 4 7 8 11 14 5 8 4 _2_ 5 
65455---o s- 2 _ 3 [9396 
N 0 P Q R S T U V W X Y Z 

A 

B 

c 

D 

E 

F 

G 

H 

I 

J 

K 

L 

M 

N 
0 
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R 
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y 

z 

1 23 

1 7 
TABLE 1 7.-TABULATION OF 81 82 PAIRS IN TEST M ESSAGES 

7 

� A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

A B C D E F G H I J K L M 



A 

B 

c 

D 

E 

F 

G 

H 

I 

J 

K 

L 

M 

1 
(Jl 

N 

0 

p 

Q 
R 
s 

T 

u 

v 

w 

X 

y 

z 

1 24 

1 10 

TABLE 1 8.-TABULATION O F  81 Oz PAIRS IN TEST M ESSAGES 

A B c D E F G H I J K L M 

5 3 5 5 ��� 6 5 -
� �� 

5 5 2 
g 5 6 4 8 6 3 5 6 4 7 4 6 
4 4 2 4 5 7 1 4 5 6 7 3 3 - - -- - - - - - - - 7 13-4 8 3 3 4 6 4 4 2 2 2 
5 3 1 5 5 3 4 5 2 4 2 �1-=-
4 6 4 3 4 g 5 5 2 4 3 4 3 ---- - ---- - - - -
5 3 4 1 6 5 6 2 4 3 4 3 5 -- - - - ---- - - - -
3 6 4 7 2 4 5 4 3 6 7 5 4 - - -- - - - - - - - --
5 5 2 3 4 2 5 8 5 4 4 2 2 - - - - - - - - - - - - -
3 5 4 4 2 3 6 5 8 5 1 4 4 - - - - - - - - -- - - - -
5 4 3 5 5 6 2 3 2 5 2 6 3 - - - - - - - -- - - -- -
8 8 6 4 3 8 7 3 5 2 5 4 6 - - - - - - - - - - - - -
2 3 1 2 3 3 5 5 4 1 4 3 1 5 

A B C D E F G H I J K L M 

4 5 2 6 2 3 5 4 G 4 1 5 2 
- - -

-
- - - - - - - - - -

5 5 4 5 6 2 G 3 1 1  4 3 7 4 - - -- - - - - - - - - -
1 10 5 2 4 6 1 6 4 6 3 2 6 - - - - - --- - - - - - -
2 3 3 5 9 G 6 4 8 3 4 3 1 - - - - - - - -- - - - - -
4 3 10 7 3 2 8 5 6 1 5 4 5 - - - - - - - - - - - - -
3 6 7 1 1 4 0 6 5 3 5 G 4 7 -- - - - - - - - - - - -
2 2 7 4 4 4 4 1 G 7 3 7 3 - ---· - - - - - - - ---
3 4 6 4 3 4 6 3 4 4 2 3 2 - - - - -- - - - : I : -- --- -
7 8 4 6 3 5 4 4 5 (j 2 
13 6 3 5 1 5 1 4 G 7 8 
4 3 4 6 4 3 4 4 3 7 5 2 G - - - - - - - ·- - - - --
3 3 7 3 7 5 5 G 5 2 1 2  5 3 

6r2 5 52 5 7- 4 4 g 1 2 s o 

A B C D E F G R I J K L M 
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