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ANALYSIS OF A MECHANICC-ELECTRICAL CRYPTOGRAPH

PART 1
SecTioN 1
INTRODUCTORY REMARKS'!
Par. Par.
Nature of investigation________________________ 1 | Purpose of this paper._ - _______ 3
Preliminary statement of results__._____________ 2 | Summary of conclusions._ - ___________________ 4

1. Nature of investigation.—In the latter part of 1923, a crytographic machine called
the “Hebern Electric Super-Code’” was submitted to the Chief Signal Officer for examination
and consideration relative to its suitability for use in the military service. The usual claims for
indecipherability were made for this machine, which had also been submitted to another Govern-
ment department interested in such devices, and had already been most favorably considered
for adoption into their service.

This investigation was undertaken with a view to determining the merits of the device,
more especially as to whether the degree of secrecy afforded by its use is sufficient to warrant
further consideration as to its suitability for adoption in the military service.

2. Preliminary statement of results.—A cursory examination of the machine soon showed
that it was worthy of the closest study. It is the smallest, most compact, and rugged device of
its kind, considering the degree of secrecy which it is possible to achieve by its use. The latter
factor seemed to be considerably higher than that afforded by any other machine heretofore
examined, excepting the Printing Telegraph Cipher Machine, which, in its present form, is much
bulkier and not at all suitable for use in the theater of war below Army Headquarters. As a
device for use in the field, the machine herein described seemed more nearly to fulfill the neces-
sary requirements than any other machine ever studied by the writer.

3. Purpose of this paper.—This paper was written for the purpose of setting forth in
detail the results of the study of the cryptographic features of this machine. It is usually true
that every really scientific system of cryptography presents a more or less unique case in crypt-
analysis, for the solution of which new principles and special methods of attack must be devised.
In this respect the system herein described does not lack novelty and interest for the crypt-
analyst, and if only for scientific and theoretical considerations that are involved in such a
study, it has been thought worthy of being made the subject of detailed investigation and
presentation. A preliminary knowledge of the more important and fundamental principles of
cryptanalysis is necessary for a proper understanding of the technical details of this analysis.
Reference is therefore made to Signal Corps Training Pamphlet No. 3, ‘“Elements of Crypt-
analysis”’, wherein will be found elucidated the basic principles of the science.

There is also a further purpose in recording the results of this investigation. The Hebern
machine is but one of several recently patented cipher devices that are based upon very similar

! This paper was written early in 1924, soon after the successful conclusion of the tests described in the
subsequent pages. Practically no changes, additions, or deletions have been made in the text as originally

prepared.
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cryptographic principles. The analysis herein presented is applicable to them, with minor
modifications necessitated byslight differencesin mechanical construction. With the ever increas-
ing employment of radio telegraphy for military purposes, and the necessity for speedy, mechanical
or electrical cryptographic apparatus, it is quite probable that machines of this nature will be
used in future wars. They may, of course, be utilized by enemy military forces. A knowledge
of the methods of analysis herein contained would be valuable and essential in the study of
intercepted messages written by means of such devices. Ior this reason it has been deemed
advisable to issue this paper as a secret document.

4. Summary of conclusions.—It is shown in this paper that the machine under investiga-
tion, as at present constituted, produces cryptograms which are by no means ‘“absolutely
indecipherable”’, or even ‘“practically indecipherable.” Nevertheless, the degree of secrecy is
fairly high, and the machine offers possibilities for modification with a view to augmenting the
degree of secrecy. One of its most serious disadvantages is that it makes no record of its opera-
tion, in the form of a printed copy of the dispatches enciphered or deciphered. It is understood
that the manufacturers are now engaged in producing a model which will make a printed record.
If their efforts are successful, the new machine may be worthy of serious consideration for use

in the military service.
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DESCRIPTION OF MACHINE AND ITS OPERATION

Par. Par.
Terminology - - ___._ 5 | Horizontal permutations of the cipher wheels____ 11
Enciphering a dispateh________________________ 6 | Rotatory permutations of the cipher wheels______ 12
Deciphering a dispateh________________________ 7 | Permutations of LAW and RAW_______________ 13
Construction of cipher wheels__________________ 8 | Functions of LAW and RAW; automatic displace-
Function of bakelite separators___._ _____________ 9 ment of the eipher wheels_ __ ________________ 14
The left and right fixed sequences_ - ___.________ 10 | Potentialities of the machine.__________________ 15

5. Terminology.—For convenience in discussion, those parts of the machine which are
essential to an understanding of this paper will be referred to under the following designations,
which apply to Plate 1a:

LAW—Left-hand aluminum wheel.

RAW—Right-hand aluminum wheel.

CW1—TFirst cipher wheel.

CW2—Second cipher wheel.

CW3—Third cipher wheel.

CW4—Fourth cipher wheel.

CW5—Fifth cipher wheel.

E-D—Encipher-decipher set screw.

SET—Bench mark upon which the letters of LAW, the cipher wheels, and RAW
are aligned in setting them according to the ‘“key.”

BS1—Bakelite separator between LAW and CW1.

BS2—DBakelite separator between CW1 and CW2,

BS3—DBakelite separator between CW2 and CW3.

BS4—Bakelite separator between CW3 and CW4.

BS5—Bakelite separator between CVW4 and CW5.

BS6—Balkelite separator between CW5 and RAW

6. Enciphering a dispatch.—To encipher a dispatch, the large knurled screw (E-D, plate
la) at theright and towards the rear of the machine, is revolved so as to bring the indicator (on
the top rear plate) to the left, to the position marked DIRECT. LAW, CWI1 to 5, and RAW
are then revolved so as to align the letters of a KEY WORD upon the white bench mark or
setting line, SET, at the front of the machine, the letters of the key word being set up in the
usual direction of reading, viz., from left to right. The keys of the keyboard corresponding to
the successive letters of the plain-text dispatch are depressed and the cipher letters that are
indicated by being illuminated on the lightboard are written down. It will be noted that in the
course of enciphering certain of the wheels become displaced from their original positions. These
movements will be discussed subsequently in full detail.

7. Deciphering a dispatch.—To decipher a dispatch, the enciphering-deciphering set screw
is revolved so as to bring tlie indicator to the position marked REVERSE. Then the letters
of the key word, which must of course be known in advance, are aligned upon SET, and the
keys of the keyboard corresponding to the successive cipher letters are depressed, whereupon

(3)
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their equivalent plain-text letters will be illuminated on the lightboard. It is to be stated that
while the normal method of encipherment and decipherment is with the indicator set at DIRECT
and REVERSE, respectively, this is not absolutely essential. The machine will encipher and
decipher just as well with the opposite arrangement, i.e., set to REVERSE for encipherment
and to DIRECT for decipherment, but the correspondents must, of course, be in agreement in
this respect.

8. Construction of cipher wheels.—Plate 1b shows one of the cipher wheels, which are
all similar in construction. The rim of the wheel is divided up into 26 equal sections, hereafter
designated as cipher-wheel segments, which are labeled by means of the normal alphabet, Z being
replaced by a number for the purpose of identifying each wheel. The letters identifying the
aforementioned segments are set in rectangular depressions or recesses into which a lever may
fall and thus cause the wheel to be displaced one step at a time. Each peripherally lettered
cipher-wheel segment has two electrical contact surfaces on the sides or faces of the wheel, one
on the left, hereafter designated as the left-hand contact, abbreviated as LHC, and one on the
right, similarly designated as the right-hand contact, abbreviated as RHC. Each LHC is
provided with a binding post on the left face of the wheel, and each RHC with a binding post on
the right face. An insulated conductor connected to the binding post of the LHC of every
cipher-wheel segment goes through a hole in the center plate of the wheel, and is connected to
the binding post of the RHC of some other segment on the same wheel. Thus, for example, on
CW1 the LHC of A is connected to the RHC of G; the LHC of E is connected to the RHC of O;
the LHC of K is connected to the RHC of Z, as may be shown diagrammatically thus:

3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

LHC.__.

[ 1
.l'\.-IBCDEFGHIJKLMNL?PQRSTUVWXYZ
RHC --.--.--.-----.-----.-_l

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

The series of LI{Cs of all the segments are connected to the series of RHCs in an arbitrary mized
order. 'The set of connections established in this manner is different in each cipher wheel. These
cipher wheels, therefore, act merely in the capacity of different mixed alphabets, which may be
indicated diagrammatically in the alphabets below.

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
BDFCWPAOMSHXVIEUQZYGJTNLRKBDFCWPAOMSHXVIEUQZYGJTNLRK

} Alphabet 1.
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ l Alphabet 2
J .

WYDHKPUQAJFOTCMIVZSEGLNRXBWYDHKPUQAJFOTCMIVZSEGLNRXB

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
HLSZVDJNXBTFMRPAWOUGIQECKYHLSZVDJNXBTFMRPAWOUGIQECKY

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ | Alphabet 4
DKHXWAFYORVBIMPTJEUQSCGLNZDKHXWAFYORVBIMPTJEUQSCGLNZ | “'P )

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ } Alphabet 5
FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPLJUXZGKOBTWCVMHEQN P ’

Alphabet 3.

In the case of the alphabet applying to each cipher wheel, it is to be understood from what
has preceded, that a wire not shown in the diagrammatic representation actually connects each
letter in the upper sequence of letters to the same letter in the lower sequence. Thus, for
example, Alphabet 1 shows that a current entering CW1 at the LHC of A leaves CW1 at the
RHC of G;in other words, a current corresponding to the letter A becomes converted into one

g BN A 3 L L i B 4 S 5 e

LS SR S
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corresponding to the letter G. The upper sequence of letters in each cipher alphabet, because
it coincides with the normal or standard alphabet, will be referred to hereafter as the normal
component; the lower sequence in each alphabet, as the mized component. The normal compo-
nent, therefore, corresponds to and indicates the sequence of LHCs; the mixed component
corresponds to the sequence of RHCs and indicates the point from which a current entering a
LHC will emerge on the right hand side of the cipher wheel. For purposes of abbreviation, an
alphabet will hereafter be designated by the letters AL followed by a number. Thus, AL1 refers
to Alphabet 1. The normal component of AL1 will be designated by the abbreviation NALI;
the mixed component, by M AL1. Corresponding abbreviations will apply in the case of tle
other alphabets.

9. Function of bakelite separators.—Four circles of 26 fixed, spring-contacts, which are
in the bakelite separators designated as BS2 to BS5 in Plate 1¢, and which can only be seen
by removing the cipher wheels, serve to form fixed paths for conducting the current from a
cipher wheel into its adjacent one on the left or right. These contacts are not subject to change,
the current merely being carried directly across the bakelite disk. For example, with CW1
and CW2 both set at A, a current which emerges from CW1 at the RHC of segment A w1l
enter CW2 at the LHC of segment A; or in the reverse manner, a current which emerges from
CW2 at the LHC of A will enter CW1 at the RHC of A.

10. The left and right sequences.—When the machine is set for DIRECT operation, the
bakelite separators BS1 and BS6 contain the sets of contacts connected to the keyboard and
lightboard contacts, respectively. 7he connections are not made directly, but through the inter-
mediacy of a bakelite switching plate in the rear of the machine. 'The function of this plate and
the nature of the connections there established will be described later (Section XIV). Suffice
it to indicate at this point that the connections are established in such a manner as to produce
the equivalents of two mixed alphabets corresponding to the sequences of the contacts in BS1
and BS6. For example, with the indicator set at DIRECT, starting with the first contact
point of BS1 on a line with SKE'T, this contact point is connected to the key “B”’ of the keyboard,
and the homologous one in BS6 is connected to the lamp illuminating the letter “T”’. The
next one, proceeding toward the rear of the machine is connected to the “S’’ of the keyboard,
and “Y” of the lightboard, and so on, according to the following sequences, hereafter desig-
nated as the left fized sequence, LES, and the right fized sequence, R¥S, respectively:

LFS._______ BSXRZTKDNGCHMVOLYQEUPWJAIF n
RFS_______. TYOEUMXDFJQVKWBNSHCILRZAGP O

With the indicator set for DIRECT operation the keyboard contacts lead to the contacts
in BS1 (after passing through the rear plate mentioned above), and therefore LITS is applicable
to them, the lightboard lamps are connected to BS6 (after passing through the rear plate), and
there RI'S is applicable. But with the indicator set for REVERSE operation, the sets of con-
nections are reversed, the keyboard connections being through RFS, and the lightboard
connections through LFS.

11. Horizontal permutations of the cipher wheels.—The cipher wheels being identical so
far as their physical construction is concerned, they are all interchangeable, and any wheel can
be inserted in any of the five positions on the shaft. There may be any number of cipher wheels
from which a selection of five different ones can be made. Having selected a set of five cipher
wheels to be used, since each one of them can occupy the first, second, third, fourth, or fifth
position, the number of different arrangements or permutations of the cipher wheels themselves,
as regards their relative order upon the shaft from left to right, hereafter termed the horizontal
permutations of the cipher wheels, 1s 5X4 X 3X2X 1, or 120.
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But the cipher wheels may also be mounted upon the shaft in an “upside down” position,

that is, so that what were previously the RHCs now become the LIHCs, and vice versa; this
procedure, as will appear subsequently, vields an entirely new series of equivalents. Thus,each
cipher wheel may be regarded as being the equivalent of two wheels. Therefore the five cipher
wheels reallv amount to 5X2, or ten wheels. Now there are five positions in which wheels can
be inserted either right side up or upside down. The first insertion can be made in any one of
the five positions, 1, 2, 3, 4, or 5. There being ten wheels, for the first insertion there are ten
possibilities. Having inserted one cipher wheel in position there are four positions left, and
any one of eicht wheels can be inserted, yielding eight possibilities.  The third insertion vields
six possibilities, the fourth, four, and the fifth, two possibilitics. Therefore, the total number of
possible horizontal permutations of the five cipher wheels themselves, as regards their relative
order upon the shaft, is 10X 8X (X4 X2, or 3,840. If there were more wheels available, from
which a set of five were to be selected, the number of permutations on the shaft would be still
greater, according to the formula

N=2nX2(n—1)X2(n—2)X2(n—3)X2(n—4),

where N is the total number of horizontal permutations, and n is the total number of cipher
wheels from which a set of five can be selected.

Each one of these permutations or horizontal arrangements of the cipher wheels upon the
shaft will yield different results in encipherment so that, for purposes of communication, it
becomes absolutely essential to know exactly which horizontal permutation is in effect at any
given moment.

12. Rotatory permutations of the cipher wheels.—When mounted upon the shaft, cach
cipher wheel is susceptible of being placed in any one of 26 different positions relative to the
letter of its periphery which is aligned on the bench mark or setting line, SET. When two
cipher wheels are inserted, they are susceptible of being placed in any one of 26 <26, or 676 differ-
ent positions relative to tiie pair of letters which are aligned on SET. When all five wheels are
inserted, they are susceptible of being placed in any one of 26°, or 11,881,376 different positions
relative to the set of five letters which are aligned on SET. Each different alignment of the
five cipher wheels from left to right on the shaft will hereafter be referred to as one of the rotatory
permutations of the cipher wheels. 1t is obvious that for every one of the rotatory permutations
the complete electrical path established for thie passage of an electrical current from a given
contact of BS1, through the ciplier wheels and to a given contact of BS6 is different, considered
as a whole. That is, the five ciphier wheels provide a total of 11,881,376 different complete paths
for the progress of the current from each contact of BS1 through the five cipher wheels into a
contact of BS6. Since there are 26 contacts in BS1, one for each letter of the alphabet, it follows
that for any given rotatory permutation of the cipher wheels there exists a different, or unique,
secondary cipher alphabet; and since there are 11,881,376 different rotatory permutations, it fol-
lows that there are that many secondary cipher alphabets for cach Lorizontal permutation of the
cipher wheels. This will be discussed more in detail in the succeeding paragraphs of this section.

13. Permutations of LAW and RAW.—These two aluminum wheels, which are not con-
cerned directly in the electrical relaticns, but are vitally concerned in the mechanical relations,
can also assume different rotatory positicns upon the shaft. Since there are but two wheels,
and they are not interchangeable, there are only 262 or 676 different rotatory permutations
of the pair of them, designated by the 676 permutations of the letters of the alphabet, taken in
pairs. These designations form a part of the key word, the first and last letters of the word
being used to determine the initial positions of LAW and RAW, respectively. Considered
collectively, or as a unit, the particular horizontal and rotatory permutation of the cipher wheels,
and the particular rotatory permutation of LAW and RAW in effect during the encipherment

7

of a letter of the plain text, or the decipherment of a letter of the cipher text, constitute the
“key”, in the cryptographic sense of the term.

14. Functions of LAW and RAW; automatic displacement of the cipher wheels.—These
two wheels are the principal agents in controlling the automatic displacements or motions of
two of the cipher wheels, viz.,, CW1, and CW3. EAW controls C\V1, and LAW, CW3. The
principal feature of this control, so far as this analysis is concerned is explained in connection
with the accompanying sketch, fig. 1.

Depression of any key causes a universal bar, UB, to rotate a rocker shaft 1, attached to
which are four levers or wheel-stepping ““dogs.” Dog 2, the lower end of which falls into one of
the 26 small notches on the right hand side of RAW, serves to meve RAW one step forward per
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Figure 1.—Diagram of mechanical action on cipher wheels, LAW and RAW.

depression of any key; another dog, 3, does the same thing with respect to CW5. Since CW5
and RAW can be advanced only 26 times in making one complete revolution, their period, in
terms of letters is 26. Dogs 4 and 5, also attached to shaft 1 cannot move CW1 and CW3 be-
cause the arms 6 and 7 are so placed as to prevent tlie ends of these two dogs from falling into the
recesses of CW1 and CW3.

Now when trip dog S fallsinto the single large notch on the left hand side of RAW (at letter Z
on this wheel, and when N is at SET) shaft 9 is caused to rock. At the other end of shaft 9
there is a release arm 10, which allows dog 11 to drop into one of the 2¢ small notches on the left
hand side of LAW. Dog 11 is attached to a sleeve 12, which swings {reely on shaft 1. At the
other end of sleeve 12, release arm 6, mentioned above, moves when dog 11 drops into a notch on
LAW. When arm 6 moves it allows dog 4 to drop into one of the recesses on CW1, and the next
depression of a key causes both LAW and CW1 to advance one step. Since dog 8 falls into the
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Z notch of RAW but once per revolution, i.e., once per 26 letters, and since release arm 10 thui
allows dog 11 to fall into one of the notches of LAW but once per 26 letters, the period of LAW
is 26 X 26 or 676 letters. Likewise, the period of CW1 is 676 letters. ' .

Now dog 13 drops into the single large notch at Z on the right hand side of L{Xﬂ" only
once per revolution of LAW. This dog 13, is attached to a sleeve 14 on shaft 9, and is I:roe to
swing on the shaft. At the other end of sleeve 14, arm 7, which normally prevents dog 5 from
drop}ﬁing into a recess on (W3, is withdrawn and allows dog 5 to drop \\'henever_(ﬁlog 13 dl"ops.
This happens but once in 676 letters, and thus CW3 is advanced one step per 676 depressions.
The period of CW3 is thercfore 676 <26 or 17,576 letters. o

In a previous model of the machine CW4 and CW5 were caused to advance by a similar
arrangement of dogs and release arms. This, however, was thought unnecessary by the manu-
facturers, and in the model studied these two wheels could only be qi\'allccd manu.:llly.

It will be convenient to designate the letter N as the starting p(}lr}t of a revolutlon‘gr com-
plete period of LAW and RAW, and the letter O, as the finishing point, bocnuse the displace-
ments of CW1 and CWW3 occur when N is at SET and a key i3 just then being depressed.

The displaccment relations of the wheels may be summarized as follows: . o

(1) CW5 and RAW are displaced one interval per depression of any key. Their period is 26

letters. . '
(2) CW1 and LAW are displaced one interval per one complete revolution or period of
RAW. The periods of CW1 and LAW are therefore 676 letters. )

(3) CW3is dizplaced one interval per one complete revolution or period of L'A\'\‘., and hence
its period is 17,576 letters. CW2 and CVW4 do not undergo automatic displacement
and unless moved by band remain fixed in their positions. .

The length of the period p'roduced by automatic displacement of tllO'Ci])]lOr wlle'els 18 17,576
letters, but by displacing CW2 and CW4 by hand, the length of the pcrlod.c_:m be mcronsed. to
17,576 X 676, or 11,881,376 letters. That is, if each correspondent used a different permutation
of CW2 and CW4, then there is possible a serics of 676 different perieds, ea(_‘h of 17,576 letters,
and a total of 11,881,376 letters could be enciphered without repetition of cipher alplmbe'ts.

15. Potentialities of the machine.—It is absolutely essential for a full undcrstamhng of
the subsequent analyvsis that u clear conception be had of the l'mll'y staggering number of.posmble
permutations and combinations afforded by the machine, and this can best be set f'orth in terms
of the number of different paths that are available fer an electric current to take in the process

of encipherment of a single letter. o ) - .
The exact path traversed is determined by a particular combination of the following six

factors:

(1) The plain-text letter that is being enciphered. )

(2) The position in the left fixed sequence, LFS, that is determined by the keyboard con-
tact of the plain-text letter that is being enciphered. ' .

(3) The position in the right fixed sequence, RFS, that is dct'el'mmed by the lightboard
contact of the cipher letter that is to result from the encipherment. .

(4) The setting of the machine with respect to the diroct'ar.ld reverse n}ethod of operatlon.

(5) The borizontal permutatien of the cipher wheels that is in effect during the encipherment
of the letter. ' . .

(6) The rotatory permutation of the cipher wheels that is in effect during the enciphernient
of the letter.

Consider now what happens when any key of the keyboard is depressed. A connection is
established from the hattery, through the contacts of the depressed key, through the rear plate
(see paragraph 10), to some contact in the LEFS, from which it emerges at some contact in BS1.

AP a3 97
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This current can enter CW1 through any one of its 26 LHC’s, depending upon the rotatory posi-
tion of CW1. Now having entered C'W1 through a certain one of its 26 LHC’s, the current will
leave this cipher wheel through a certain one of its 26 RHC's, the particular one being determined
only by the internal wiring of C\WT1 as explained in paragraph 8. But so far as any given letter
of CW1 is concerned, the path followed by a current which has entered a given LHC is always the
same on that cipher wheel, so long as the wiring is uncharged in the wheel. On leaving CW1
the current is carried directly across BS2 and enters one of the 26 LHC’s of CW2, the particular
one being determined by the rotatory position of CW?2 as regards the SET line. Since CVV?2 is
capable of 26 rotatory positions, a current entering a LI C of CW1 may traverse any one of 26 X 26
or 676 paths in finding its exit at a RHC of CW2. Continuing in a similar manner, when all
fire CW’s are considered, a current entering a L.IIC of CW1 may traverse any one of 26, or
11,881,376 paths in finding its exit at a RIHC of CW35, the particular complete path it actually
takes being determined by a fixed set of conditions as governced by the rotatory permutation of
the five wheels as they are mounted according to a given horizental permutation upon the shaft.
Now assuming that the five cipher wheels were caused to be displaced in such a manner as to
present successively to the SET line every one of the possible 11,881,376 rotatory permutations,
it will follow that, given an initial setting of the five wheels the particular permutation of the
five separate paths composing the complete path traversed by a current caused by the first
depression of a single key cannot be exactly the same for the succeeding 11,881,375 depressions
of the same key, but will be the same for the 11,881,376th depression after the first.

Now it was shown above that there are 3,840 horizontal arrangements of five cipher wheels,
and since cach one of them can yield 11,881,376 rctatory permutations, the total number of
paths which a single set of five cipher wheels can provide is 3,840 % 11,881,376, or 45,624,483,840.
Furthermore, since the machinre, when the indicator is set to REVERSE, will function just as
efficiently for enciphering purposes as it will when it is set to BDIRECT (see paragraph 7), and
since in the former case the cipher equivalents are altogether different from what they are in the
latter case, a second series of 45,624,483,840 paths is possible. TLat is, the cipher equivalent for
a given letter may be the result of the traversing of a current of clectricity over any one of over
91 billion different circuits from a key of the keyhoard to a lamip of the lightboard, as provided
by this small machine with but five cipher wheels.

The final ciplier equivalent, however, in any case is expressible as, and can be but one of, 26
characters.  Iience there will obviously be a myriad of repetitions of cipher letters brought
about by this truly staggering number of diiferent paths, but the order of repetition will be in an
apparently absolutely random manner, though of course the exact order can be causatively
determined by a very detailed study of the wiring of each wheel, and the permutations of the
wheels.  What has been said with respect to the results of depressing one key applies, of course,
to all the keys, so that it may be said that the enormous total of over 91 billion secondary cipher
alphabets are involved in this system. Another way of stating the case is this: By utilizing all
the possibilities of one set of cipher wheels on one machine it would be possible to encipher a
series of dispatches consisting of over 91 billion letters before encipherment by an identical
sequence of alphabets would begin, and thus produce two or more messages in the same “key.””

For reasons which will become apparent subsequently, this analysis will for the present be
restricted to that metliod of using the machine in which the only ~ariable factor concerned in
the keys for a. set of dispatches is that invelving changes in the initial rotatory permutation for
each dispateh. Tt will be assumed (1) that this initial permutation is to be given as the first
word in the text of each dispatch; (2) that the machines are to be set at DIRECT for encipher-
ment and at REVERSE for decipherment; and (3) that no change is made in the horizontal
permutation of the cipher wheels during the course of the enciplierment of the set of dispatches
to be subjected to analysis.
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Section III

BASIC CRYPTOGRAPHIC PRINCIPLES OF OPERATION

Par. Par

Cipher relations_ - ___ . __ . ___________________ 16 | Enciphering an example_ .- o oo oo 18

Use of sliding alphabets in tracing clectrieal paths Deciphering by means of sliding alphabets.._._-- 19
traversed in encipherment ___________________ 17

16. Cipher relations.—Having described the mechanics of the machin(_e, and tl%e manner
in which the depression of a key of the keyboard causes a circuit to be established which resul.ts
in the illumination of a lamp of the lightboard, the cryptographic principles of the system will
now be examined more in detail. .

The best way to do this is first to determine exactly how a letter is enmphfzred (from the
cryptographic standpoint, not the mechanico-electrical); then determine what, if any, are th‘e
relations between successive encipherments of the same letter; and finally, determl.ng what{ if
any, are the relations between encipherments of dissimilar letters. A set Qf sliding strips
coinciding with the alphabets of the machine will be used for this purpose and it is recommended
that the reader provide himself with a duplicate of the set of strips given below. Thesg are
arranged in the form of horizontal sliding alphabets, rather than vertical, merely for convenience

in illustration.
SET

y Left fixed
BSXRZTKDNGCHMVOLYQEUPWJIATF ..

sequence.

ABCDEF‘GHIJKLMNOPQRSTUVWXYZABCDEF‘GHIJKLMNOPQRSTUVWXYZ} Alphabet 1
BDFCWPAOMSHXVIEUQZYGJTNLRKBDFCWPAOMSHXVIEUQZYGJTNLRK | “'PH ’

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ | Alphabet 2
WYDHKPUQAJFOTCMIVZSEGLNRXBWYDHKPUQAJFOTCMIVZSEGLNRXB | /P =

AECDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
HLSZVDJNXBTFMRPAWOUGIQECKYHLSZVDJNXBTFMRPAWOUGIQECKY

J
} Alphabet 3.
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
Alphabet 4.

DKIIXWAT"YORVBIMPTJEUQSCGLNZDKHXWAFYORVBIMPT.TRUIQSCGINZ

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ

Alphabet 5.
FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPLJUXZGKOBTWCVMHEQN

Right fixed

TYOEUMXDFJQVKWBNSHCILRZAGP ...t sequence.

i)
SET
Thesestrips are to be arranged so that the left and right fixed sequences are held in place by
thumb tacks on a drawing board, and between these two strips the cipher alphabets should slide
freely. The arrow coincides with the setting line SET, and it will be noted that the first letter
of the left fixed sequence is directly over the first letter of the right fixed sequence. By using
(10)
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these strips it is possible to duplicate the results of the machine in every detail. Instead of the
mere depression of a key that closes a circuit from the positive pole of battery, through a key-
hoard contact, a contact in BSI, a path established by the cipher wheels, a contact in BS6, a
lamp, and thence to the negative pole of the battery, the mind of the cryptanalyst must perform
an equivalent function through the agency of the strips of alphabets; and whereas the eclectric
current traverses the path through the machine with unerring accuracy at the rate of 186,000
miles per second, the mind can do so only at an almost infinitely slower rate of speed, and at the
ever present risk of inaccuracy.
Set the machine ! to the following keyword:

Wheels__.__. LAW CW1 CW2 CW3 CW1 CW5 RAW
Setting S I G N A L S

5-=-=-=

and depress A on the keyboard. The cipher resultant, as illuminated on the lightboard, is
P, or Ay=P. It will be noted that the circuit is not established until after the wheels CW5
and RAW have been advanced by the depression of the key to their next positions. In other
words, the setting by means of which a letter is enciphered is shown only after the encipherment
has been effected. This is very important to keep in mind. In the case just noted, with the
setting SIGNALS, the actual setting at which encipherment was cffected is SIGNAMT, in
which it will be noted that CW5 and RAW have advanced one step. Ience, hereafter, that
setting of the wheels which governs the actual path taken by the current during the encipher-
ment of a letter will be termed the effective setting, and will be the one immediately following
the apparent or keyword setting.

In setting up the wheels to a keyword, it is obvious that the setting letters on the cipher
wheels correspond only to the LIIC designations, and not to the RHC designations of the wheels,
because the sequence of letters on the periphery of ecach cipher wheel is the normal alphabet
sequence. The RIC designations are all in a random or mixed order. This point is to be
remembered in setting the sliding strips to a keyword, as explained in the next paragraph.

17. Use of sliding alphabets in tracing electrical paths traversed in encipherment.—The
identical result will now be found by means of the sliding strips. First, it is necessary to set the
strips in relative positicns corresponding to the relative positions of the cipher wheels, viz., in
the order LFS-AL1-AL2-AL3-AI4-AL5-RFS, and these must be juxtaposed relative to their
points of coincidence so as to correspond to the keyword, read upon their normal components.
Although the wheels LAW and RAW do not enter into the electrical relations, and may be
disregarded in tracing actual paths through the sliding strips, they must, nevertheless, be kept
in mind constantly, as will be discussed later in connection with the displacement of AL1 and
AL3. Now since the second letter ¢f the keyword is the one that governs the position of CW1,
and since this letter in the case of the keyword SIGNALS is I, therefore ALI is set so that I of
its normal component is under the setting arrow; similarly AL2 is set so that G of its normal
component is under the setting arrow; AL3 is set so that N of its normal component is under
the setting arrow; AL4 is set so that A of its normal component is under the setting arrow; and

1 Tt will be assumed that the reader is provided with one of the machines, and that the wiring corresponds
to that indicated in the preceding pages. As stated above, actual possession of a machine is not absolutely
essential, inasmuech as every function of the machine ean e duplicated by employing a set of sliding alphabets.
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ALS5 is set so that M of its normal component (to correspond with the effective setting
SIGNAMT) is under the setting arrow. All of these settings are as indicated in the following

diagram:

SET

y
STUVWXYZABCDEFGHIJKLMNOPQR LAW
}3SXRZTKDNGCHMVOLYQEUPWJ AIF LFS

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGH. . .

BDFCWPAOMSHXVIEUQZYGJTNLRKBDFCWPAO...}‘ALI
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEF . . . | ,
WYDHKPUQAJFOTCMIVZSEGLNRXBWYDHKP . . .

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLM. . . | 41 o
HLSZVDINXBTFMRPANOUGIQECKYHLSZVDJNXETFM . . .
ABCDEFGHIJKLMNOPQRSTUVWXYZ. . . | 41 ,
DKHXWAFYORVBIMPTJEUQSCGLNZ . . |
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKL . . . | 41 -
FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPLJUX . . .
TYOEUMXDFJQVKWBNSHCILRZAGP ~ RFS
TUVWXYZABCDEFGHIJKLMNOPQRS ~ RAW

)
SET

The strips are now ready to serve as guides in encipherment. In employing the machine
itself, it was found that with the keyword given, A, was enciphered as .. Refer now to the
sliding strips. Find A in LFS; it is the 24th letter of the sequence and is directly over F of
NAL1. Imagine a wire connecting the F of NAL1 (which, it will be recalled, represents the
set of LHC’s of CW1) to the IF of MALI. It will be found that F of MAL]1 is directly under
C of NALTI; that is, the current originating at A of LKS, entering CW1 at the LHC of F,
emerges from CW1 at the RHC of C.  As shown in the diagram of alphabets above, C of NALI
is now opposite A of NAL2. Imagine a wire connecting A of NAL2 to A of MAL2. The
latter will be found under I of NAL2 (that is, the RHC of I of CW2), and I is now opposite
P of NAL3. Continuing in a similar manner to trace the path taken by the current through
CW3, 4, and 5, by means of the corresponding alphabets AL3, 4, and 5, it will be found that the
current emerges from CW5 at the RHC of L, which is opposite P of RFS. Hence, with the

13

effective setting given, A,=P,. The entire sequence of sub-paths taken by the current may
be represented graphically, as shown below:

SET

|
LAW—S

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 EGV::"._}
LFS —. ?gg

I. .C. . F 3
ALL { . . F . 3

6.1 \ g
stz { ¢ =

Vb
ars { 5L .

i L
AL { 1 —

; i L
ats { 1 =

s |
RFS — O

5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

RAW—T

i)

SET

Upon depressing the next key, CW5 advances one step to the next effective setting before
completion of the enciphering circuit, and therefore, ALL5 must be correspondingly advanced.
But in which direction, to the left, or to the right? It will be seen that in the machine itself
the movement of the wheel is opposite in direction to that followed by the letters on the periphery
of the wheel.! Hence, since NALS5 is the normal or straight alphabet, proceeding from left to

I Tt will constantly be kept in mind that the assumption made regarding the cipher wheels is that they are
in the “right-side-up” position. Only a slight modification in analysis is necessary in the case where they are
in an “upside-down’’ position.

55973—34—2
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right, to make the change in position of the sliding strip correspond with the change in position
of the wheel, the strip must be advanced one space to the lefl, to the position indicated below:

SET
J
BSXRZTKDNGCHMVOLYQEUPWJAIF LFS
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGH... ALL
BDFCWPAOMSHXVIEUQZYGJTNLRKBDFCWPAO. . . N
ABCDEFQHIJKLMNOPQRSTUVWXYZABCDEF...] AL2
WYDHKPUQAJFOTCMIVZSEGLNRXBWYDHKP. . . |
ABCDEFGHIJKLMQOPQRSTUVWXYZABCDEFGHIJKLM... AL3
HLSZVDJNXBTFMRPAWOUGIQECKYHLSZVDJNXBTFM. . .
ABCDEFGHIJKLMNOPQRSTUVWXYZ... AL4
DKHXWAFYORVBIMPTJEUQSCGLNZ. . .
ABCDEFGHIJKLM&OPQRSTUVWXYZABCDEFGHIJKLM... ALS
FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPLJUXZ. . .| ©
Srumeiion |
TYOEUMXDFJQVKWBNSHCILRZAGP RIS
1
SET

Suppose the second letter to be enciphered is R. A condensed graphic representation of
its encipherment is as follows:

LES All Al2 AL3 Al4 ~ AL5 RIS
R [,=> L1%L2_> \‘71—>\rr2=> X1_>X2=> ‘71%V2=> Xl—)X2=> Gc

In the foregoing graphic representation L stands for the letter L in the upper or normal
component, and L, for the same letter in the lower or mixed component of Alphabet 1. The
same designating characters also apply to the other letters in the diagram.

If the next letter to be enciphered were E,, the graphic representation would be as follows:

LFS Al AL2 AL3 Al4 AL5 RFS
Ep:> 1&1"‘?‘;&2:> E1~‘>E2:> AA1%;X2:> (,‘1—>(.‘2:> J1%J2:> I{O

This process is continued fo1 the succeeding letlers in a similar manner, ALS being slid to
the left one space for each letter. No shifting of CW1, 2, 3, or 4 will occur until N of RAW
reaches the SET line, whereupon, as explained in paragraph 14, section II, with the next depres-
sion, CW1 as well as CW5 (also LAYV and RAW) will be advanced one space. In this case since
the first letter of the dispatch is enciphered with T of RAW at SET (Key: SIGNALS, effective
setting = SIGNAMT), then N will be reached with the encipherment of the 21st letter (T to N,
inclusive, in the normal alphabet equals 21 intervals). With the encipherment of the 22d letter,
therefore, CW1 and CW5 will both be advanced one space each, and therefore ALI and ALS
in the equivalent sliding strips must be advanced one space to the left to correspond with the
displacement of CW1 and CW5.

The process of finding cipher equivalents is now the same as before. No second shifting
of CW1 must be accounted for on the strips until the 22 + 26 = 48th letter of the dispatch

ST
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is to be enciphered, for once more (with the encipherment of the 47th letter) N of RAW will
have reached SET and CW1 will be advanced one space. This process of shifting ALl to make
it correspond with the successive displacements of CW1 is continued in like manner until the
letter N of LAW reaches SET, which will be the 22 + (26 X20) = 542d letter (T to N, includ-
ing T but not N, on LAW = 20 intervals). The 542d letter will bring LAW to N and CW1
to D. The 543d letter will cause CW3 to advance one space, whereupon sliding AL3 must
be shifted one space to the left correspondingly.

It may be advisable to make an actual outline of the positions into which the successive
letters fall, and the successive displacements to which the various wheels are subject during
the course of the encipherment of a dispatch of say 600 letters, with the keyword SIGNALS.
It is recommended that the reader examine the following diagram very carefully. The num-
bers refer to the successive letters of the dispatch. At the top, the effective enciphering
positions of CW5 and RAW are given; at the left, those of LAW, CW1, and CW3 are given.

2
TER
Q2Zy

9 10
W X
P Q

12 13 14

Z A
ST

15 16 9 2
CD G L
Vw Z E

(10) (2

>
(oIS
Qg

6
--RAW

.- CW5
1

=Je
ZC

8
\Y
0

e
RIS
< Tx

23
K
D

1 2 3 4 5
v owr s O P QRS B
LAW CW1 CW3 1 F k1 U

~
« =
=
* o
=
~
« N

H
=

S
T

(22)
(4‘8) :
a

00y

=
=

(15.:6) ’
asy
am
@
(25;0) ’
@s6)
@8

(303)

O QW N < X

@3

< c 3 nw®™WO WO =2 =2 R G

(330)

=

(38‘0) ’
(4{2) ’
(33)
(4;‘)4) ’
(190)
(516)

Uiy At the encipherment of this, the 543d letter, CW3 advances to O. CW 1 does not move at this time
* * “lonly LAW, CW3, CW5, and RAW.

(568)

e o s e e o s s s e

(5!;4) :

0O 0 Z ZZ =2z =Z=2zZ2 22 Z=Z 22222 2 22
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18. Enciphering an example.—It is necessary that this chain of reasoning be noted very
carefully, for in the subsequent analysis these factors must be considered in great detail. As
practice in the procedure let the reader first encipher the following message, by means of the
sliding strips and the keyword MEANING, and then check it back by deciphering it:

AMMUNITION EXHAUSTED !

19. Deciphering by means of sliding alphabets.—In decipherment by means of the sliding
alphabets, the only difference in method is that now the analyst must proceed in the reverse
direction in tracing paths, beginning with the cipher letter in RFS, progressing upward through
the five alphabets, and emerging at LFS. Each letter must first be located in the lower half or
mixed component of each alphabet, carried to the upper halves or normal components, and so on.
Thus, to trace back the equivalents A, =P, found with the initial setting SIGNALS, the steps

are graphically illustrated as follows:

SET

2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

Direction of reading
in decipherment

=
=
2
l
s gk — ol
>
D

|
P

456789101]l2131415161718192'02.12-22.32'42.526

i
SET
1 The correct encipherment is: ONZOV HLDGN XBVPW YMRN.

T —

SectioNn IV

ANALYSIS BASED ONLY UPON A KNOWLEDGE OF THE MECHANICS
OF THE MACHINE

Par. Par.
Introductory remarks. - . _ . _________________ 20 | Nature of table of basic cipher-text sequences_... 23
Alphabets employed in demonstration___________ 21 | The table of basic cipher-text sequences and the
Fundamental principle_. . .- ____________ 22 right fixed sequence_ __ ___ ___ ________________ 24

20. Introductory remarks.—First, the method of analysis when only a knowledge of
the mechanics of the machine is available will be presented. Then, the method of analysis
when LFS and RFS are known will be presented. The reason for the treatment in this
manner will appear subsequently.

21. Alphabets employed in demonstration.—In demonstrating the principles of analysis,
use will be made of the alphabets given in paragraph 16, section ITI. From the workings of
known alphabets, certain principles will be deduced. From these deductions, inductive reason-
ing will lead to the establishment of other principles, by means of which unknown alphabets may
be reconstructed. This, in general, is always the method of the cryptanalyst engaged in study-
ing a complex system of cryptography.

22. Fundamental principle.—Consider the simplest case of all, viz, the successive encipher-
ment of one letter 26 times, beginning with Z of CW5 at SET (so that A will be the effective
setting on CW5) and with no displacement of the other cipher wheels occurring during the 26
successive encipherments. It follows from what has gone before that the electrical impulses
originating in LFS will trace exactly the same path through CW1, 2, 3, and 4 every one of the
26 times, and will emerge from CW4 at one and only one of its RHCs every time, thus always
entering CW5 from a fixed or constant point in BS5. The different cipher equivalents which will
be produced for the 26 successive encipherments will therefore all be due solely to the successive dis-
placements of CW5. For example, consider the successive encipherments of A, with the initial
effective setting of the wheels given as OAAAAAO. Tracing the encipherments, or operating the
keyboard of the machine, the first equivalent of A, will be Y,; the second one, O.; the third one
N,, and so on, yielding the following sequence:

1 5 10 15 20 25
YONDSWMAUZXFLQKGXVHRBTECUJP

If the encipherment has been accomplished by means of the sliding strips, it will be observed
that in every one of the foregoing 26 encipherments the current emerges from E of MAL4, and
enters the successive letters of NAL5 from a point which may best be referred to as the eighteenth
contact of BS5. Now note the following very carefully, for it involves the essence of this whole
analysis:

(1) No matter what the rotatory permutation of CW1, 2, 3, and 4 may be;

(2) No matter what plain-text letter is being enciphered 26 consecutive times, designate it

by the symbol 6,;

(3) Providing no displacement of CW1, 2, 3, or 4 occurs during the 26 successive encipher-

ments;

amn
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(4) If the current enters CW5 from the eighteenth contact of BS5 and
(5) If A of NALS5 is at the SET line, the series of cipher equivalents for the 26 consecutive
encipherments of 6, will be the sequence

YONDSWMAUZXFLQKGXVHRBTECUJP

To repeat, it makes absolutely no difference what the rotatory permutation of the first
four cipher wheels may be, if the other conditions set forth above hold true, the 26 successive
cipher equivalents of 8, will coincide with the sequence YOND. . .. The latter may be regarded
as absolutely fixed for the given CW5. For example, set up the following permutation of the
wheels: KTHWKZN, which may be regarded as being a random one; depress the universal bar
so as to advance CVV5 to A, and CW1 to the next position so as to provide for a complete sequence
of 26 encipherments; hold the universal bar down with the left hand; and then with a finger of
the right hand find that key which will cause Y to be illuminated on the lightboard. It will be
found that F, will produce Y. Now release the universal bar and depress F successively 25 more
times. The sequence of equivalents will be YOND. . Both of the procedures in establishing
the preceding sequence started with CW5 at an initial point, which for convenience was selected
as A. But if the sequence is started with some setting other than A, the only difference is that
the initial letter of the sequence is no longer Y, but some other letter of the same sequence: invari-
ably, there will be produced this same YOND... sequence. For example, with the setting
QWKANFN, depressing K, successively yields the following sequence:

10 15 20 1 5
MAUZXFLQKGXVHRBTECJPYONDSW

which, it will be noted, is exactly the same as the YOND. . . sequence given above, but with a differ-
entinitial point. In other words, the YOND. .. sequence may be regarded as being in the nature
of a cycle, which can be initiated at any point. For convenience, therefore, this cycle of letters,
no matter what its initial point is, will be called the YOND. . . sequence.

There are 26* or 456,976 rotatory permutations of CW1, 2, 3, and 4. For every single one
of them there will be a certain key of the keyboard, depression of which will produce the YOND. . .
sequence because the current which results from depressing that particular key will enter the
LHC’s of CW5 from the eighteenth fixed contact of BS5. What that key will be for each one of
those 456,976 permutations of CW1, 2, 3, and 4 1s of no importance at this point of the analysis.

Now it is obvious that BS5 has 26 and only 26 fixed contacts through which current can
emerge from a RHC of C\WW4 and enter into the LHC’s of CW5. It follows, therefore, that there
can be 26 and only 26 such final cipher sequences for any setting of CW1, 2, 8, and 4; and thus, for
any one of the 26 letters of the alphabet, no matter what the initial positions of the first four cipher
wheels may be, the consecutive depression of any one key, for 26 times, with no intervening displace-
ment of CW1, 2, 8, or 4, will yield a sequence of cipher equivalents that is absolutely fixed. The
complete set of sequences, designated hereafter as the BASIC CIPHER-TEXT SEQUENCES;

is given in the accompanying table 1.

1 The table of basic cipher-text sequences will be entirely different when the machine is set with the
indicator at REVERSE.

L —
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TABLE 1.—TABLE OF BASIC CIPHER-TEXT SEQUENCES

Repeated
Omitted

ABCDEFGHIJKLMNOPQRSTUVWXY?Z
1{YONDSWMAUZXFLQKGXVHRBTECJP XTI
2{QISFTDPJVAWNYJBLGHEXRKOUMC J2Z
BJUVEWNYHIMWCGORDQPSXFJZBALK WT
4|/APVIGUFYWSMZKBNOLETCQHJIRD IX
5] CQOJYVWPNHEVSZTIMFABUXDLEKR VG
6|]RGWULZAQOVFTCPHYENMDIVYXKSJ YB
7TIDAPTWMBVEROLUXCFQZUJNIKGYS UH
8} KUBSOCLXBIPEZFVTHDJQANGRWM BY
9{LHJYFTQKGBSOQNRPCUDZWEMXIV QA
WW{|SCULZFSRYMGQWOIJVKPHTANDBIX SE
11{PBMRAGVEKJYITCOUSXFLODWHQZ ON
12|ZYDVUSIFPNHCMAXERWLKZGQTOB ZJ
13J]OFKMHLJTSCIXGDUZBRWAPVYENA AQ
14 HJCNDPXGFQZKBTFWIASOMLVYEU FR
I5)WRTXQENCDGBSHUZMOLKIVRAJPY RF
I6fVEQOKBTSCUKHAYLXJGNMDFRWZTI KP
17|GTYBXNKUZERMDIJVAMGSLWPOHF MC
ISfMNHEIRDNLTUAJKYCFQVGSPZBXW NO
I9{ESFHBXGMADJRVWPDKCZNYUIQTO DL
20l IMRAJHZOXPVBELQKWTCYGSFNDH HU
210|BDIZVOCLRFTJXGSANPYWEMHPUQ PK
2| NXZGPKUWQOLYIEMHDJREFBCVAT ES
22| JWXCRQYHILDPFMANZBGTKOUSGE GV
24| XZGQCAEDTKNURVWBYIOPHJSFCL CM
25| TKLPMJOBHXAWNSERUYIVCQLZFG LD

FLAKEIRZJYQDPHGSTOBUXCTMVN TW

23. Nature of table of basic cipher-text sequences.—It will now be shown that the table
of basic cipher-text sequences given in the accompanying table 1 may be regarded as being
merely a set of 26 secondary alphabets resulting from the sliding of two primary alphabets
against each other. One of the primary alphabets (only when indicator is at DIRECT) is the
right fixed sequence, RFS, the other is MALS5 (which merely represents the series of RHC's of
CWS5). There is, however, a slicht difference between the mechanics of the system of producing
the secondary alphabets in this case, and the mechanics of the usual or ordinary systems of
producing secondary alphabets. In the usual systems each secondary alphabet is produced by
finding the whole set of cipher equivalents for each different setting (or juxtaposition) of the
two primary alphabets. In this system, not only are the initial settings of the two primary
alphabets different for each secondary alphabet, but in addition to this, one of the primary
alphabets is regularly displaced one interval in deriving each successive letter of each secondary
alphabet. To demonstrate, set MALS5 against RFS so that their initial letters are opposite each
other, thus:

MAL5.... FRISYA
RFS... ... TYOEUM

L.L.
c.‘
C)

HQ

r'<:

HEQNFRISYADPL...
ZAGP

O
E
ZO
mm
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Now construct an enciphering alphabet by successively displacing the upper component,
MALS, one interval to the left and writing down the equivalents found on RES for the letters
A, B, C, ... of MAL5. For this initial setting the sequence is the following:

MNHEIRDNLTUAJKYCFQVGSPZBXW

Comparing this with the eighteenth sequence in table 1, it is seen to coincide with it.

If the two primary sequences are set at the following initial positions, and the same process
of finding cipher equivalents is followed, the sequence obtained coincides with the eighth
sequence of table 1.

MAL5. ... FRISYADPLJUXZGKOBTWCVMHEQNFRISYADPL...
RFS______ TYOEUMXDFJQVKWBNSHCILRZAGP

Secondary alphabet:
UBSOCLXBIPEZFVTHDJQANGRWMEK

The reason why this secondary alphabet begins with the second letter of the corresponding
basic cipher-text sequence of table 1 is, of course, that the upper primary alphabet, MALS5, was
at a setting equivalent to the second position of CW5, the setting when A of its normal alphabet
component is at SET being considered the first position.

It is therefore apparent that (1) the table of basic cipher-text sequences is only a table of
secondary alphabets produced by the sliding of two mixed alphabets against each other, and (2)
this being the case, the secondary alphabets are all interrelated in some manner which ought to
permit of the reconstruction of all of them having given only two of them.!

24. The table of basic cipher-text sequences and the right fixed sequence.—As a matter of
fact, a clear way of looking at the cipher mechanics of the machine in encipherment (DIRECT)
is to consider that all that the machine does is to apply a sort of an arbitrary ““yardstick”’, or
measuring rule to the right fixed sequence. This measuring rule simply marks off the letters of
the right fixed sequence according to an absolutely definite interval-length (when the wiring is
unchanged). To demonstrate exactly what is meant, take the first sequence of table 1,
YOND. . ., refer to RFS and count the number of intervals between the successive letters of the
YOND. .. sequence as they are located on the RFS, always counting from left to right. Thus,
from Y to O on the RFS there is one interval; from O to N there are 13 intervals; from N to D, 18
intervals, and so on. The following sequence of intervals results:

RFS..._. TYOEUMXDFJQVKWBNSHCILRZAGPT
YONDSWMAUZXFLQKGXVHRBTECJPY

1 13 18 9 23 18 18 7 18 10 2 12 16 2 12 8 &5 6 4 19 12 3 15 17 16 2

This sequence of interval-numerals is the measuring rule. Apply it to RFS at any point
and see the distribution of letters it yields. For example, start with A of RFS. The first
interval length is 1; hence the letter which occupies the first position to the right of A, viz, G,
is the second letter. The next interval length is 13; hence the letter which occupies the thirteenth
position to the right of G in RFS is the third letter, and so on. The following sequence results:

AGVEKJYITCOUSXFLODWHQZPBMR

Compare this with the eleventh sequence of table 1 and it will be seen to coincide with it,
the initial point merely being different.

1See sec. XI of Tr. Pamphlet No. 3, and Riverbank Publications Nos. 15 and 21, listed in the bibliography
to Tr. Pamphlet No. 3.
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Itis seen, therefore, that the measuring rule merely lays off a sequence of specific distances
on RFS, and this sequence of distances is always constant. Now then, what is the measuring

rule after all? It is merely the equivalent of CW5. To show that it is, consider the basic
sequence YOND ... The first letter Y is given by the setting as follows:

{
NALS_... ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
I
|
MAL5.... FRISYADPLJUXZGKOBTWCVMHEQGQN
RES ... TYOEUMXDFJQVKWBNSHCILRZAGEP
!

The letter R of MALS5 is the one involved. Now slide AL5 one space to the left; O is the
second letter of the basic sequence, and the letter of MALS that is involved is S. Slide AL5
once more to the left; N is the third letter of the basic sequence, and the letter of MALS5 that is
involved is T. Those letters of MALS5 which are successively involved are seen to follow the
sequence of the normal alphabet, A, B, C, ... Z. Now count the number of intervals
between A, B, C, . as they appear on MALS5, always counting to the right. The intervals
are as follows:

ABCDEFGHIJKLMNOPQRSTUVWXYZA

m 3 1317 3 13 9 6 7 5 2 13 4 16 18 17 3 2 14 19 10 24 19 19 8 19

But since CW5 moves one space to the left each time a letter is enciphered, and since the
determination of the intervals was made by counting always to the right, a deduction of one
interval should be made from each of the intervals above. This yields the following:

11-3-13-17-3-13-9-6-7-5-20-13-4-16-18-17-3-2-14-19-10-24-19-19-8-19
10-2-12-16-2-12-8-5-6-4-19-12-3-15-17-16-2-1-13-18- 9-23-18-18-7-18

Compare this with the original sequence of interval-lengths given above (p. 20), and it
will be seen to be the same, merely displaced nine spaces to the left.

The question is asked, why is it that those letters of MALS5 which are successively involved
in yielding a basic sequence follow one another according to the normal alphabetic sequence?
The answer is quite clear: since the current always enters C\V5 from the same fixed contact
in BS5, and since CW5 advances regularly one step per depression, the LHC’s of CW5 which are
presented successively to that fixed contact are in normal alphabetic order, ABC...XYZABC ...

It is apparent therefore that a very clear way of looking at the whole problem is this: RFS
is an endless or cyclic series of letters, and CW5 is likewise an endless or cyclic measuring rule
with a definite set of graduations marked upon it. Applying the two circles to each other, a
set of 26 interval expressions of the letters of RFS are yielded by the measuring circle, CW5.
The only part played by CW1, 2, 3, and 4 is that concerned with the initial point at which the measuring
rule is applied to RF'S; the resultant of the interaction of CW1, 2, 8, and 4 determines merely the
wnatial point of application of CW§ to RFS.

It also follows that if CW5 is replaced by another wheel, the ‘““graduations’ on the new
measuring rule are no longer the same as before, and different interval expressions of the same
RFS will be obtained. Therefore the sequences of cipher resultants will be altogether different
from those of before, and a new table of basic cipher-text sequences will result. Now in a given
machine there are five cipher wheels, and the wheels are interchangeable. With five. wheels, as
stated before, 120 different horizontal permutation arrangements on the shaft are possible (the
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wheels all right-side up), but the fifth wheel in any of these 120 arrangements can be only one
of five wheels. Now it was demonstrated in paragraph 22 that the point at which the electric
current enters the LHC’s of CW5 from BS5 is the only determining factor in establishing the
particular sequence of cipher equivalents resulting from the successive depressions of any key.
No matter, therefore, what the rotatory permutation of CW1, 2, 3, and 4 is, providing no dis-
placement of any one of them occurs during the successive 26 encipherments of a single letter,
the current will enter the successive LHC’s of CW5 from the same contact of BS5. It follows,
therefore, that it makes no difference whatever, as far as this particular factor is concerned,
what the horizontal permutation of the first four cipher wheels is, whether they are in the order
1-2-3-4, or 4-2-1-3, or any other permutation, the electric current will always enter the LHC’s
of CW5 from one and only one contact of BS5, providing no displacement of the first four wheels
occurs during the successive 26 encipherments of a particular letter.

This question raises itself: if the final cipher resultants are determined merely by the inter-
action of CW5 and RFS, what then is the function of the other cipher wheels?

The answer is that the particular sequence or succession in which the basic sequences follow
each other in the table is determined by the particular combination of rotatory and horizontal
permutations of CW1, 2, 3, and 4 upon the shaft. For the arrangement studied, viz, where
CW1 occupies the first position on the left, CW2, the second, and so on, and where the cipher
wheels are set to A all the way across, the first basic sequence corresponding to the encipherment
of A, is YOND...; the second basic sequence, corresponding to the encipherment of B, is
QISF..., and so on. For a different rotatory permutation of CW1, 2, 3, and 4 upon the shaft,
or for the same rotatory permutation but with a different horizontal permutation of CW1, 2, 3,
and 4, the order in which the 26 basic cipher-text sequences corresponding to the encipherments
of A,B,C... Zwill fallwill be entirely different, but the sequences themselves will be exactly the same
as before. In short, the only function of CW1, 2, 3, and 4 is that concerned with determining
the particular order in which the individual sequences of the whole table of basic cipher-text
sequences are produced.

It has been stated above that each different cipher wheel, when employed in the fifth posi-
tion, will yield a different table of basic cipher-text sequences, even though RFS remains the
same. If there are n cipher wheels available, then there can be n, and only n different tables,
since the horizontal and rotatory permutations of the other four cipher wheels act as CW 1, 2, 3,
and 4 and have nothing to do with the sequences of the tables.!

Assuming, however, the encipherment of a series of dispatches all prepared by means of
the same horizontal permutations of the cipher wheels, it follows that one and only one table of
basic cipher-text sequences is in effect. It will be shown herein that the entire table can be recon-
structed if two and only two of its sequences are known, or if only one sequence and the RFS are
known, and that the entire table is in reality composed of but one sequence of 26 letters, which
when reconstructed destroys the entire secrecy of a system involving almost twelve million
secondary cipher alphabets. One might even go further and say that under certain circum-
stances the entire secrecy of a system embracing over 91 billion secondary alphabets is dependent
upon maintaining secrecy with respect to a single sequence of but 26 letters.

1 If it is taken into consideration that each wheel may be inserted in an ““upside-down’’ position when acting
as CW5 then there are 2n different tables possible.

Section V
THE TABLE OF BASIC CIPHER-TEXT SEQUENCES
Par. Par.
Effects of repetitions of plain-text letters..._.___. 25 | Summary of preceding analysis__.._____________ 27
Use of the table of basic cipher-text sequences_.. 26

25. Effects of repetition of plain-text letters.—Assume for the moment a dispatch of 26
letters consisting exclusively of the letter A,, enciphered by the effective setting OAAAAAO of
the cipher wheels. The cipher text will be YOND. .., one of the basic cipher-text sequences.
Now assume a dispatch of 26 letters consisting exclusively of the letter By, also enciphered by
the same effective setting. The cipher text will be QISF. . ., another one of the basic sequences.
Now assume a dispatch of 26 letters consisting exclusively of the letters A and B, alternately,
also enciphered by the effective setting OAAAAAO. The cipher text will be as follows:

Pl.ain__--ABABABABABABABABABABABABAB
Cipher... YINFSDMJUAXNLJKLXHHXBEKEUUJGC
This consists merely of alternate letters of the two basic sequences YOND. .. and QISF.. .,
as is shown herewith:
Plain.___. ABABABABABABABABABABABABAB
Cipher... YINFSDMJUAXNLJKLXHHXBKEUJC
Sequence 1. Y .N.S.M.U.X.L.K.X.H.B.E.J
Sequence 2. . I .F.D.J.A.N.J.L.H.X.K.U.C

Now assume a dispatch of 26 letters, consisting exclusively of the letters T and D alternately,
enciphered by the initial effective setting OVGMBAO. It is as follows:

Plain.... TDTDTDTDTDTDTDTDTDTDTDTDT
Cipher... YINFSDMJUAXNLJKLXHHXBKEUJ

D
C

The cipher text is exactly the same as for the alternate A,— B, dispatch, with an entirely
different setting or key. The plain-text letters are different in the two dispatches but the cipher
letters are identical. In fact, an identical cipher sequence can be obtained for any pair of
different letters whatsoever whén the proper initial setting is chosen. Why is this? Is it not
due to the effects that mere repetition of plain-text letters produces in this machine, regardless
of what letters are involved? What has gone before should make this clear. In other words,
what concerns the cryptanalyst in this case so far, is not the question as to what letter is repeated
in the plain text but whether or not a letter, any letter, is or is not repeated. The results of repetition
of any letter are predetermined, and the cipher equivalents occupy definite positions in one of
the basic cipher-text sequences. The identity of the repetition is of no immediate concern, but
the exristence or nonexistence of the repetition is of the highest importance.

(23)
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Now consider what happens in the encipherment of intelligible text. Let the dispatch be
THE ELEMENTS OF THE SCIENCE OF CRYPTANALYSIS..., enciphered with the initial effec-
tive setting OAAAAAO. The results are as follows for the first 26 letters:

Plain_____ THEELEMENTSOFTHESCIENCEOTFZC
Cipher.... IUOJUVJPFPJSCLVIKSDBMZDJSK
From what has gone before, it is to be expected that—
(1) The cipher equivalents of identical letters will all belong to the same basic cipher-text
sequence, and will fall into definite positions in that sequence;
(2) There will be present elements of as many basic cipher-text sequences as there are
different plain-text letters; and
(3) As a corollary of the foregoing, the cipher equivalents of dissimilar letters will never
exhibit coincidences with the same individual basic sequence.
With these three principles in mind, examine the foregoing encipherment.
Take the basic sequence which begins with I (the 20th in table 1) and apply it to the cipher
text. Coincidence of the 1st, 10th, and 14th cipher letters with the 1st, 10th, and 14th letters
of the basic sequence is noted as stated in (1) above, and noncoincidence with all the other letters

also is noted, as stated in (3) above.

Plain._.._.____ THEELEMENTSOFTHESCIENCEOTFC
Cipher._______ IVOJUVJPFPJSCLVIKSDBMZDJSEK
Sequence20... IMRAJHZOXPVBELQKWTCYGSFNDH

Here the coincidences are due to repetitions of one letter, T,; the noncoincidences represent
letters which can not be T,. If one did not know the plain text, but had merely the two bottom
lines, one could nevertheless state definitely that the 1st, 10th, and 14th letters of the plain text
are identical, and that whatever this plain-text letter is, it does not appear elsewhere in that line.
The frequency of that plain-text letter is thus directly indicated by the number of coincidences
with the basic sequence.

Now take the basic sequence which has U for its second letter (it is the 8th of table 1), and
apply it to the cipher text. The coincidences are underlined below:

Plain_________ THEELEMENTSOFTHESCIENCEOTFZC
Cipher________ IU0OJUVJPFPJSCLVIKSDBMZDJSK
Sequence8.._.. KUBSOCLXBIPEZFVTHDJQANGRWM

Now take the basic sequence which has 0 as its third letter (the fifth of table 1), and apply
it to the cipher text. The coincidences are underlined below:

Plain_________ THEELEMENTSOFTHESCIENCEOFZC
Cipher—__.____ IUOJUVJPFPJSCLVIKSDBMZDJSK
Sequence 5.... CQOJYVWPNHEVSZTIMFABUXDLEKR

This process can be continued until all coincidences have been noted. For the purpose of
graphic representation, all the coincidences have been reassembled into the one diagram below,
those belonging to the same basic sequence being indicated by identical numbers.

Plain_.________ THEELEMENTSOFTHESCIENCEOFC
Cipher._.______ IUVU0OJUVJPFPJSCLVIKSDBMZDJSK
12 3 3 3 3 4 1 56 7 1 2 3 5 8 3 4 8 3 6 7 8

T P T T TN T S DA I M ST PR ST Y
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This procedure shows, therefore, that intelligible text when enciphered by the machine pro-
duces cipher text whose letters when arranged in lines of 26 can be distributed into definite
positions in as many basic cipher-text sequences as there are different plain-text letters enci-
phered in each line; that those letters of the cryptogram which coincide with the letters of the
same basic cipher-text sequence represent encipherments of identical plain-text letters; and that
the frequency of occurrence of all plain-text letters in each line of text can be definitely ascer-
tained by the process. What the plain-text letter in each case really is does not concern us at
present.

26. Use of the table of basic cipher-text sequences.—Let us assume for the moment that
the table of basic cipher-text sequences applying to a series of dispatches has been obtained in
some illegitimate manner by capture, or otherwise. It is obvious that one could immediately
determine those letters in each line which represent repeated letters of the plain text. For
example, in the case of the enciphered message on page 24, one would be able to underline the
repetitions in exactly the same manner as was done there. One would know then that the 1st,
10th, and 14th plain-text letters were the same; the 2d and 15th, and so on. The analyst could
do this for all the lines of cipher text. The result would be that the cipher text would have been
decomposed into a series of single-alphabet substitution ciphers, the solution of which would not be
very difficult, as will subsequently be fully illustrated. Thus, it is apparent that the entire
secrecy of the machine can be almost entirely destroyed if the table of basic cipher-text sequences
is known to, or can be reconstructed by the enemy.

27. Summary of preceding analysis.—The most important facts and conclusions that were
developed in the foregoing analysis may be conveniently summarized as follows:

(1) Cipher text produced by the machine is composed of the elements of 26 and only 26
basic cipher-text sequences.

(2) Every line of 26 letters of cipher text is composed of the spatial elements of as many
different basic cipher-text sequences as there are different letters in the line.

(3) All that the machine does is to determine (in what appears to be a random, haphazard
manner) the particular basic sequences that will be represented in each line of cipher text.

(4) The fifth cipher wheel in interaction with REFS produces the 26 basic sequences; the
other four cipher wheels merely determine the permutations of the horizontal lines of the table
of basic cipher-text sequences, or in other words, the order in which the basic cipher-text sequences
follow each other in the encipherment of a dispatch.

(5) Possession or reconstruction of the table of basic cipher-text sequences will enable the
cryptanalyst to distribute the letters of the text of cryptograms into a series of single-mixed
substitution alphabets, which can be solved rather readily.
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Section VI

MATHEMATICAL THEORY OF ANALYSIS

Par. Par.
Application of the general principles of frequeney Development of mathematical theory applicable
£0 the problemn. - .o oo eemeooooa- 28 | to the problem. . - 29
28. Application of the general principles of frequency to the problem.—In an actual tabu-
lation of 100,000 letters occurring in telegrams of an administrative nature handled by the War
Department Message Center on one day, the following distribution was found:

TABLE 2
E 12, 604 0 7,408 C 3 345 M 2 534 B 1,146
T 9,042 A 7,189 H 3 287 Y 2,099 X 469
R 8, 256 S 51759 F 2,094 G 1,795 K 353
I 7,572 D 4,029 U 2,993 W 1,401 Q 318
N 7,558 L 3 549 P 2,661 V 1,340 % %8?

This frequency table, based as it is upon a fairly large number of letters, may be considered
as representative of the normal or typical constitution of telegraphic English text. ‘

What this normal frequency table means, of course, is this: If a volume of telegraphic
English text totalling 100,000 letters is examined, there will be found approximately 12,600 E's,
9,000 T’s, 8,300 R’s,and so on. Inother words, thedata based upon 100,000 cases may be con-
sidered as giving a true picture of the constitution of any large volume of such text, and in any
equivalent volume of text similar in nature, practically the same relative proportions of occur-
rences will be found to exist as were found in the 100,000 cases examined. Now if the 100,000
letters of which the text is composed were placed in a hat, and thoroughly mixed, the chances of

. 12,604 . , . o
drawing an E by a random selection are 100,000 or approximately 0.126; that is, according to

the laws of probability, in 1,000 successive drawings, a total of 126 Es would be chosen. 'Mathe-
matically stated, P (the probability) for selecting an E is 0.126. Likewise, P for T, 1s 0.090,
P for R, is 0.083, and so on. Now, if instead of placing the letters in a hat, one should have
at hand all the text upon a large sheet of paper, and one should close one’s eyes and at rnqdom
point a pencil at one letter in the tesl just as it stands, it is obvious that P for E would still be
somewhere in the neighborhood of 0.126; for T, it would still be approximately Q.OQO; and so
on, because, considered in its broadest aspects, the text is composed of a great variety qf words,
and so far as words are concerned, they are made up of such a diversity of permutations and
combinations of letters that plain text can almost be regarded as being a random assortment
of letters in the relative proportions given above.! .
Now proceed one step further. Suppose two pencil points be directed, at'random, with
one’seyes closed, at intelligible text; what are the chances for designating two E’s sunulta.n.eously,
or two T’s, or two of any other letter? According to the mathematical theory of probability, tll'e
probability that both of two independent events will occur together is the product of their

1 This, of course, is not strictly true, and is discussed in section IX, p. 51.
(26)
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separate probabilities. Hence, the chances for simultaneously designating two E'sare 0.126 X
0.126, or 0.016; the chances in the case of two T's are 0.090 X 0.090, or 0.008, and so on.

Again, according to the theory of probability, the probability of the occurrence of several
events which cannot occur together is the sum of the probabilities of their separate or individual
occurrences. Thus, if p, ¢, . . . denote the separate probabilities of different events, the
probability, P, that one of the events will happenis P = p + ¢ +. . . Since the probability for
random selection of two E’s is 0.016, that for two T’s is 0.008, and so on, the probability for the
random selection of any twe similar letters, regardless of their identity, is the sum of the respective
probabilities for the random selection of two A's, two B's, two C's, and so on, up to and including
two Z’s. That is to say, the probability of directing two pencil points simultaneously at any
repetiticn (twe identical letters) is the sum of the separate probabilities for repetition of each
letter of the alphabet. In table 3 the separate probabiiities and their total are shown. The
total of the separate probabilities for repetition, 0.066, means that in 1,000 cases where a pair
of letters is selected or designated at random there will be 66 cases in which both members of the
pair so selected will be the same letter; in other words, P for the simple occurrence of repetition,
(hereafter denoted by the symbol , P) regardless of what the repetition maybe,is 0.066. Asa mat-
ter of fact, the 66 cases will be composed of 16 cases where the repetition is the letter E, 8 cases
where the repetition is T, 7 where it is R, and so on, in accordance with the last column of table 3.
This, however, does not concern us at present.

TABLE 3
P for separate P forr i-

Letter Frequency occurrlence tion (elx’jfe)t

E 12,604 0. 126 0.016

T 9, 042 . 090 . 008

R 8,256 . 083 . 007

I 7,572 . 076 . 006

N 7,558 . 076 . 006

0 7,408 . 074 . 006

A 7, 189 . 072 . 005

S 5, 759 . 058 . 003

D 4,029 . 040 . 002

e 3, 549 . 035 . 001

C 3, 345 . 033 . 001

| H 3, 287 . 033 . 001
F 2,994 . 030 . 001

U 2. 993 . 030 . 001

P 2,661 . 027 . 001

M 2,534 . 025 . 001

Y 2,099 . 021 . 000

G 1,795 . 018 . 000

W 1,401 . 014 . 000

\Y 1, 340 .013 . 000

B 1, 146 . 011 . 000

X 469 . 005 . 000

K 353 . 004 . 000

| Q 318 - 003 - 000
| J 198 . 002 . 000
Z 101 . 001 . 000

Total ________ 100, 000 1. 000 P=.066
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On the other hand, since the probability that an event will not happen is the difference
between unity and the probability that it will happen, or (1 — P), the probability, P, for non-
repetition (hereafter denoted by the symbol ,,P) is 1—0.066, or 0.934. That is, in 934 of the
1,000 cases, the two letters selected at random will be different.

29. Development of mathematical theory applicable to the problem.—The relation of this
mathematical theory to the problem in hand will now be studied.

The normal frequency table shown in table 2 may be considered as being heterogeneous in
this sense: It is composed of letters of widely different but rather definite or constant frequencies
which gives the table a characteristically irregular “crest and trough’ appearance. It is this
very heterogeneity or irregularity of the table which leads directly to the solution of the simplest
type of substitution cipher, that known as the single, mixed alphabet type. Any really scientific
cryptographic method has for its aim the suppression of the frequency characteristics of the
normal table, whereby the elements composing the cryptographic text may be identified, and
the better the cryptographic method, the more complete is the suppression. In a perfect cipher
system, the frequency table for the cryptographic text should be completely homogeneous or
regular in thissense: (1) That all the letters of the alphabet should be represented, (2) they should
occur with practically equal frequencies, thus suppressing the appearance of any ‘“crests and
troughs”’, and (3) there should be no easy way of decomposing the homogeneous or regular table for
the cryptographic text into one or more heterogeneous or irregular tables such as apply to single-
alphabet substitution ciphers. The cipher machine under consideration has been designed to
produce such a result as nearly as possible, and it really does so to a very high degree. The fol-
lowing very homogeneous single-frequency table is based upon ten cryptograms produced by
the machine, no two messages being in the same rotatory key.

A B CDEF G H I J KL M

117 128 130 122 105 100 133 136 118 113 125 128 115

N O P QR S T UV W X Y Z

115 128 117 116 114 144 120 130 132 129 122 -130 144

Bearing in mind the three characteristics stated above, with respect to the frequency table
for the text of a cryptogram produced by a theoretically perfect cipher system, examine the
foregoing table. It will be noted (1) that all the letters of the alphabet are represented, and (2)
that they occur with practically equal frequencies. There remains to be considered, thercfore,
only the third factor above-mentioned. Can this frequency table be decomposed into a multi-
plicity of tables exhibiting the heterogeneity and irregularity of normal single-alphabet distribu-
tions? That is the problem before the analyst in this case.

Now in any letter-for-letter substitution in a cryptographic system resulting in the produc-
tion of homogencous text in the senee stated above, the values ,/2—=0.066 (as explained in par.
28) and ,,P>=0.934, must still hold true. This must be so because each cipher letter rep-
resents but one plain-text letter at a time, even though the plain-text letter may in each sepa-
rate case be any one of the 26 letters of the alphabet. Taking the cipher text as it stands,
according to the theory of probability as applied above, in 66 cases out of every thousand, any
two cipher letters selected at random will represent the same plain-text letter, and in 934 cases out
of every thousand, any two letters selected at random will not represent the same plain-text letter.

Now in each case of repetition it is of absolutely no consequence in the thus-far developed
analysis what the repeated plain-text letter is, because it was demonstrated in sections IV and V,
that the mere occurrence of repetition is the important phenomenon. For example, considering
the YOND. .. sequence alone, if a plain-text letter is enciphered by Y. at the initial point of
this basic sequence, no matter what the plain-text letter be, its repetition in the next succeeding
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position will produce O.; in the next, N.; in the next D, and so on. The mathematical theory
developed above states that 66 cases out of 1,000 will be repetitions of letters, and these may
be repetitions of 2 A’s 2 B's 2 C’s etc.! Now it is perfectly permissible to assume 1,000 cases
where the first letter of the two members of a repetition is enciphered by Y, at the initial point
of a basic sequence, for this can be granted in view of the assumption of homogeneity of crypto-
graphic text produced by the machine, so that of 26,000 lines of cipher text produced by this
machine, and properly arranged, about 1,000 of these lines will have A. as their initial letter,
about 1,000 of them will have B, as their initiai letter, and so on. There will also be about
1,000 lines beginning with Y.. Since the mathematical theory postulates that 66 out of 1,000
cases of a pair of letters selected at random will be repetitions, it follows that if a tabulation is
made of only those letters which immediately follow Y. in the 1,000 lines beginning with that
letter, then in 66 cases the letter O, should appear, and in 934 cases the letter should be some
letter other than 0,. The reason that O, will be the letter representing a repetition of the first
plain-text letter in the line is, of course, that in this particular basic sequence O immediately
succeeds Y in the YOND. .. sequence. Likewise, if a tabulation is made of only those letters
which are in the second position after Y, in those 1,000 lines, then in 66 cases the letter N, shouid
appear, and in 934 cases the letter should not be N.. The same reasoning applies to tabulations
made for any position after Y., and the letter which should appear 66 times out of 1,000 should
be the letter which actually occupies that position in that particular basic sequence. The
production of each letter in each of these cases is absolutely determined by the mechanico-
electrical features (including the wiring, of course) of the machine, and by the mechanics of
the English language: for the first position after Y the letter representing a repetition must be
0; for the second, N; for the third, D; for the fourth, S; and so on, yielding sequences

4 1 2 3 4 5
D; Y. . . S, etc.

1 2 2 3

1 2 3 1

YO; Y.N; Y

As before, for convenience, the symbol 6, will again be used as a symbol to designate any

unspecified letter of the cipher text. The symbol .8, will be used to designate the cipher equiva-

lent of a repetition; for example, in the case of the YOND. .. sequence .6, for the first position

after Y. is O; or brielly stated 6, in {fc ,;c is 0; 6, 1n ';c?,;c is N; 6. in {(c'z 3 ,;c is D; and so on. The
symbol ;0. will be used to designate the cipher equivalent of a nonrepetition.

Now let attention be concentrated upon 6, for a given position in the YOND. . . sequence, for

1 23 4 4
example, 6, in Y. .0, In 66 cases out of 1,000 (the .4, cases) 0, will be D; in 934 cases (the
[ 1 23 4
ofe cases) it will not be D.  Of the 66 Y,. .., cases, a certain portion of them will represent the

1 234 1 234
occurrence of E,..E, another portion will represent the occurrence of T,..T, another of
1 234
R,..R,, and so on, each in proportion to its specific probability of repetition. But of the 934
1 23 ¢

Y. . .nfc cases, in each case the occurrence of two different letters is involved. A certain portion
1 234 1 234

of them will represent the occurrence of E;. . T,; another will represent the occurrence of T, ..E,;

I The fact that each of these repetitions occurs with a characteristic frequency is immaterial in this connec-
tion.  The 66 cases of repetition are here considered as a unit, without reference to the diversity of its constituent
elements.
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1 234 1 234

another of E,. .R,; another of R,..E;; and so on, each in proportion to its separate and specific
1 23 4 4

probability of occurrence. Now in each of these 934 Y.. .0, or nonrepetition cases, §. may be
4
any letter except Y and D; what 6, will be in each case is determined solely by the particular
4

setting of the cipher wheels and by the plain-text letter which 6, represents. For example,
1 234

consider only the plain-text nonrepetition case E;..T,, whose probability of occurrence is
1 23 4

0.126 X 0.09, or 0.011. Among the 934 Y....f. cases there will be eleven cases in which
1 23 4 1 234 4

Y.. .l represents E,. . T,. Here, 6. can be any one of the 26 letters except Y and D, and in
4

these 11 cases exactly what 6, will be is determined solely by the particular rotatory permutation
1 234 1 234 1 234

of the cipher wheels. In one case E,..T, may yield Y...A,, in another it may yield Y,. .B,, in
1 234 1 23 4

another Y.. .C., and so on. The same will be true with respect to any other Y,. .6, case such
1 234 1 234

asE,..R,, T,. .E,, and so on. In other words, the second member of the two cipher equivalents
123 4
in the 934 Y.. ... cases can be any one of the 26 letters of the alphabet except Y and D.  (An

exception will be discussed in par. 83, sec. XV.) That is, in the 934 cases of Sl{'cz ?n,(;c, the 4,.0.'s or
cipher letters which are the second members of the pairs representing cases of nonrepetitions, are
distributed over 24 letters of the alphabet, and assuming a perfect homogeneity of text, f;c in those
934 cases will be every one of the 24 letters an equal number of times, viz., 934 + 24, or approxi-
mately 39 times. But in the same 1,000 cases of ch 2 .3,040, the 66 .6, cases, or cipher letters which
are the second members of the pairs representing cases of repetitions, are not distributed through-
out the alphabet, but alwayvs yield the same cipher letter, ;vhich1 iglgthis case is D,. That is,
the frequency of 40c n 311: 3 ,(;c is 66, whereas the frequency of 6, in Y,. .m(;c is only 39, practically
only two-thirds as large. It follows, therefore, that D should stand out prominently among all
the other letters when a tabulation of 1,000 cases of Slfc“:)c occurrences is made. Or, stated in
other words, the letter which may be taken as :00 will be distinguishable by a frequency that
theoretically will be one and two-thirds times as great as the frequency for any n,(;c.

The same reasoning applies to the ';'02“?20 occurrences. Here ;)c must be the letter S,
which in the tabulation, should have a frequency greater than that for any other letter, because
the basic sequence is 31_{C2)I3H4Jé ... Theoretically, the entire basic sequence can be built up in
the same manner, by tabulating all the cases in which Y, appears as the initial letter of a basic
sequence and distributing the 1st, 2d, 3d, ... 25th letters after Y. into separate frequency
tables. In each case, theoretically, the letter which is of highest frequency will be the correct
letter, and the process should ultimately yield the complete sequence

YONDSWMAUZXFLQKGXVHRBTECUJP
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What has been detailed above as regards the YOND. . . sequence, applies equally well to any
other basic cipher-text sequence; any one of them or, in fact, all of them could be reconstructed
by the procedure indicated.

In actual practice, however, to have at hand a sufficient volume of text so that there will
be 1,000 lines with A, as the initial letter, another 1,000 lines with B, as the initial letter, and so
on, up to Z,, would mean having about 26,000 lines of text, each 26 lettersin length, an enormous
quantity of about 80,000 words. But in reality not quite so much text would be necessary for
it is really not essential that the ratio of the frequency of the correct letter to that of any of the
incorrect letters in each case be as great as 66 is to 39, that is, as 1.7 is to 1. Ratios of 1.3 to 1
have in actual cases been found to be significant. For example, if the frequency of one particular
letter is 15 occurrences, and the frequencies of all other letters vary from zero to approximately
9 or 10 occurrences, the difference is of sullicient degree to warrant the selection of the letter of
highest frequency as being the correct letter. In an actual test, in over 50 percent of the cascs
the letter of highest frequency was found to be the correct letter, and in 75 percent of them the
correct letter was found to be among the three highest in frequency.

The theoretical minimum number of cases or tabulations necessary to establish 4. in actual

practice may be regarded as being about 250, for theoretically in this number the frequency
233.5

of 4, in actual practice will be 16.5 as against “o4 =9.7 for ,.8.; the ratio is approximately
17:10. Now 250 cases of any initial letter in a homogeneous text would require 250 X 26 lines
of letters, or 6,500 lines. Since each line contains 26 letters, a total of 169,000 letters of text,
or approximately 25,000 words would be required. This is considerably below an average
day’s traffic when the amount of traffic is rather high, as in active operations.

Granting 25,000 words of traffic are available for study it may be said that all the basic
sequences applicable to the cipher wheel which acts as CW5 may be reconstructed. (Further
details of reconstruction will be given under sec. VII.) Having reconstructed the table, the
cryptanalyst is at once in position to decompose the lines of eryptographic text into a series of
single mixed-alphabet substitution ciphers, as explained in paragraph 26, section V, which may
readily be solved, as will be illustrated very soon.
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RECONSTRUCTION OF TABLE OF BASIC CIPEER-TEXT SEQUENCES
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30. Preliminary remarks.—It has been shown by the author in previous papers! that two
differently mixed primary alphabets from which a series of 26 secondaries are derived can be
reconstructed from but two of the derived secondary alphabets. It was shown in paragraph 24,
section IV, that the table of basic cipher-text sequences is merely a table of secondary alphabets
produced by the sliding of two primary mixed alphabets against each other; one of them is RES,
the other, NMIAL5. It would seem, therefore, that these secondary alphabets are all interrelated
in some manner which ought to permit of the reconstruction of all of them having given only
two of them. Only a slight modification of the process is really necessary in order to apply it
to the case in hand. First, RFS must be reconstructed ; from it and one of the basic cipher-text
sequences the entire table can be reconstructed; finally, NIAL5 can be reconstructed from RES
and any one of the basic cipher-text sequences.

31. Reconstruction of right fixed sequence from two basic cipher-text sequences.—In
order to explain the method, use will be made of the first and second basic sequences of table 1,
assuming that they have been reconstructed as a result of the application of the principles
elucidated in the preceding sections.

Sequence 1__.__. YONDSWMAUZXFLQKGXVHRBTECUJP
Sequence 2._.__ QI SFTDPJVAWNYJIJBLGHEXRKOUMC

It will be noted first of all that cach of the two sequences contains only 25 different letters,
X being repeated in the YOND. . . sequence and J in the QISF. .. sequence. It is obvious then,
that some letter is omitted in each sequence. In the former, I is the letter omitted from the
sequence, in the latter, Z. As mentioned once before, and as explained in paragraph 83 of
section XV, this repetition phenomenon is unavoidable in this system, and in every case, at
least one letter will be repeated, and one will therefore be missing. It is also to be noted that
the distance between the repeated letters is always the same in all the sequences of the same

table of basic cipher-text sequences.
Now superimpose the two sequences, and, by shifting one relative to the other, make the

repeated letters of one sequence occupy positions directly opposite the repeated letters of the
other sequence. Thus:

Sequence 1.... YONDSWMAUZXFLQKGXVHRBTECUJP (I missing).
Sequence2.... UMCQISFTDPJVAWNYJBLGHEXREKD (Z missing).

Construct a chain of equivalents, beginning with any letter of Sequence 1, for example, Y.
Thus, YU, UD, DQ, and so on, and then join the pairs eliminating the second occurrence of the

1 See footnote to p. 20.
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common letters. This yields the partial sequence, YUDQWSI. This is as far as one gets with
this process in this case, because the continuing letter, I, is missing from the upper sequence.
However, if I were present it would seem logical that it would have as its equivalent Z, the
missing letter of the lower sequence. It thus would seem permissible to continue the sequence
by adding the letter Z and then proceeding as before. This vields the complete sequence

YUDQWSIZPOMFVBHLATEXJKNCRG

If examination of this complete sequence of 26 letters is made, it will be found that it con-
tains in regular order, but with a constant difference of three intervals, the letters of RE'S. Thus,
the REFS proceeds YOEUMXDFVQ. . . and the reconstructed sequence proceeds YUDQ. . . and so on.

Now, the reconstructed scquence seems to be equivalent to the real RFS, but with a con-
stant difference of threeintervals. Whatis the cause of this difference? Isit not connected with
the fact that the initial point at which the measuring circle, CW5, is applied to RFS in the first
case is different from that at which it is applied in the second by three intervals? Reference to
the sliding strips will show this to be actually the case, for in the YOND sequence R is the first
letter of NMALS involved in producing this basic sequence; in the QISF sequence, U is the first
letter of MALS involved in producing that basic sequence.

Now it is important to have the reconstructed RFS coincide exactly with the real REFS.
Do the two basic sequences used above give in themselves any indication as to what the interval
relation between the elements of the reconstructed RFS should be? The answer is that they do,
by virtue of the relative positions occupied by the pairs of repeated letters in each basic sequence.
In the QISF. .. sequence the position occupied by the first occurrence of the repeated letter, J,
is three intervals to the left of that occupied by the first occurrence of the repeated letter, X in
the YOND sequence, and in order to superimpose the two basic sequences, the lower one was
shifted three letters to the right of its original position. This gives the clue to the correct interval
relation between the letters of the reconstructed RES. If the elements of the latter are there-
fore distributed over 26 spaces, leaving three intervals between sequent letters of the original
reconstructed sequence, then the real REFS will be reconstructed. This yields the sequence

YOEUMXDFJQVKWBNSHCILRZAGPT

It should be added in passing that when the two basic sequences that are available for this
reconstruction have their repeated letters at an even number of intervals apart, then a complete
equivalent RFS cannot be reconstructed. In thiscase, two half-sequences result, which must be
united into one sequence. Thus, for example, when the first and seventh basic sequences are
selected for experiment, the following results are obtained:

Sequence 1._.._. YONDSWMAUZXFLQKGXVHRBTECUJP
Sequence 7.... PTWMBVEROLUXCFQZUJNIKGYSDA
First half-sequence_ ____ YPARIHNWVJIDME
Second half-sequence.... 0O TGZ L CSBKQFXU

Since the second basic sequence had to be displaced 24 letters to the right, in order to
bring about coincidence of repeated letters with the first basic sequence in superimposing, then
the elements of the two half-sequences must be separated by the interval indicated, 24, yielding
the following:
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These two half-sequences must now be assembled properly. By this is meant that one of the
sequences must be inserted in the spaces presented by the other so as to male the entire sequence
coincide with the real RFS. Whether O of the second half-sequence should be inserted between
Y and E or between E and M or between M and D, or between any of the other pairs cannot be
determined from the sequences alone. The determination must be made by means of a subter-
fuge explained further on. (See p. 38.)

A complete REFS can only be reconstructed from two sequences whose repeated letters are
in positions separated by an odd number of intervals other than thirteen, and any two such
sequences will do. It should be added that certain sequences will yield neither a complete
equivalent REFS nor two half-sequences. These are the sequences in which the repeated letter
in one sequence occupies a position 13 intervals removed from that occupied by the repeated
letter of the other sequence. Here 13 independent pairs of equivalents can be established, but
how they should be joined is not indicated. Note, for example, the following:

Sequence l..._. YONDSWMAUZXFLQKGXVHRBTECUJP
Sequence4.__.. BNOLETCQHJIRDAPVIGUFYWSMZEK

HereY = Band B = Y; 0 = Nand N = 0, and so on. Thus no chain can be constructed.
All that one cansayis that in the real RF'S, Yand B are 13 intervals apart, O and N likewise, and
S0 on.

It is obvious that the cryptanalyst will not know, when he is reconstructing the two basic
sequences from a detailed analysis of the cipher text, whether or not he is working upon two
sequences such as will permit of reconstructing a complete equivalent RFS after he has finished
their construction. If he is fortunate, he may strike it the first time, but if not, he may find
1t necessary to construct several basic sequences before a pair available for a complete recon-
struction of the RFS turns up. But having found such a pair, reconstruction is rapid.

32. Reconstruction of entire table of basic cipher-text sequences.—@nce two such sequences
and the real RI'S have been isolated, the entire table of basic cipher-text sequences can speedily
be reconstructed in a manner which may best be described by detailed study of table 1.

Refer now to the set of sliding alphabets equivalent to CW1 to 5, and note what letter of
NALS5 is concerned in producing Y, the first letter of the YOND. .. sequence. It is R. Now
determine what sequence is produced when S, the letter following R in NALS5 is concerned,
keeping AL5 in the same position. The sequence is the 19th shown in table 1, beginning ESFH.

Let us superimpose these two sequences:

E

Sequence 1.... YONDSWMAUZXFLQKGXYV cJ
D RVWPDKC IQT

RBT P
Sequence 19.._. ESFHBXGMADJ D NYU 0

2 N

Now study the sequences formed by oblique lines slanting toward the right, and passing

through the superimposed sequences, such as

. 0 . N . D .S . W
E . S . F . H . B .

It will be seen that these coincide exactly with the sequences in RFS. By following the
order of the letters in the known RIS, and completing the oblique lines of letters, the entire
table can speedily be reconstructed. Thus:
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TABLE 5—BASIC CIPHER-TEXT SEQUENCES REARRANGED ACCORDING TO SEQUENCE

IN RFS
1YONDSWMAUZXFLQKGXVHRBTECJP/
19 ESF‘HBXGMADJRVWPDKCZNYUIQT/O
14 HJCNDPXGF‘QZKBTF‘WIASOMLV/Y/EU
2 QISFTDPJVAWNYJBLGHEXRKOUMC

LHJYF‘TQKGBSOQNRPCUDZW/E/MXIV
5 CQOJYVWPNHEVSZTIMFABUXDLIKR
16 VEQOKBTSCUKHAYLXJGNM/DF‘RWZI
3UVEWNYHIMWCGORDQPSX/F‘JZBALK
8KUBSOCLXBIPEZF‘VTHD/JQANGRWM
18 MNHEIRDNLTUAJKYCF‘/QVGSPZBXW
10 SCULZF‘SRYMGQWOIJ/VKPHTANDBX
20 IMRAJHZOXPVBELQ/KWTCYGSF'NDH
24 XZGQCAEDTKNURV/WBYIOPHJSF‘CL
4APVIGUF‘YWSMZK/BNOLETCQHJIRD
25 TKLPMJOBHXAW/NSERUYIVCQLZF‘G
15 WRTXQENCDGB/SHUZMOLKIVRAJPY
12 ZYDVUSIFPN/HCMAXERWLKZGQTOB
13 OF‘KMHLJTS/CIXGDUZBRWAPVYENA
23 JWXCRQYH/ILDPF‘MANZBGTKOUSGE
21 BDIZVOC/LRF‘TJXGSANPYWEMHPUQ
26 F‘LAKEI/RZJYQDPHGSTOBUXCTMVN
6RGWUL/ZAQOVF‘TCPHYENMDIYXKSJ
11 PBMR/AGVEKJYITCOUSXF‘LODWHQZ
22 NXZ/GPKUWQOLYIEMHDJREF‘BCVAT
7DA/PTWMBVEROLUXCF‘QZUJNIKGYS
17/G/TYRXNKUZERMDIJVAMQSLWPOHF‘

Thus, given any one of the basic cipher-text sequences, and a knowledge of RIS, the entire table
can be reconstructed within a very few minutes.

33. Reconstruction of MALS.—Having reconstructed the table of basic sequences, it is
advisable for the next step to reconstruct the mixed component of Alphabet 5. Ifor this, RFS
and any basic sequence will do. Of course, one does not yet know what the initial letter of
RFSreally is, but it is a matter of no consequence, as will be shown,
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Taking a sliding strip with the normal alphabet written upon it, and space below it for

the insertion of the letters of the mixed component, set it against the reconstructed RFS. Thus:
AL5._.. [ABCDEFGHIJKLMNOPQRSTUVWXYZ
RFS.... YOEUMXDFJQVKWBNSHCILRZAGPT
Talke the basic sequence YOND and insert the letters which would be successively involved
in producing this basic sequence, using any letter, say X, as an initial letter. Thus:

l
ALS {ABCDEF‘GHIJKLMNOPQRSTUVWXYZ
Pe © U9 [N ]
i
RFS.... YOEUMXDFJQVKWBNSHCILRZAGEPT

Sliding the strip one space to the left, and considering that the second letter of the basic
sequence is O, the letter Y must be inserted in the position shown herewith: !

1
N ABCDEFGHIJKLMNOPQRSTUVWXYZA
Alioo o |

|
REFS_. YOEUMXDFJQVKWBNSHCILRZAGPT
When this process is completed, the following sequence results:

ABCDEFGHIJKLMNOPQRSTUVWXY?Z
XOYEGJVRPADFMQUHZCIBSNKWTL

This sequence is an equivalent mixed component and will produce exactly the same results
as the real mixed component, so far as the basic sequences are concerned. In fact,it is the same
as the real mixed component so far as the relative values of its sequence of elements are con-
cerned, asis evident when the sequence is “run down’” according to the normal alphabet. Thus:
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TABLE 6

5|
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Mg 3 DWW O T O Z ECCXRNOH Q™ EPB$MUOQQPER N
O QW > N K M = < Cc Q9 n>©MoO Yo =2 =2 XN H T Q=T m
om0 QW e N K M =E << B n Mo 'vo =z 20 XN GgH I Q@
H T Q@ T M@m UOQOW>»NKM=I< A3 0 O 'Uvo =2 =26 RN o
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ST R GO H I QT BB OQWEP2PNKNM=<<<CA3I L ™>®M O 'Y O =
O H I Q™M UOQm>ENK X =< Al N xXmoO 9o =2 =26 =X
cC 3 n MO T O =Z =2 XN OH IO T MEMmOQWENK X =S
N W O YO =Z2 EOCXRNGCHAII QT 0o m>eENRK XK=< c4Jg
N G H T QT M@ OQQWE2ENKNMWM=E<CA3I N P®MO Wo=Z2=1¢
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Note the generatrix beginning RISY. .., and compare it with the real MAL5. It is iden-
tical with it, except as regards its initial letter.

The process described above, for reconstructing MALS5, may be used to determine how the
two equal halves of a reconstructed RES should be united (see p. 34) and at the same time recon-
struct MAL5. By employing each half-sequence of RFS in connection with one of the basic
cipher-text sequences, two partial MALS5 sequences are produced. For example, applying the
process of reconstruction to the half-sequence,

Y.E.Mm.D.J.V.W.N.H.I.R.A.P.
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in connection with the YOND. .. basic sequence, the following partial MALS5 is constructed
(using X as a starting point):

AB CDEFGHTI

JKLMNOPQRSTUVWXYZ
X0 E VRPAD

Q ZC W T

Applying a similar process to the other half-sequence,
O.U.X.F.Q.K.B.S.C.L.Z.G.T

still in connection with the YOND. .. basic sequence, the following partial MALSD5 is constructed:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
Y GJ FM UH I BSNK L

These two partial MALS5 sequences are now to be united.

NO\\f it will be found that there is one and only one way in which these two sequences may
be united prgperly, so as to make one sequence—they must be “dovetailed ” into each otlher the
vacant posmons in the first half being exactly filled by letters in the second half, and vice V(,‘I‘Sﬂ.
This union is as follows, where the letters underlined with dots belong to the one partial sequence
und those underlined with dashes belong to the other partial sequeni‘e:

.....
.......................

This sequence is complete, and contains no repetitions. Comparison with the MALS5
sequence derived above will show their identity.

\\'1t!1 .\TA‘LS completed, it is only a simple step to unite the two half-sequences of the RFS
fromn which this MAL5 was constructed. ,

It is obvious, of course, that if RFS and MALS5 are known sequences to start with (say as the
result_ of espionage), then not even one of the basic sequences need be constructed from the
laborious process of text analysis. All the basic sequences may be established directly from the
two known sequences, RFS and MALS5.

. When the entire table of basic sequences has been reconstructed the cryptanalyst is in a posi-
tion to dgcompose the lines of cipher text into the elements of a series of sinele I{]iXC(l-alp}l:l})Ct
substitution ciphers, which can be solved in a comparatively short time. It ?\'ill be unnecessary
to demonstrate the process at this point as it will come up again later in practically the same form.

34. Reconstruction of table of basic cipher-text sequences from a few lines of cipher
text fxnd. their equivalent plain text.—It should be apparent from what has preceded, that if a
few lines of cipher text with their letter-for-letter decipherments are at hand, it would ’be a very
casy matter to reconstruct two basic sequences from which the entire table could then be
florl\'e(l. Such a case of having the cipher text with its plain text equivalent is not at all rare
n practice, where such blunders as repeating a message in clear, after it has been tmns>mi~ttod in
-c1p11er or the reverse, sometimes occur. Or often, a plain-text dispateh is captured, whereupon
1t can be compared with its cryptographic form; or a paraphrased version of a dispa}tch ié O'iI\:en
to the press, and the paraphrase is a very poor cne. Only five or six lines of 26 lotters are I;oces-
sary to establish the entire table of basic sequences, whereupon the secrecy of all other messace
produced by the same machine is at once reduced to practically nothing.! o

1 See par. 84, sec. X'V for such a case.
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35. Résumé of preceding analysis.—It has been shown thus far how the table of basic
cipher-text sequences, when once it has been reconstructed, may immediately be used to decipher
the text of dispatches. At least two basic sequences are necessary for the reconstruction,
because it was first necessary to reconstruct the RI'S, from which MALS5 could be reconstructed.
If MALS5 and the RIS were previously known it would be unnecessary to reconstruct one of the
basic sequences by that long process of analysis.

36. Fundamental assumption for military cryptography.—A fundamental assumption with
regard to the useof any device for cryptographic purposes in military operationsisthis: It must
be granted that the enemy cryptanalysts are in possession of full knowledge as to the mechan-
ies of the device and, in fact sooner or later, comne into possession of one, by capture, or even
legitimately, by purchase, in the case of machines for sale upon the open market. Hence,in the
case of the present machine, even if it be granted that the wiring of all the machines {or use in
the military service be absolutely secret to begin with, it must be assumed that the enemy
already is thoroughly familiar with the mechanico-electrical operation of the machine, or will
soon capture one or more of the machines upon the field of operations, and will thus learn the
secret wiring.

37. Deductions from fundamental assumption.—Now it goes without saying that the
capture or loss of a single machine would necessitate an immediate change in the wiring of all the
machines in service. This could be accomplished in one of two ways. (1) The operators in the
field could change the wiring according to directions from higher headquarters, or (2) new
cipher wheels could he issued by higher headquarters. It is the opinion of the writer that the
former case may be ruled out at once, for it would be entirely impractical in the field. A single
error in wiring (182 connections must be established) would make all messages unintelligible;
the time necessary for the change to be made would hardly be available, nor would the personncl
with the requisite training always be available. The latter case, where new wheels are dis-
tributed from a central office is more feasible, but even in this case there are many dificulties, as
may be attested to by the experience of G-2 in distributing small code books to all organizations
in the Theater of Operations. Granting the second case, however, the wiring or circuits established
in the plate at the rear of the machine, referred to in paragraph 10, section 11, which determines
the left and right fixed sequences, would still be unchanged, unless directions for the change ema-
nate from the central office. Now there are 52 conncctions established in the rear plate; it is
a practical certainty that many errors would be made by troops in the field working under difii-
culties, from written instructions. The process cannot be done in less than two hours, and skillful
fingers are necessary. Practically, therefore, the change could not be made by troops in the
field, and the wiring in the rear would remain permanent. The capture of one machine will
disclose to the enemy the two important sequences, the LIS and RFS.

(39)
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Having RFS at hand, it is apparent from what has gone before, that only a single basic
sequence would be necessary in order to reconstruct the entire table of basic sequences. Or if
MALS could be reconstructed by some process of analysis of the cipher text itself, not even one
of the basic cipher-text sequences would be necessary.

The process whereby one of the basic sequences can be reconstructed from an analysis of
the cipher text itself has been explained in detail. If a knowledge of the RFS is assumed, ought
not the process be rendered more easy? Common sense would lead one to answer in the
affirmative. Perhaps one could reconstruct MALS directly from an analysis of a comparatively
small amount of text, and thus eliminate the necessity of having available the considerably
larger volume of text required to build up one of the basic sequences first. This possibility
forms the subject of the next section.
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38. Further analysis of the nature of Alphabet 5.—If Alphabet 5 is set against RFS at the
initial point, so that A of NALS5 is above T (the initial letter of RFS), it will be seen that Y, the
first letter of the basic cipher-text sequence YOND. .. is under B of NAL5. Sliding Alphabet
5 one interval to the left, O, the second letter of the basic sequence YOND. .. is under D of
NALS5, and so on. The whole sequence of letters of NALS5, that are successively concerned in
the production of the YOND. .. sequence, as seen by noting the letters above the successive
letters of the YOND. . . basic sequence, as Alphabet 5 is slid to the left is as follows:

BDRKUSLEMFQTGXANWCJOIVZPHY

Now take another basic cipher text sequence, say the second one of table 1, QISF. .. and
repeat this process and write down the sequence of letters given by noting the letters of NALS
that appear above the successive letters of the QISF... basic sequence as Alphabet 5 is slid
to the left. It is as follows:

KUSLEMFQTGXANWCJOIVZPHYBDR

Comparing the two NAL5 sequences obtained from these two basic sequences it is noted
that they are the same sequence—merely their initial points are different. In fact, one and
only one sequence results when all the basic cipher-text sequences are treated in the same way.

What is this sequence? It seems to be some fundamental sequence that has not been
encountered before this. It does not appear as any one of the alphabets of the diagrams given

so far.
Consider once more the juxtaposition of Alphabet 5 and RFS for the YOND. . . basic sequence,

and find the point at which the current enters CW5 in order to produce this basic sequence.
It is at the point designated by the arrow in the following diagram: the eighteenth contact of
BSs:

|
ABCDEFGHIJKLMNOPQRSTUVWXYZAB
i

j\LS---- '
. R

RFS._._TYOEUMXDFJQVKWBNSHCILRZAGP

The LHC of CW5 at which the current enters to produce the Y is R.  But the fact that

Y is the cipher resultant, and the fact that the letter of NALS5 that is over Y in the REFS is B,

may when taken together be regarded as equivalent to assuming that R is converted into B

and B is then converted into Y. In short, it would appear as though an “R current” is con-

verted into a ‘B current” by the wiring of CW5, and further, that at the position indicated,

the “B current” finally emerges as a “Y current.”” Hence, considered independently, and only
(41)
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with regard to the cipher mechanics involved, Alphabet 5 might be written, so far as only R

and its conversion-equivalent are concerned, as follows:

|
A{P;CDEFGHIJKLMNOPQRSTUVWXYZABC.
AL5____ \
1

. B .

RFS....TYOEUMXDFJQVKWBNS HCILRZAGP

Now repeat the process for the second letter of the YO‘\ID . basic sequence, having slid Alphabet
5 one space to the left.

y
ABCgI?EFGHIJKLMNOPQRSTUVWXYZABC.

!

RFS.. T Y\é EUMXDFJQVKWBNS HCILRZAGP

ALS_

Here an ““S current” is converted into a “D current’: the latter, into an ““O current.”
Hence, the placement of D is as follows: '

|
R

|
ABC[DEFGHIJKLMNOPQRS]TUVWXYZABC.
RFS.. TYOEUMXDFJQVKWBNSHCILRZAGEP

AL5_. ’ |

The next letter, N, of the YOND. .. basic sequence, is the result of the interaction of T, R,
and N, as follows:

y
ABCDEFGHIJKLMNOPQlRST\UVWXYZABC.
AlLS ‘

RFS TYOEUMXDFJQVKWBNSHCILRZAGP

from which follows: !

{
ABCDEFGHIJKLMNOPQRSTUVWXYZABC.

|

ALS ,—I,J

RFS TYOEUMXDFJQVKWBNSHCILRZAGEP

Combine the conversion results of Y, 0, and N into one sequence:

ABCDEF‘GHIJKLMNOPQRSTUVWXYZ
SRE IR IR SR

The mysterious sequence which started this train of reasoning began with BDR. Continuing

the process, the identity of the sequence of conversion-equivalents with the sequence BDRK. . .

will be established, and so far as the cipher mechanics of C\V5 are concerned, Alphabet 5 may be
written as follows:

JKLMN PQRSTUVWXY?Z

OIVZ H YBDRKUSLEM
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The Alphabet 5 which has heretofore been used, and the new or conversion Alphabet 5 may be
placed in juxtaposition for study.

ABCDEF‘GHIJKLMNOPQRSTUVWXYZ}AIPImbetS.
FRISYADPLJUXZGKOBTWCVMHEA QN

ABCDEF‘GHIJKLMNOPQRSTUVWXYZ}C(mverted
FQTGXANWCJOIVZPHYBDREKUSLEM/ Alphabet 5.

These two alphabets manifest the simple enciphering-deciphering relationship of one and
the same mixed alphabet: If the enciphering alphabet is at hand, the deciphering alphabet can
be constructed, and vice versa, just as is the case with any ordinary mixed alphabet used in
cryptography.

For ease in reference, the letter C will be used as a prefix to an alphabet designation to indi-
cate that it is the converted equivalent of the real alphabet. Thus, CALS refers to the second
of the two alphabets above, and NCALS5 refers to its normal component, MCALS5, to its mixed
component.

In this case, either AL5 or CALS can be used in encipherment. In using the real Alphabet
5 (AL5) one proceeds from a letter in the normal component to the same letter in the mixed
component and then takes the letter directly under it in the right fixed sequence (RI'S). In
using the CALS one takes as the cipher equivalent of a letter in its normal component that letter
which is directly under it in its mixed component, and then notes the letter of RI'S above which
the cipher equivalent, as it is located in the normal component, falls. Thus, for example, for Y of
the YOND. .. sequence, the chain is as follows: R of NCALS is converted into B of NALS5; but
B of NCALS5 is now opposite Y of RI'S. For the second letter, 0, of the YOND. . . sequence, the
chain is as follows: S of NCALS5 is converted into D of NCALS; but D of NCALS is now opposite
0 of RES. For the third letter, N, of the YOND. .. sequence, the chain is initiated with the
letter T of NCALS5; for the fourth letter, D, of the YOND. .. sequence, the chain is initiated
with the letter U of NCALS, and so on, according to the sequence of the normal alphabet.

Sinilar relations will be found to obtain with respect to the other four alphabets, converted
equivalent alphabets yielding the same results in encipherment as the real alphabet, providing
one is consistent in their use as guides in encipherment.

Inasmuch as certain important relations are disclosed only when reference is made to the
converted equivalent alphabets, from this point on all the cipher alphabets will be arranged and
treated as converted equivalent alphabets, and in a subsequent section the relation between
the real alphabets and the converted equivalents will be demonstrated.

The set of converted alphabets is as follows:

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
GADBOCTKNOZXIWHFQYJVPMELSRGADBOCTKNUZXIWHFQYJVPMELSR
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
IZNCTKUDPJEVOWLFHXSMGQAYBRIZNCTKUDPJEVOWLFHXSMGQAYBR

} CAL 1.
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVIWXYZ } CAL 3

O

PJXFWLTAUGYBMHROVNCKSEQIZDPJXFWLTAUGYBMHROVNCKSEQIZD
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
FLVARGWCMQBXNYIOTJUPSKEDHZFLVARGWCMQBXNYIOTJUPSKEDHZ
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
FQTGXANWCJOIVZPHYBDRKUSLEMFQTGXANWCJOIVZPHYBDRKUSLEM

CAL 4.

CAL 5.
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39. Use of CALS.—Returning now to the example of encipherment using the phrase “THE
ELEMENTS OF THE SCIENCE OF”, let those letters of NCALS5 which are above the
letters of RFS and which constitute the cipher letters of the cryptogram in each case be set down.

The enciphered text is as follows:

IUOJUVJPFPJSCLVIKSDBMZDJSK

The first letter of the cryptogram is I,. Referring to the sliding strips it will be seen that I, as
it occurs in RFS is directly under T of NCAL5. Thus:

ABCDEFGHIJKLMNOPQRSTUVWXYZABGC...
TYOEUMXDFJQVEKWBNSHCILRZAGTP
(The identity of T, the plain-text letter, with T, the letter of NCALS5 directly over I, the

cipher letter is, of course, merely a coincidence.)
Alphabet 5 must be slid one space to the left, for the next letter.

ABCDEFGHIJKLMNOPQRSTUVWXYZABC.
TYOEUMXDFJQVKWBNSHCILRZAGTP

The second cipher letter is U, and this letter of RFS is now beneath F of NCALS.
Again Alphabet 5 is slid to the left, and the letter in NCALS5 above O (the third cipher letter)
in RFS is found to be E. This process continued, results in the following:

Plain_______________ THEELEMENTSOFTHESCIENCEOFZC
Cipher._____________ IUOJUVJPFPJSCLVIKSDBMZDJSK
Lettersof NCAL5.... TFEMIQPGQITBEHZICHZHZRDGOL

The letters of the sequence TFEM . may be designated as the cipher-text equivalents of
the normal component of converted Alphabet 5; this long designation will hereafter be referred
to as the NCALS5, equivalents.

Now apply MCALS5 to these NCALS5, equivalents (TFEM...) making T the first letter
coincide with T of MCALS5 and underline the coincidences. Thus:

TFEMIQPGQITBEHZICHZHZRDGOL
TGXANWCSOIVZPHYBDRKUSLEMFAQ

It is noted that the 1st, 10th, and 14th letters coincide.

‘ Now apply MCALS to the NCALS, equivalents so that F, the second letter of the latter
coincides with F of the former. Thus:

TFEMIQPGAQ

F ITBEH HZHZRDGOL
MFQTGXANWCJOTIV YBDRKUSLE
It is noted that the 2d and 15th letters coincide.

If tl}e same processis applied with respect to the third letter of the series of NCALS5 equiva-
lents, cglrlcidences of the 3d, 4th, 6th, 8th, 16th, 20th, and 23d letters are noted. \\C’hen the
process is completed for the whole line of equivalents, the following results are obtained, in which
identical numbers indicate coincidences yielded by the successive applications of MCAI’JS to the

NCALS5, equivalents:

IUO0OJUVJPFPJSCLVIKSDBMZDJGSK
TFEMIQPGQITBEHZICHZHZRDGOL
1 2 33 3 3 41 56 7 1 2 35 8 3 4 8 3 6 7 8
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Now apply the numerically distributed sequence to the plain text. Thus:

THEELEMENTSOFTHESCIENCE®OTF
TFEMIQPGQITBEHZICHZHZRDGDO
1 2 33 3 3 41 56 7 1 2 3 5 8 3 4 8 3 6 7

* = Q

It will be noted that similarly numbered letters of the NCALS, sequence here also indicate coincidences
of plain-text letters. This is not an isolated phenomenon applying only to the single line of
cipher text under consideration but is a fundamental and general principle that applies to all
lines of the cipher text produced by this machine. (Let the reader prove this by enciphering
a phrase and applying the process indicated above.) In other words, if MMCALS were at hand,
and if the cipher text can be converted into its NCALS5, equivalents through a knowledge of the
RFS, then all letters of the cipher text representing identical letters in everyv line of the plain-
text of 26 letters of the cipher text can be found and indicated by properly assigned reference
numbers. Each line of cipher-text will thus be decomposed into the elements of a simple,
mixed-alphabet substitution cipher, just as was the case in the preceding method using the
table of basic cipher-text sequences. Having assumed a knowledge of RFS in this section, the
only unknown factor is MCALS5. If that can be reconstructed by analysis, the problem is solved.

40. Relation existing between CAL5 and the table of basic cipher-text sequences.—Whereas
in section VI, all 26 basic sequences are necessary to effect this decomposition of each line of

cipher text into its sets of identical elements, in this case one and only one sequence is necessary.
12345

Talke, for example, the two letters F...X of MCALS5. Whenever any two identical plain-text
letters separated by four intervals are so cnciphered that the NCALS5, equivalent of the first
letter is F, the NCALS5, equivalent of the second cipher letter will be X, no matter where this
pair of plain-text letters happens to fall within the line of 26 letters. 1Vhy this must be so can

readily be seen by referring to an actual encipherment.
12345

Consider CALS in the position indicated below, assume that the first E of plain-text E. . . E
is being enciphered at the seventeenth displacement of C\W5 from its initial point, and assume
that the electric current enters CVV5 at the point indicated by the arrow. The cipher resultant
will be B.

J
.PQRSTUVWXYZABCDEFGHIJKLMNOPQRST...
— )

NCAL5__ .

i
MCAL5_ .. .HYBDRKUSLEMFQTGXANWCJOIVZPHYBDR...
RFS ___. TYOEUMXDFJQVKWBNSHCILRZAGP

12345
Tor the second E of E. . .E, the sliding alphabet will be in this position, the twenty-first

displacement of CW5:

J
NCAL5-___ .TUVWXYZABCDEFGHIJKLMNOPQRSTUVWX...
I
!
MCALS___. .RKUSLEMF‘QTGXJANWCJOIVZPHYBDRKUSL...
RFS ___. TYOEUMXDFJQVKWBNSHCILRZAGP

The cipher resultant will be 0.
In the first case the current entered C\W5 at the LHC of A, in the second cascit entered at
the LHC of E. From A to E in the normal alphabet there is an interval of four letters: {rom

56973—34——14
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12345
the first E of the plain-text E...E to the second, there happens to be an equivalent interval.

The first phenomenon (distance from A to E in the normal alphabet) is a constant one; the second,
is an accidental one, and the two phenomena are, of course, not causally related; they merely
coincide as a matter of chance. But in the first instance, the current entering CW5 as an E
current was changed into an F current, but F was then opposite B of the REFS; in the second
instance, the current entering CW5 as an E current was changed into an X current, but X was
then opposite 0 of the RFS. B and O are therefore causally related through the intermediacy
of the measuring circle, CW5, that is, specifically through the intermediacy of the distance from

F to X on MALS5, which happens to be four intervals. Whatever the cipher resultants be, so
12345

long as the two letters F...X of MALS5, are the ones that are involved in the encipherment of
two letters four intervals removed from ecach other, and so long as no displacement of CW1, 2,
3, or 4 has occurred between the two encipherments, these different cipher resultants will

represent encipherments of the same plain-text letter. There can be only 26 different pairs of
12345

cipher resultants for this measuring interval F...X. They are as follows:

Pesition of Cipher result- Position of | Cipher result-
CW5 ants CW5 ants
1... 5 M...I 14...18 c...X
2... 6 Uu...C 15...19 H...M
3... 7 E...H 16...20 S...U
4... 8 0...S 17...21 N...E
5... 9 Y...N 18...22 B...O
6...10 T...B 19...23 W...Y
7...11 P...W 20...24 K...T
8...12 G...K 21...25 V...P
9...13 A...V 22...26 Q...G

10...14 Z...Q 23... 1 J...A

11...15 R...J 24d... 2 F...Z

12...16 L...F 25... 3 D...R

13...17 I...D 26... 4 X...L

Similarly, there can be only 24 other sets of such 26 pairs of resultants for the distances
between F and all the other letters on MALS, for there are only 24 intervals between F and the
other 25 letters of the alphabet, viz, those between F and A, F and B, F and C, and so on.

For cach letter of the alphabet there will be a total of 25 sets of 26 pairs of cipher resultants,
yielding a grand total of 650 sets of 26 pairs. These, with a peculiar arrangement among

12345
themselves, form the table of basic cipher-text sequences. For example, M...I will be found
12345
in the Ist and 5th positions of the 18th sequence of table 1; U...C will be found in the 2d and
123145

6th positions of the Sth sequence; E. . .H, in the 3rd and 7th positions of the third sequence,
and so on. Table 1 has 676 elements, capable of forming 676 sets of 26 pairs, but examination
will show that there are two identical letters in each sequence and one letter always missing.
This has been refeired to before.

If the interval relations between one letter and all the other letters in MCALS can be
established, that is all that is necessary to establish the whole mixed component, for then the
position of each letter in the mixed component relative to all the letters can be definitely fixed,
and this will then automatically give the interval relations between any letter and all the other
letters. For example, having established the sequence FQIGX in a hypothetical MCALS,
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the interval relations between F and Q, Fand T, F and G, F and X, Q and T, Q and G, Q and X,
and so on are automatically given.

Now then, can the interval relations between any one letter and all other letters in an
unknown MCALS be established by an analysis of the cipher text alone? In other words,
assuming a knowledge of RFS can MCALS5 be reconstructed very easily from the cipher text
itself? This is the kernel of the problem.

41. A dilemma.—It has been shown how the letters of each line of cipher text can be con-
verted into their NCALS, equivalents through a knowledge of R¥S. If in each line there were
some indicalion that would lead to identifying those conversion equivalents which represent encipher-
ments of the same letter, then obviously MCALS could be quickly constructed. For example,
if in the foilowing diagram applying to the cipher message on page 44 knowledge of the existence
and position of identitics were available, then one would say that MCALS is made up of the
partial sequences shown:

(Similar numbers indicate repetitions of plain-text equivalents)

TF‘EMIQPGQITBEHZICHZHZRDGOL
1233 3 34156712358 34836738
1 T . ... .« 00 0H.. o e ee e e
3 EM.Q.G.+-+-..I...H..D .
4 Q . CZ
5 T« « & &
6 D - S T T ¢
7 Bl « ¢ 4 5 & 5 % a2 THONE
8 ] | SR | &

Assembling these partial sequences by the principle of direct symmetry of position, the following
result is obtained:
Teg....C.0I.Z.H.BDR...LEMFQ

Over half of the sequence has been reconstructed from but one line of cipher text.

The reconstruction of MCALS resolves itself therefore into the problem ().f ﬁnd.mg merely
those letters in each line of the cipher text which represent enciplierments of }d(?ntlcal letters,
that is, simply locating repetitions within Lorizontal lines. DBut, unforfunntely, it w 0111(‘1 scelln.
that the reasoning is in a circle: if repetitions can be located, MCALS can be reconstructed;
but in order to locate repetitions it would seem that MCALS must be known. How can this
dilemma be solved? . R

42. Application of mathematical theory.—l{eferen.ccf 1S NOwW na,de.to thfz nmyt.mm.ttu )
theory concerning the effects of repetition and nonrepetition as set forth in section VI.

It was shown therein that the basic cipher-text sequences can b'e reconstructed by a mathe-
matical analysis based upon the mere existence of repetition, b.ut' in such reconstructa?n ei‘?h
basic sequence represents a separate problem and the data pertaining to (jach one must; e care-
fuliy icolated from those pertaining to all other basic sequences. Hence in recoustructing bkz}sm
soq;xences by the application of the mathematical the.ory it was necessary tlmi the L‘QCOIlSFILI(ZL!i)Ill
be based upon the initial letter of each particular basic sequence b.emg F‘e(’onsuruqted, and a tota
of 26 such separate reconstructions, corresponding to the 26 individual b{IS.lC sequences, 1
possible. Tt will be noted that there are absolutely no repetitions of.lle.tt.ers \\'1tl.11§1 colzu:zns O,f
tabie 1, and a therough understanding of the machine will show .\vhy it is impossibie. ‘-} ’the_l.’
9, in any individual basic sequence has as its successors letters which depend solely upon the posi-

n) - 0 . 3 N\
tion 6 occupies in that basic sequence. For example, take the first basic sequence, YON...CJP.
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In compiling the frequency tables necessary to reconstruct this sequence by the mathematical
theory of repetition only cases in which Y appears as the very first letter in the line can be used
to build up the sequence; a Y in any other position in the line will belong to a different sequence,
and hence the data based upon Y in the first position cannot be linked with those based upon
Y in any other position. Similarly, an O in the second position in a line will belong to a sequence
that is different from all other sequences in which 0 appears in any other position. Hence it is
clear that a great deal of text is necessary to permit of reconstructing by this method a basic
sequence, and as was shown in the last two paragraphs of section VI text consisting of approxi-
mately 25,000 words must be available for analysis before any basic cipher-text sequences can
be reconstructed.

But in the case of the MCALS5 one and only one sequence is involved, and there will there-
12345

fore be but one case of Y. . .6 regardless of where the Y occurs in each line. Hence all the data
12345

with respect to the Y. . .6, for example, can be placed in a single table, and all the data with
respect to all other pairs of letters separated by the same interval, can be grouped into the same
table. Thus, for example, a single frequency table which shows all the pairs of the formula (;1 922 (se-
quent letters) would be made regardless of where (;1 is located in each line of 26 cipher-text-normal-
alphabet-converted-equivalents; another table would be made for pairs of the formula 2)1 32 (i.e.,
separated by two intervals); anothlerzgor the formula 91, 6;2 (i.e., separated by three intervals), and

so on up to those of the formula 6, 6,. If a sufficient amount of text were available, 25 such
1

individual or separated tabulations based solely upon the cases in which A, is selected as 6, and
showing what 6, is for all the 25 positions after A., would be all that would be required. In

1 14 114 115
reality only 13 tabulations would be necessary for A 6, would be the same as 6; A, A 6, would be
113
the same as 6, A, and so on. These 13 tabulations can really be grouped into one table in which
1234...2
all the data for all cases of A. ... .. 6, will be included.

The mathematical theory as here applied would be as follows:

In every 1,000 pairs of NCALS5, equivalents separated by a constant interval, but taken
from the same horizontal line of text, there wili be 66 cases in which both members of the
pair are the NCALS5, equivalents of the same plain-text letter; there will be 934 cases in
which they are the NCALS5, equivalents of two different plain-text letters. Let the members
of a pair be represented by the symbols 6, and 6;. In the 66 cases of repetition, 8, will always
be the same letter; in the 934 cases of nonrepetition 6, can be any one of 24 other letters,
thus giving each of the 24 letters an average frequency of 39. Reasoning conversely,
therefore, when the 6,’s of 1,000 cases of 6, 6, are distributed over a frequency table, that
letter (or 6,) which is characterized by a frequency of 66, when all others have a frequency
of only 39, will be the NCALS5, equivalent of the same letter of which 6, is the NCAL5,

equivalent.
15
For example, in a tabulation of the cases of the formula G 6, among the NCAL5, equivalents

of approximately 2,000 letters of cipher text, enciphered by the alphabets used in this demon-

stration, the following distribution of 69 é)z’s was obtained:

ABCDEFGHIJKLMNOPQRSTUVWXYZ (Seeline G, table 7.)
SR A SSESTZ2E2SZCEC
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Reference to NICALS5 (p. 43) shows that the sequence G...W is correct. Here only a total

of 69 observations are recorded, and yet the correct letter, W, manifested itself. Had 1,000 cases
been observed there is absolutely no doubt about what the result would have been. The whole

1 5
table for the fourth interval after A, B, C, ..., Z (6, 6,) based upon only the 2,000 letters of
cipher text mentioned above, is shown in the accompanying table 7.

Even in this small number of observations the actual results are in fair conformity with the
theoretical expectancy. In each case the correct letter isindicated by a circle. In certain cases
the correct letter is among the very lowest in frequency, as for example in the case of the H
distribution, but in 15 cases the correct letter is either the highest or second highest in frequency.

1 5
TABLE 7.—DISTRIBUTION OF 6, 6, IN 2,000 LETTERS OF TEXT

ABCDETFGHTIJEKTLM NOPQRSTTUVWXYZ
a[3|al+|3|2]0olz2]2|@[4]1]1]a|s][1]|2]1]1]4]1]2]5]3]|3]4]2]|a
B2 24|31 ]3|2]2] 23| B 6|1 1|0|1|3|1|®|1|4|2]|2]|5|B
clof1|3|9 4] cl1|s]2|4[1|3]1|5@®|3]|6|2|7|¢C
D3 |0|4[1]|4] D |3/2(3|2/0/@1]2|6{0/2|7|0|D
E|1|43|2 2 E |6 4/1](4(2/2/®|2/4|3|0[1|1|E
Fl24|1{13 F|3|2/4/0(3|1(4|1/2|4|@|0|2|F
G |2|1|4(4]|3| G|0/0/2]2/4/3|5/5/2/ ® 141G
H[3|6|8|3|2]|1] H(4|2(3(2|®|3|3[2|3|1]3|3[1|H
1(3(2 (3 2(4|4| 16| 1/1(4]o|z1of6|1]5[4]6]T
Jl1|1|3|4]1]4] | : g l1]jo|1|7|1]|4]4|3|1|5|5]|4|®|7T
K|7(3|3|4|®|3|3|9|3|1|2|4|5 & 4|2(0|5|0|6|5[2|2|a]2|3|6|K
L 1|24 1‘3*;"17‘_3“ 3|4|2|3,2|1|L|2|3|4|®@[3|2|5|1|4]2[1]|7]2]|L
M —‘_79,71_67ﬁﬁ—ﬁﬁlTKﬁB_\_{;Tfaﬂ7?}4;‘[ M |8 2|3 |4(4(1]33|1|2|1|6|2|M

ABCDETFGHTIJEKLM NOPQRSTUYVWXY Z
N sl2]3[3]2]1]1]1]3]5]|5]|7|N|3|®|4|3|2]|4]|0|5]6|1]|5|5]|1|N
o|1|s]oj1l1|1]5]3|3(0o|4|4]a]|0|3]2]|®|3|4|33]5[2]2|4|3|3]|0
Pl1|2|4|@|2|2]3[2]2|2]3]2 P|3(2|4|3|5|3|0|2[2]0[3]2]4s|P
al@|olo|2|2|3 7|35 3|5|21|@|2|4|2|0|2|5|2|2[4|2]2[3|5]|a
R[a|6|2[1|a|1|4]4|1|5|2|@|4| R [3]6[1|2]a|2]a3[3]|0f1]2|4]1|R
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43. Theoretical considerations relative to tables to be constructed.—The accompanying
1 5

table was based upon a study of pairs of the formula 6, 6, and the question may be raised as to
whether one and only one table is sufficient to permit of a reconstruction of N CALS5, or whether
several tables are necessary. If one table will suffice, upon what interval relationship of pairs
should it be based for the most conclusive results? Theoretical consideration will show that if a
large volume of text is at hand, one table will suffice if the interval used is an odd interval, other
than 13. If the interval is even, the best that can be expected is two half-sequences of 13
letters each. For example, suppose the fourth interval table is made, and suppose further that
the table covers a sufliciently large number of observations so that the resultsin cach case may
be regarded as positive in that the letter of highest frequency will always be the correct letter.

Then by constructing a chain of the letters of highest frequency, two sequernces of 13 letters in
1 2 3 4 5

MCALS5 can be established. For example, in this case suppose that in the A . . . 6, distri-
5 1 2 3 4 5

bution J shows up as highest in frequency for 6,; in the J . . . 6, distribution Z shows up as
5 1 2 3 4 5

highest in frequency for 6,; in the Z . . . 6, distribution B shows up as highest in frequency
5 1 2 3 4 5 6 7 8 9 10 11 12 13

for 6,, and so on, this chain establishes itself: A . . . J . . . Z . . . B, etec. The
seventh placement, G, falls into this position:

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

A...J...2Z2...B...0...M...G.

The next placement, W, would fall into this position:

12

3
AW

6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

J...z...B...U...M...G¢G

Continuing the process a sequence of 13 letters in MCALS5 may thus be established from one table.
The sccond half-sequence would be obtained by starting with a letter not found in the first set.
However, if the interval had been odd and not 13, the chain would have continued until all 26
letters had been properly placed. Asa general rule, it may be said that 1t will be safer to com-
pile several tables which will be mutually corroborative, as explained in paragraph 45.
However, it is interesting to see whether or not, from theoretical considerations alone,
there should be a certain single table which would give more conclusive results than any other

single table. For example, if only one table were to be constructed, would it be best to base it
1 2 1 6 1 8

upon pairs of the formula 6, 6,, or 6, 6,, or 6, 6,, or what formula?

The mathematical theory of repetition and nonrepetition, as developed in this paper,
postulates that 66 out of 1,000 observations of any pair of letters will be repetitions, the remaining
934 will not be repetitions. In an actual test of the theory upon plain-text, the data shown in
table 8 were obtained. Column 1 applies to observations made upon letters that were sequent,

1 2

that is, separated by a single interval, formula 6, 6,; column 2 applies to observations made upon

13
letters separated by two intervals, formula 6, 6,, and so on by increasing intervals.

TABLE 8
1 2 1 3 1 4 1 5 1 6
Interval {01 6, 0,0, 6,0, 6,0, 00,
Actual repetitions___________________________ 7 11 14 20 19
Actual nonrepetitions______________________. 222 218 215 209 210
Repetitions per 1,000 cases. - .o _._.______. 31 48 62 88 84

o1

44. Explanation of the discrepancy between mathematical theory and actual data.—Accord-
ing to the mathematical theory the tabulations in table 8 should all be practically equal but it
is seen that the actual results differ from the theoretical expectancy to a slight degree. These
discrepancies are due to two causes: (1) An insufficient number of observations, and (2) whereas
the mathematical theory postulates a purely random selection based upon a thorough mixture
of the letters of the text, actually, letters forming intelligible text show a marked degree of
association which tends to distort the theoretical expectancy. That is, for example, E tends to
unite with R, either as ER or RE; I tends to unite with N as IN; I, N, and O tend to unite as
ION; E, M, N, and T, as MENT, and so on. This will affect the data in such a way as to make
intelligible text not equivalent to a strictly randomized or heterogeneous sequence of letters

such as the mathematical theory postulates. The approximation to the theoretical is closest
14

in the case of pairs of the formula 6, 6,, as shown in table 8 It is extremely probable that if an
extensive study were made of this point, the relation between the interval separating repetitions
and the frequency of the repetitions could be expressed in the form of a curve of the following
nature:

cessece

L1 “wd n%m\_g

A 3 1 L
Iwtarval

The reason for this is not difficult to see. The closer together the members of any 6, 6, pair stand

in such intelligible text, the more likely is it that the natural affinities of letters will manifest

themselves so as to distort the theoretical expectancies based upon a purely random selection;

conversely, the further apart these members are, the less likely is it that such natural affinities

will manifest themselves. Hence, it should follow theoretically, that tabulations based upon
1 6

pairs of formulae greater than say 6, 6, should most closely approximate the theoretically ex-
pected results because the intervals between each pair are great enough to overcome or suppress
the natural affinities of letters constituting clear text.

45. Necessity for additional tables.—Tables based upon other intervals may be necessary
to corroborate results obtained from the study of but one table. For example, having determined

1 1
1234523452345

from a 4(ly interval table the sequence A. . .J...Z...B...,atable based upon the 8th interval
123456789 123456789

should show A....... Z; J.o...... B; and so on. Thus, corroboration of placements can
be obtained. With the definite placement of each letter, the possibilities for the placements
of the remaining letters become more and more limited, until with the last letter, but one position
1s left for its placement. Thus, with a few correct placements, the work involved in establishing
MCALS becomes progressively easier and easier, providing no mistalkes are made due to insufli-
cient data, or inaccurate work.

46. Procedure after MCAL5 has been reconstructed.—Once MCAL5 has been recon-
structed one can proceed immediately to underline by distinctive colors in cach line of text the
NCALS5, equivalents (and thus the cipher letters) which represent identical plain-text letters,
or, one can proceed to reconstruct the table of basic cipher-text sequences by using the recon-
structed MCALS5 and RFS in the manner illustrated in paragraph 32, section VII. Then one




52

can underline the cipher letters themselves, in distinctive colors, to represent identical plain-text
letters. From this point on, one is confronted with a slightly modified form of a single mixed
alphabet substitution cipher as stated in the previous sections. With certain short cuts to be
explained later, solution of all messages is then readily achieved.!

1 Instead of underlining, by distinctive colors, NCALS5 equivalents representing identical plain-text letters,
one may designate the identities by some other method, for example, by the numeration method shown in para-
graph 25, where the cipher letiers representing identical plain-text letters in the phrase ‘“The elements of the
science of cryptanalysis’ are assigned identical numbers.

SeEcTION X

PRACTICAL APPLICATION OF PRINCIPLES

Par. Par.
Nature of the test_ ___________________________ 47 { Study of the tables and reconstruction of MCAL5. 51
Arrangement of dispatehes_____________________ 48 | Reconstructing the table of basic cipher-text
Finding NCALS, equivalents_ _ . ______________. 49 SEQUEINCES . - - - e o o o oo e e e 52
Constructing the necessary tables. _________..____ 50 | Solution of the first line of cipher text___________ 53

47. Nature of the test.—Attention will now be directed to the application of the foregoing
principles to the analysis of an actual problem. The Code and Signal Section of the Navy
Department, in collaboration with whom the practical tests of the various theories developed
by the author were made, presented the writer with a series of ten cipher messages enciphered
by a machine in which they had changed the wiring of the cipher wheels, so that this wiring was
entirely secret, so far as the present author was concerned, but in which the wiring of the LFS
and RFS remained the same as before and was, of course, known to the writer.! The text of
the ten messages and the key settings applying to the wheels, except the 2d and 4th cipher wheels,
the settings of which were different for each dispatch and were kept secret from the writer, are given
in the appendix. The theory behind the secrecy as regards cipher wheels two and four is that
each station was supposed to have a different setting as regards these two wheels so as to avoid
all chances of two or more dispatches from different stations being enciphered by exactly the
same key.

48. Arrangement of dispatches.—The dispatches as presented for analysis were written
out in lines of 26 letters each corresponding to the initial position of CW5 at its encipherment.
For example, Dispatch No. 1 was enciphered by the key AGRAM. Thismeans that the initial
apparent setting was as follows:

LAW CW1 CWw2 Cw3 CW4 CWs RAW
A G ? R ? A M

The initial effective setting was therefore as follows:

LAW CW1 CW2 CW3 CW4 CW5 RAW
A G ? R ? B N

One letter was enciphered, whereupon (RAVV being at N for the first letter) LAW and CW1
were advanced one step to the following position:

LAW CW1 W2 CW3 CW4 CW5 RAW
B H ? R ? C 0O

Then CW5 and RAW were both automatically advanced, one step per letter for 26 letters,
whereupon, at the 26th letter (the 27th of the dispatch) the wheels were in this position:

LAW CW1 CW2 CW3 C\W4 CW5 RAW
B H ? R ? B N

1 The Hebern Company furnished the Navy Code and Signal Section with a pair of machines about a year
before this office received similar ones. The wiring in the rear switching plate of the Navy machines was iden-
tical with that in the machines furnished this office although the wiring of the cipher wheels was altogether
different. Apparently the manufacturers had in mind a standard wiring of the rear switching plate for all
machines, and considered that the degree of secrecy based upon the cipher wheels alone was sufficient to thwart

all efforts of cryptanalysts,
(63)
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The next letter was enciphered in this position:

LAW CcW1 CW2 CW3 CW4 CWs RAW
C I ? R ? C 0)

Since each series of 26 letters immediately following the advance of CW1 forms a single mixed-
alphabet substitution cipher of its own, and conversely since cach such single mixed alphabet
is initiated by the displacement of CW1, it is advisable for this and other reasons to be detailed
later, to have the dispatches in such a form that the initial letter of each line of cryptographic
text is the first letter that was enciphered just after CW1 was displaced. Since CW1 is diéplnccd
when N of RAW is at SET, the dispatches were written down on cross-section paper so that
the key letter N of RAW applies to the last letter of each line, and the key letter O of RAW
applies to the first letter of each line. Thus having fixed the position of the initial letters of
lines, the key letters of CVV5 applicable to the columns can then be indicated by the letters
of a normal alphabet beginning at the correct point, and applicable to the correct columns.
For example, if the apparent key setting for CW5 is A (as in the keyword AGRAM), then the
effective key setting of CWS5 for the initial letter of the dispatch is B, and the normal alphabet
ts written above the dispatch so that the letter B is above that column in which the initial letter
of the dispatch falls. Thus, Dispatch No. 1 took the following form, in which the key setting
{or the initial letter in each line is shown:

DISPATCH NO. 1
Key: AGRAM (Effective key: AGRBN)
(Reading of key at the beginning of each line of text is shown at the left of each line)

RAWOPQRSTUVWXYZABCDEFGHIJKLMN
cw.CDEFGHIJKLMNOPQRSTUVWXYZAB

g
SEEEZ g J
BHRCO h NUTXHVZSLUMLZXHXHOHYBRCLMS
CIRCOiUFCDSUFMOVKCNKYNNGAUWYLIQZ
DJRCO j UTLWBYDGOWKHRXTCJCSVGJJIJFYV
EKRCOkJSRCEZUQKDOYTXVTVCASNQPGEC
FLRCOlARUCWI.DDC”QDXFLCBKDBECHXDG
GMRCO m VAYEEUZHWRWVVPVDVMGENJWVUU
HNRCO n ENMOQJPUMVKGWQCZWKRTIIXMUJALC
IORCO o LNSWEAMIAUUVWVBLEMBOSPXFRR
JPRCOpSGOWCJLVMHYAJEZGFYBUDAZLOQ
KQRCO q UMTZTOVTBDKWHACHYNYOBNPTIHR
LRRCOI‘TKSXFGWMNLNGOHYMKHPGWIEBEL
MSRCOSABLZCJUCLJXSCUDLWUTAFIARTU
| Key: oTsDP
NTRCOtSINGXAZBOHGWPYGZRV

95

It will be noted that the initial setting for the last line of text is NTRCO. Remembering that
when N appears on LAW the next encipherment will advance LAW and CW3, a bar is used to
separate the first letter of the line (S) from the rest, to indicate that a displacement of CWW3
occurred at that point. The letter S represents a single occurrence in the particular mixed
alphabet to which it belongs, because when CW3 shifts, a new alphabet is introduced. All the
dispatches were written out in a similar manner.

Another point in connection with the method of writing out the dispatches must be men-
tioned. Each column of the dispatch when written as is the one directly above, is designated
by a letter which corresponds to the position of CW3 in the encipherment of the dispatch, and,
of course, letters in the same horizontal line represent the 26 encipherments with one posttion
of CW1. These designatory letters may, therefore, well serve as coordinates to indicate any
letter to which reference is made in the subsequent analysis. The position occupied by 2 letter
will be referred to as its locus, which may then be given by a capital letter, indicating the cclumn
in which the letter occurs, and a small letter, indicating the horizontal line in which it occurs.
Thus, locus Gi designates that position occupied by the letter in column G, line i; the letter
accompanying this locus in the case of the foregoing dispatch is S..

49. Finding NCAL5, equivalents.—The first step was to determine the NCALS5, equivalents
and write them down under the cipher letters, as explained in paragraph 38, section IX. All
that was necessary was a fixed alphabet corresponding to RFS and a sliding normal alphabet.
J is the first cipher letter. When it was enciphered, the letter B of CW5 was at SET (this {rom
the key setting, AGRAM). Ilence, the sliding alphabet was set so that B of NALS5 was dircetly

above T of RI'S.
DEF M N PQRSTUVWXYZABC
OEU V K BNSHCILRZAGTP

=0

© GHIJKL

RFS.... TY MXDFJAQ
J of RFS was seen to be under K of the normal alphabet. Hence, K was written under J,

as the NCALS5, equivalent of J of the cipher text. Now CW5 was in exactly the same position
for every letter of the column in which J is located. Hence, the NCALS, equivalents for all
the letters in that column were at once written down by referring to the fixed and sliding alpha-
bets above. Thus, S, the second letter in the column is seen to be under R; Z, the third letter,
is under X, and so on, all the way down. The second letter of the dispatch, N, was enciphered

when C of C\V5 was at SET. Hence the normal alphabet strip was slid one space to the left.

Thus:

J KL

A B I M
XDFJQVKWB

CDEFGH NOPQRSTUVWXYZABC
RFS____ TYOEUM NSHCILRZAGP

N is now under R, and all the letters in the same column with N can be converted. Thus (he
process was continued until all the cipher letters were converted into their NCALS5, equivalents.
50. Constructing the necessary tables.—It was then necessary to construct frequency

tables of the kind described in paragraph 42, section IX. Five tables were coustructed. They
1 4 1 6 1 7 110 113 ’

are for pairs with the formulas 6, 6, 6, 62, 6, 65, 6, 65, 6, 02; these are all given in the appendix
(tables 15-19). Note should be made of one fact in connection with the construction of these

tables.
Consider the & line of NCALS5, equivalents as follows:

RHELXSEZEPRHKOHXJVLWKSQTTFR
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1 4
In compiling the first table, recording pairs with the formula 6, 6,, when Q, the 23d letter in the
line is reached, its third interval successor is R, which terminates the line. DBut since each basic
sequence may be regarded as being in the nature of an unbroken chain, or cycle, and since these
NCALS5, equivalents are merely normal alphabet expressions of the basic sequence, it is perfectly

legitimate to continue the tabulation of 3d interval pairs by taking the second members of
24 1 25 2 26 3 Zh  Ch Ah Dh Bh Eh

pairs 6, 6y, 6, 6,, and 6, 6, from the beginning of the same line. Thus, T..R, F..H, and R. .E
complete the tabulations for this line. (Loci are shown above the letters.) Hence, cach line
of 26 letters yields 26 observations as regards pairs separated by any constant interval, that is,

with any formula whatever.
DISPATCH NO. 1

Key: AGRAM. (Effective key: AGRBN)

(a5

RAWOPQRSTUVWXYZABCDEFGHTI LMN
cWs.CDEFGHIJKLMNOPQRSTUVWXYZAB

o ]
<BEE< 2
HOOUM O
AGRBN g{ J—Text.
K—NCAL5, eq.
BHRCO h{ NUTXHVZSLUMLZXHXHOHYBRCLM S—Text.
RHELXSEZEPRHKOHXJVLWKSQTFR—NCALF)Ceq.
CIRCO i{ UFCDSUFMOVKCNKYNNGAUWYLTIQ?Z
GLWMWLQOMWYFDBRGHRRZJYSSKXKX
DJRCOJ{UTLWBYDGOWKHRXTCJCSVGJJFYV
GDYSUIPHMYYFJVQJBLKGUGHHBM
EKRCO k /| I SRCEZUQKDOYTXVTVCASNQPGEC
(I LTZXJDMTWSQOOVBRDLRLLHXXDT
FLRCO 1{ ARUCWLDDCUQDXFLCBKDBECHXDG
ZYIXTBPQCPWUUXKJGFBJZPPFHZ
GMRCOmIVAYEEUZHWRWVVPVDVMGENJWVUU
INAFIJLEAXGZYZOBYDYSYLGLEKETF
HNRCOn{ENMOQJPUMVKGWQCZWKRIIXMJAC
FSJHQQHNPWYLBZINFFPOPDDIXT
IORCOOJLNSWEAMIAUUVWVBLEMBOSPXF‘RR
| WSUSJENCHPQYBAELVYIXMWEHVW
JPRCO {SGOWCJLVMHYAJEZGFYBUDAZLOQ
p SBGSYQCUPCNKXSMPAUIZDUUTCL
KQRCO q{ UMTZTOVTBDKWHACHYNYOBNPIHR
GIEBGJTJYSYAFMIITIVXKMXSRW
LRRCOr[TKSXFGWMNLNGOHYMKHPGWIEIBEIL
|ICPULOFVOZFBLQGRWEKTTJQBNDYV
MSRCOSfABLZCJUCLJXSOUDLWUTAFIARTU
1ZRYBYQMBEUSDQTXLFXUSEQVUAF
[SiI%IOgS?(PAZBOHGWPYGZRV
NTRCO t 1 S{SsCLDDWLBJZMPNMMD
As pointed out once before, it is really unnecessary to make tabulations of pairs with form-

1 14
ulas greater than 6; 6, because of the reversible relation existing between pairs of the formula

57

1 15 1 13 1 16 1 12 1 15 1 13 1 16
6, 6, and 6, 65, 6, 0, and 6, 6, and so on. Thus, for example, A X is the same as X A; B K is the
1 12

same as K B, ete.

51. Study of tables and reconstruction of MCAL5.—Now comes the most difficult part of
the analysis—that concerned with the reconstruction of N CAL5 from the interval tables. In

1 4
the table of pairs with the formula 6, 6,, the letter T was indicated 16 times as the third interval
successor of D (the pair DT = 16 occurrences), the most frequent pair in all the tables. According
1234

to the theory of solution, this meant that D..T was a sequence in M CAL5. This was assumed

to be correct.
In the same table, the following possibilities for the third interval successor of T are noted

(D can be omitted at once as a possibility, for a letter can appear but once in a sequence):

T._._.ABEGJKOPQRSUVWY
EEEEZEZEZZEEZIZLEL

== Z: \\\\\ = =
1 4 1 4
According to theory, T B, with 12 occurrences, should be correct, but T U, with 10 occur-

rences, runs a very close second. How can one distinguish between them or in fact, between
1 4 1 4 1 4 1 4
TB, TU TW,and T Y? In such a relatively small amount of text a difference of three or four

occurrences may not be significant.
1 4 17

Consider the relationship existing between the 6, 0, table and the 6, 6, table. Assuming both

1 4 1 4 1 7 1 7 1 4

D T and T B to be correct, then the 6, 6, table should show D B as highest in frequency. If T Uis
17

correct, then D U should be highest in frequency. But upon reference to the table it will be seen
17 17 17
that neither D B nor D U is of greatest frequency, for the pair D O occurs 15 times, Which is the
17 17 17
most probable sequence, D B, D U, or D 0?

Now there is no reason why the data of two or more tables cannot be combined, p
1 4 1 4 1

the work is done correctly. Ifor example, if D T is correct, and if T B is correct, then D B must
be correct, and the sum total obtained by adding their respective frequencies should be higher
than that obtained by adding incorrect frequencies. The sum in this case is 20, for the fre-
quency of TB is 12, plus that for DB, 8, equals 20. The following sums are noted:

roviding
7

1 4 7 1 4 1 7 1 4 7 1 4 1 7
DTA=TA (6) +DA (7) =13 DTK=TXK (7) + DK (3) =10
DTB~-TB (12) + DB (8) = 20 DTO=TO (7) +D 0 (15) = 22
DTE=TE (6) +DE (4) =10 DTP=TP(8) +DP (4) =12
DTG=TG (8) +DG (2) =10 DTQ=TQ (6) +DQ (4) =10
DTJ=TJ (7)+DJ (6) =13 DTR=TR (8) + DR (6) = 14

1 4 7 1 4 1 7

DTS=TS (8 +DS (6) =14

DTU=TU (10) + D U (1) = 11

DTV=TV (7) +DV (1) = 8

DTW=TW (9) +DW (2) =11

DTY=TY (9) +DY (4) = 13

147

According to these summations, the evidence seems to be in favorof DT O, for it has a cumu-

147 147
lative value of 22 occuriences, as against 20 for DT B, and only 11 for DT U. Itis to be recognized,
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of course, that a difference of only two or three units of frequency may not be significant at all,
and such a contingency must continually be borne in mind throughout this work. But since

some starting point must be established, in order that the process may be continued, the sequence
1 4 7

D T 0 will tentatively be assumed to be correct.
14710

What about the sequence D T 0 67 IFor this determination, three corroborative sources of
1 4 17 1 10 1 4

data are available, viz, the 6, 6, table, the 6, 6, table, and the 6, 6, table. First, examine the 6, 6,
1 4

table to see what are the likely candidates for the position § 6. Even considering only those
whose frequencies are five or over, there are 12 candidates: B, C, F, H, J, K, L, Q, U, V, X, and Y.
(It is to be noted that as a letter becomes firmly fixed in its position in the NICALS sequence,
it can automatically be eliminated as a possible candidate for any other position. Thus, D, O,

and T having tentatively been fixed into position, they may be eliminated as candidates for any
14

other positions in the succeeding calculations. It is for this reason that O D (frequency 6) is
14 7
eliminated as a candidate in the attempt to continue the D T O sequence.)
The calculations are as follows:

1 4 7 10 1 4 1 7 1 10

DTOB=0B (6) +TB (8 +DB (8) =22
DTOC=0C (8 +TC (8 +DC (3) =19
DTOF=0F (9)+TF (6) +DF (6) =21
DTOH=0H (5)+TH (5) +DH (4) =14
DTOJ=0J (5)+TJ (5) +DJ (2) =12
DTOK=0K (5) +TK (5) +DK (2) =12
DTOL=0L (5)+TL (3)+DL (7) =15
DTOQ=00Q (11) + TQ (6) +DQ (7) = 24
DTOU=0U (5)+TU(10) +DU (1) =16
DTOV=0V (6)+TV (5)+DV (2) =13
DTOX=0X (6) +TX (5) +DX (5) =16
DTOY=0Y (8 +TY (11) + DY (11) = 30

14710
Very clearly, the sequence is indicated as D T 0 Y. For the next position, there are 14
1 4

candidates, according to the 6, 0, table. They are A, B, G, H, I, K, L, M\, N, P, Q, R, V, and W;
14 17

110 113
four corroborative sources of data are available, viz, the 0, 9,, 6, 05, 6, 6,, and 6, 6, tables. The
calculations are as follows:

1
D
D
D
D
D
D
D
D
D
D
D
D
D
D

—
o

23
20
15
13
26
21
41
17
15
22
22
22
29
22

—_

A
—_———————

HHa-3 3333333333

ecleoleololololololololololoNokhy
i i e e e
E<TOUVZECRHIQWES
T TR I TR TR TR TR T
R i i i i e e e e
E<TOUVZECRHIQW>*

1
0
0
0
0
0
0
0
0
0
0
0
0
0
0

E<TOUZECRHIQW >
S N R A L N T N
At A4+
H3333 333333333~
E<HOUVZECRHIQW>
PRIy
FA 44
UUUUUUDUUUU0UO-
E<TUOUEECRNHITQW>:
R PR
[OF " NORISEO RIS NS NEENE SIS S Ne) NS

10)
(6)
(5)
(5)
13)
(8)
(15)
(8)
(5)
(5)
(7)
(6)
(8)
(5)

+
+
+
+
+
+
+
+
+
+
+
+
+
+
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1 4 7 10 13

Again the evidence is very clear. The sequenceisD T 0 Y L.

The calculations for the succeeding placements were made in the same manner, and in the
majority of cases the evidence in favor of each placement was very clear-cut. Only in two or
three cases was there doubt, and these were determined by special methods which suggested
themselves in each case. Suffice it to say that the entire MCAL5 was reconstructed from
the ten test messages, and was found to be as follows:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 2 21 22 23 24 25 26

DPGTBZOHRYMSLAJIWCKUQFNVXE

What the initial letter of the sequence is, in other words, which letter should be placed under
A of the normal alphabet in order to give a complete CALS5 is not indicated by the sequence itself.
But it has been found that it makes no difference with what letter the sequence begins, for it
expresses only a relative relationship between the letters composing it. Hence, CAL5 may
be written as follows:

ABCDEFGHIJKLMNOPQRSTUVWXY?Z
DPGTBZOHRYMSLAJIWCKUQFNVXE

In fact, the mixed sequence may be set under the normal alphabet at any one of the 26 points of
coincidence, with similar results so far as encipherment or decipherment is concerned. The
reader may prove this to his own satisfaction by trying out two alphabets based upon the same
sequence but beginning at different points.

52. Reconstructing the table of basic cipher-text sequences.—Having at last reconstructed
the sequence of MCALS, the next step was to proceed at once to the reconstruction of the table
of basic cipher-text sequences. It has been stated that for this purpose only a knowledge of
RES and MCALS is necessary. IFollowing the procedure outlined in section VII, the first
sequence of the table was obtained by setting CAL5 above the RES so that A of NCALS was
opposite T, the first letter of RFS. Thus:

|
I\’CALS-_jABCD EFGHIJKLMNOPQRSTUVWXYZABC.

I'_‘
T\IC;\L‘C)"[DPGT BZOHRYMSLAJIWCKUQFNVXEDTPG.
|
R¥Ys .. TYOE UMXDFJQVKWBNSHCILRZAGP

Assuming that the current enters CW5 from the first contact of BS5 (A of NCALS), the
cipher equivalent would be E,, since the A current is converted into a D current, and D is then
cpposite E of RFS, as shown above.

Sliding CALS5 one space to the left, and still assuming that the current enters CW5 frem
the first contact of BS5 (now B of NCALS5), the cipher equivalent would be B, as shown below.

{
NCAL>._ A BCEDFGHIJKLMNOP QRSTUVWXYZABC.
!

|

!
MCAL5._D PGTBZOHRYMSLAJI|  WCKUQFNVXEDPG.
RS _. TYOEUMXDFJQVKWB NSHCILRZAGP

This gives the pair of letters E B as the beginning of the first basic sequence. Continuation
of the process results in establishing the following sequence:

Basicsequence 1.... EBUSALFTJNODPWRIXVCYZQHGPM
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It is to be noted that in establishing this sequence the current is always assumed to enter
CVW5 from the first contact of BS5. It would of course be possible to reconstruct all the
sequences by the same process, but there is a much shorter method.

Having reconstructed one of the basic cipher-text sequences, and having already at hand
RFS, the reconstruction of the entire table followed very speedily, according to the procedure
detailed in paragraph 32, section VII. The entire table is as follows:

TABLE 9
K L

[CoXNeelEN BN6) BN I VA NR O I o

H
(&
CPrI=E=20NCFO0OO0ONTLA<C<OQRNQITUWIRHXZMHE]| >
oOmNMXNCZHOUKITUTNTOI<rWX=EHaoa=2w]|w
E<owH<EBWOOQEMACDXUQULnoONZ=EZXNrpOITcl|a
HXAKIMCOQOO=EITU THREXepOnZLUdwae<<NQ®0n| O
ZO<"TUWTHHIGCKXMNMXOQOQCETNUOUWTHE=moO 0> | @
NwoQUanNnTH<ZErImcdIX=EoOHXOLr| ™
HYT=EHGWrPRQIZUTOoOWCNNOBEEZXRNXas<T|
varCrxvTaNrPDEHXQu=EmwZz<oHO<T=EToO3| T
TN ITH<QUINZ=E=Er@xXoOoOrrwHA<KOmOCW G| H
TMQENQOoOr XTI WRCACNU<S<KHSEUTAITowm=| S

WOPCZITUWUNEHANE<c@mEIXOHQXRNQ TN TO
K EMNEBODNTOICOHXOONE ST I<rQ=Z3U0
MR EXTOEZUNrEIa<u<HCTQnON> WO X
QEUIU<CDOXWMHOWIOMHQEHUPZGIN=E| =
NPCQOHHAHA<<=E=EQKZNGWCUOUOYUITZOXNWTE®W| O
C<N@mrLoQUOXXCIdwW=zZTmXon<=I2=s=0H]| '
QOHOWONTKIQOU<EHNUIUSETWURerZACE XX|O
ErIQLr<ITUOSNrErTNOoO0OZQXRNEXCNIEBH<S] X
COTTHADXTITZNUOGUKEEPIRNE2@MDmMI=ETQOQ| W0
LEHZNUOUQUTUHEQWIXKTMI=ENO<COD XN | S
HNTMOWZXIQQCr=r=2g 9 X" dcom<K<H<SN] C
W9 ZOoOKSWE=0eIEONISHOXQ<<IDTmOGoHQo| <
QXA XECZNNoT<oENEroHUOUTMKYI| =
NTHPE=EE2UUXOODIIZ<C-oITO0OCNGOXUOQ]| X
PZUQNXRNCQO<OErwAaHGCO BTN
QNWNMITII<EPLOKIH=S=DwOQERZAoOorona=|N

O
05,

The specific use to which this table was put will be explained later, but the general use may
Lere be indicated. Suppose that after NCALS has been reconstructed from the data afforded
by a few dispatches in which the NCALS5, equivalents had to be determined, a few more dis-
patches are intercepted. It is obvious that it will be unnecessary to set down the NCALS5,
equivalents of the text of the new messages in order to establish repetitions in lines. The basic
cipher-text sequences can be used directly on the lines of cipher text themselves, and thus,
repetitions can be determined.

R AT T e s B
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53. Solution of the first line of cipher text.—All of the analysis accomplished thus far has
for its purpose the ultimate reduction of the individual lines of cipher text into single-mixed
alphabet substitution ciphers. This purpose is now to be achieved by the application of the
appropriate basic cipher-text sequences to the cryptograms.

The first step is to assign, to the letters of each line of text, numbers indicating the basic
sequences to which they belong. This will show what repetitions occur within each line. The
process when applied to Dispatch No. 1, for example, yields the following:

DISPATCH NO. 1

Key: AGRAM (Effective kev: AGRBN)

CWo._..._. CDEFGHIJKLMNOPQRSTUVWXYZAB
Zoowz J
= :
BHRCO INUTXHVZSLUMLZXHXHOHY RCLMS
"""" [7 5 22 8 19 5 18 23 16 17 23 20 5 18 18 8 23 5 19y 22 23 15 23 5 22 8
CIRCO. UFCDSUFMOYV CNKYNNGAUWYL Q 2
TTTT(r 10 013 06 011 613 0241 6 24 9 13 16 1Y 12 16 16 15 11 19 13 14 13 19 24
Ete. Ete. Ete.

The entire dispatch was then treated in the same manner. Referring now to the first com-
plete line of text, after about 45 minutes experiment, the following decipherment was obtained:

J
18
P
NUTXHVZSLUMLZXHXHOHYBRCLMS
7 5 22 8 19 5 18 23 16 17 23 21 5 18 18 8 23 5 19 22 23 156 23 5 22 8
residentofthennitedStatesi

(U)

Note that the encipherer made an error in regard to the U of United. The analysis
showed that the cipher letter X was to be assigned the number 18, which is the same as that for
the next letter H.  But the decipherment shows that the letter X should not belong to the same
basic sequence as does the letter H, for X.=U, and H,=N,. However, the presence of this
error did not retard the decipherment.

Now it is obvious that the deciphered clear text of each line will suggest assumptions for
deciphering the next line, with the aid given by the indicated repetitions. In this case it was
somewhat unfortunate that only one letter of the next word was given, I, but it nevertheless
offered a clue to the word. It seemed that the word should be IS, or IN, or should at least
begin with the syllable IS or IN, possibly LD. Experiment soon showed, however, that the

56973 —34——>5
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word was INVITATION. Continuation of the process of decipherment as here outlined
yielded the five lines of decipherment shown below:

CW5______ CDEFGHIJKLMNOPQRSTUVWXYZARB
J
18 ¢ [Line g
Bomwez P
<ZZZ<
=o00X NUTXHVZSLUMLZXHXHOHYBRCLMS[,
BHRCO_____. (r 5 22 8 19 5 18 2 16 17 2 2 5 18 18 8 23 5 19 2 23 15 28 5 2 8, line h
residentoftheUnitedStatesil
UF’CDSUF’MOVKCNKYNNGAUWYLIQZ[_ .
CIRCO______ 1 16 13 6 11 6 13 24 1 6 24 9 13 16 19 12 16 16 15 11 19 13 14 13 19 2% Lm(‘l
nvitationtodisoussPacifioOl
UTLWBYDGOWKHRXTCJCSVGJJFYV[_ )
DJRCO_____._ 124 6 7 14 9 2 2 1 2 24 13 1 9 5 240132 2 8 206 10 9 5 10;[.ane]
Ceanpoliciescomeslikeabombl
JSRCEZUQKDOYTXVTVCASNQPGECl_
EKRCO______ [11 1 2 2009 2 3 20 7 1 20 2 19 9 1518 9 2 15 18 17 11 1 26 1 3 Lmo}_{
toJapanwhowaspreparedtocon]
ARUCWLDDCUQDXFLCBKDBECHIXDG .
FLRCO_____._ 4 7 12 20 24 24 20 12 8 17 5 7T 6 10 3 24 11 3 11 20 106 5 4 23 8 5]1.11101
siderreductionarmamentsbut
GMRCO______| [VAYEEUZHWRWVVPVDVMGENUJWVUUI Linen
20 11 18 11 9 6 18 5 15 18 20 23 18 18 15 19 9 17 18 15 17 6 15 20 26 21| -
HNRCO______ ([ENMO JPUMVKGWQCZWEKRTITIIXMJACILDNen
20 9 13 3 15 14 26 M 18 6 24 2 17 17 2 6 4 3 8 12 6 4 3 17 25 3 |
JORCA_ _____ ILNSWEAMIAUUVWVBLEMBDO P X R R! Liune o
15 9 16 7 9 19 15 9 25 17 9 23 17 25 10 22 6 17 22 4 15 2 2 9 21 16|
JPRCO.__.__.IS G WCJL MHYA E Z FYBUDAZLDO | Line p
lw 2 25 7 4 14 10 11 18 7 11 6 11 23 20 11 22 1 22 11 5 23 22 5 18 12|
KQRCO______ I UMTZTOVTBDKWHACHYNYOBNPTIHRILneg
l1 13 22 26 23 8 22 6 26 1 24 1 8 22 2 25 12 23 4 4 23 14 1 13 9 16|
LRRCO______ ! KSXFGWMNLNGOHYMKHPGWIEBETLILmner
[16 25 16 8 1 15 16 2¢ 22 11 19 26 7 14 19 2 8 26 10 9 19 24 7 24 1 23|
MSRCO______ f[ABLZC UCLJXSOUDLWUTAFTIARTU]Lines
l4 6 6 26 4 14 3 22 16 9 26 14 7 15 9 22 4 6 26 17 4 24 26 2 14 2 |
NTRCO._.___JS NGX A ZBOH WPYGZRYV 1 Line t
l9 4 22 4 1 2 2 13 2020 5 12 3 21 2 10 6 J

It is obvious that one could proceed along the lines followed, and deciplier the rest of the
dispatch in the same more or less laborious manner, for the solution of each line would still
present the difficulties inherent in analyzing a single-mixed alphabet substitution cipher only
26 letters in length. Ifurthermore, the solution of one dispatch would carry with it no sugges-
tions or aids for the solution of any other, except that of having the same MCALS and table of
basic cipher-text sequences applicable. But previous experience teaches the cryptanalyst that
once an entering wedge has been forced into the apparently impregnable wall of eryptographie
secrecy, the whole structure may be quickly undermined by judicious use of such instruments,
devices, and methods as his ingenuity can discover.

The succeeding sections will give in detail some of the more important methods which were
developed by the author after these first five lines of text had been deciphered. Their usefulness
as aids in facilitating analysis of subsequent dispatches will become apparent as they are being
set forth.

Section XI

FURTHER STEPS IN ANALYSIS

Par. | Par.
Reconstruction of Alphabet 1-_________________ 54 | Reconstrueting a single-alphabet equivalent of
Using the reconstructed Alphabet 1 as an aid to ’ Alphabets 2, 3,and 4_ _ . ____________________ 56
further decipherment__ - _________________.___ 55 | Application of foregoing principles to another
dispateh_ L _____ 57

54. Reconstruction of Alphabet 1.—In each column of cipher text, when the dispatch is
arranged in horizontal lines of 26 letters each, the cipher letters represent encipherments at
exactly the same position of CW5. In successive horizontal lines, only CW1 has undergone
displacement one step, providing the “key’ has not been such as to displace C¥V3 also. In
Dispatch No. 1, CVW3 remains stationary until the very last line of text, hence only the successive
displacements of CW1 need be considered in studying the successive lines up to the last one,

Now note that in column C of Dispatch No. 1, for example, the initial letter of the i and j
lines is U, in both cases. Decipherment showed that in the first case, U,=N,; in the second,
U.=C,. Only a single displacement of CW1 has brought this about, for C\W2, 3, 4, and 5 are
in exactly similar positions in the two cases. This means, in other words, that the current
originated by N in the first case enters the fixed contact in BS2 at exactly the same point as the
current originated by C in the second case, for both of them must of necessity have traversed
exactly the same path through CW2, 3, 4, and 5 in order to produce U, at RE'S. The two
positions of NALI may be diagrammatically illustrated as follows:

!
LFS_ .. _. BSXRZTKDNGCHMVOLYQEUPWJIAILF|, . .
NCALI..._. IJKLMNOPQRSTUVWXYZABCDEFGH/ o™
J
LFS_______ BSXRZTKDNGCHMVOLYQEUPWJIAILF| .\
NCALl.... JKLMNOPQRSTUVWXYZABCDEFGHTI J

In the first case N, is over Q of NALTL; in the second case Cyis over T of NAL1. For convenience
in reference, letters found in this way will be designated hereafter as the plain-text NALIL
equivalents. Between the two cases CW1 has advanced one interval. Hence T follows Q in
MALTL, that is, QT forms a pair of sequent letters in MALL. Searclung for other cases ot a
similar nature, in loci Ki and Kj it is found that O, occurs in the two lines concerned as super-
mmposed loci: in the first instance it represents Ny, in the second C,. Reference to the positions
of NAL1 will show that this, however, is but a corroboration of the first case above described,
showing the sequence QT to occur in MALI. In loci Mi and Mj the letter K, occurs, in the
first instance representing 0, in the second E;. Referring to the diagram of alphabets immedi-
ately above, it will be seen that in the first case the NALI, equivalent of 0, is W, and that for
E, is B in the sccond instance. Hence WB forms a sequence in MALIL.

In loci Ph, Pj, and Pk, the letter X. occurs. Attention was called to the fact that the
first-named X is an error; hence, it cannot be considered in establishing values in MAL1. DBut

(63)




64

X, in locus Pj represents 0,, and in locus Pk, P,. The two positions of NAL1 in these cases are

as follows:

LFS_ _____._ BSXRZTKDNGCHMVOLYQEUPWJIATITF For line 3
NCAL1.... JKLMNOPQRSTUVWXYZABCDEFGHTI 1
LFS_______ BSXRZTKDNGCHMVOLYQEUPWJAIF}Forlinek
NCALl.... KLMNOPQRSTUVWXYZABCDEFGHTIUJ =

In the first case the NAL1, equivalent of O, is X; in the second case, the NALI, equivalent of
P, is E. It therefore follows that XE forms in sequence in MALL. The following additional
sequences in MALTI are established by analyzing these five lines of deciphered text of Dispatch
No. 1:

locus Fk = . o
’ MAL
{locus l‘l—ED}g“ ing sequence HD in MALI1

D%ﬁﬁn,}ﬂmmwmwvmmmm
locus Lh=F . i
U, locus Ll=C giving sequence G...Vin MALI
locus Rj = ‘o in MA
C, locus Rl = giving sequence B.0 in MALI1
. { igzuz %J = 1 giving sequence YH in MAILI
us Tk =

{ 12532 '[Erll iRD } giving sequence C.Nin MALI
D)

Thus far the following sequences have been established:

QT XE HD Y.D B.O
WB YH C.N G...V

By virtue of the letter common to the two pairs YH and HD, they may be joined, making
YHD. Confirmation is seen in the sequence Y.D, established independently. No other unions
can be made.

It is obvious that if there were a sufficient number of repetitions of cipher letters in the
columns of these five lines of text, the entire sequence could be established. But there is, in
reality, a way of overcoming this insufficiency of repetition. The process is somewhat com-
plicated, but useful.

Suppose we approach the problem from a somewhat novel viewpoint.
R,=N, in locus Ch. If there were another R, in locus Ah, what would the cipher letter be?
Reference to the table of basic sequences is made. Applying that sequence in which N occupies
the first position (to correspond with column A of the dispatch) it is found that B would be the
letter. That is, if there were an R, in locus Ah, it would equal B..

Now if there were a B, in any one of the loci Ag, Ai, A}, Ak, or Al (i.e., within the body of
already deciphered text) its plain-text equivalent would, of course, be known. Now there is
no B, in any of these loci, but if it were present, and if its plain-text equivalent were repeated
in any other column of any of these five lines, then, of course, a coincidence of the repeated
plain-text letter’s cipher equivalent with a letter of the basic sequence initiated by B would

Take the case of
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occur. Therefore, let this basic sequence initiated by B be applied to the five lines of deciphered
text to sce if any such coincidences can be found. Thus:

CDEFGHIJKLMNOPQRSTUVWXYZARB
NUTXHVZSLUMLZXHXHOHYBRCLMS
BHRCO.._.(residentoftheUnitedStatesi)Lneh
NRFWMIYPKHGDOSAUMVJLQZETBX
UFCDSUFMOVKCNKYNNGAUWYLTIQZ
CIRCO.._(nvitationtodiscussPacificOj)Linei
NRFWMIYPKHGDOSAUMVJLQZETZBX
UTLWBYDGOWKHRXTCJCSVGJJIFYV
DIRCO.._{ceanpoliciescomeslikeabomb)Linej
NRFWMIYPKHGDOSAUMVJLQZETBX
JSRCEZUQKDOYTXVTVCASNQPGETC
EKRCO.._{t oJapanwhowaspreparedtocon)Linek
NRFWMIYPKHGDOSAUMVJLQZETBX
ARUCWLDDCUQDXFLCBKDBECHZZDG
FLRCO...{siderreductionarmamentsbut)Linel
NRFWMIYPKHGDOSAUMVJLQZETIBX

The following coincidences are noted:

R, in locus DI (=1,) D, in locus NI (also=1,)
W, in locus Fj (=N,) K. in locus Kk (=H,)

That is, B, equals, successively in loci Ah, Aj, Ak, and Al, the letters R, N,, H,, and I,.
Determining the plain-text normal-alphabet converted equivalents, as before, for the suc-

cessive displacements of AL1, the sequence K.RVJ is obtained.
Take the second letter of line h, viz, U,=E,. 1f E, occurred in locus Al, its equivalent

would be Y,. Applying the basic sequence in which Y is the initial letter to the lines of deciphered
text, the following coincidences are found:

Qc1n locus Ml (=T,) and T, in locus Qj (=M,).

That is, Y, equals successively in loci Ah, Aj, and Al, the letters E,, M,, and T,.
Determining the plain-text normal-alphabet converted equivalents, as before, for the suc-

cessive displacements of ALL1, the sequence Z.V.Q is obtained.
When all of the text is analyzed in the same manner, the results shown in the table below

are found. In this table the top line gives the cipher letters that would result if the plain-text
letters under the corresponding cipher letters occurred mn loci Ag, Aly, Ai, Aj, Ak, and Al

TABLE 10
ABCDEFGHIJKLMNOPQRSTUVWXYZ

g | | ' \ \ ! B : |
h JE‘iILB 1Al | |s| |n| |p| |H| ] ‘T‘ E"F}
il | v IN|sjvip| |pja| | | | |rjcjo| [F| [T] | [ ||
j|I|N| |Kjc| Bjo| | | L) | | [a] |E| |P| |S| | |M] |
« | lal | To T 7 Tmwlal |3 e[S |u] e [ Jo
1 ' J | N} S| [M|E| , o] R\ : ffl 1A"jT§c!
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Determining the plain-text normal-alphabet converted equivalents for each placement of
NALL1, the following sequences are established:

Sequence Sequence

in MALL in MAL1
For B((R.NHI): K.RVJ For O.(PN..E): AP..C
For C.(U..D) : B..S For Q.(DC.S) : 0OS.L
For D,(I.K.U): F.P.E For R.(OE.R) : WB.O
IFor E.(NCO) QTY For S,(H..W) : S..F
For F (0S) VJ For T (FP) : HD
For G.(VB.N) : VJ.T For V.(IS) . GK
For H.(DOP) : PXE For X.(NA) : ST
For J,(AP.R) : EC.N For Y. (E.M.T): Z2.V.Q
For K.(A.TM) : F.PX For Z(F..DC): G..RV
For L.(LAE) : YHD

Assembling and joining sequences, the following result is obtained:

EC.NGKZRVJQTYHDWB .O0OSILFAPX

The entire sequence of MALI, with the exception of two letters, has heen reconstructed.
The two missing letters are M and U, which must be inserted between B and 0, and C un(l.N.
Only two possi}:i]itios exist, BMO or BUO, and CUN or CMN. The exact placements were easily
found later by trial on text, and the completed sequence was established as follows:

ECUNGKZRVJQTYHDWBMOSILFAPX

This sequence is, of course, the converted equivalent of the real AMALL, and in order to

produce the latter it is only necessary to make use of the enciphering-deciphering relationship

existing between such alphabets. By setting the sequence under the normal alphabet (the

first alphabet below) and finding reciprocal equivalents, the second alphabet is obtained:

ABCDEF‘GHIJKLMNOPQRSTUVWXYZ}(‘onvortodequiva]cnt
ECUNGKZRVJQTYHDWBMOSILFAPX of MAIL1
ABCDEFGHIJKLMNOPQRSTUVWXYZ[{‘4 ivalent of MALI
XQBOAWENUJFVRDSYKHTLCIPGZM G/ Equivalent ef

This equivalent of the real NMAL1 (it is only an equivalent because it may not ('oinc.i(lo
letter-for-letter with the real MALT, though it will work just as well) may be used for enciphering
or deciphering by means of the sliding strips.

55. Using the reconstructed Alphabet 1 as an aid Lo further deciphermcnt.. Once Alp]]ub(.‘t
1 has been reconstructed in the manner described above, from a few lines of deciphered 'toxt, this
alphabet may be emploved to aid in the further decipherment of the dispatehes. To illustrate
the method, consider the p line of Dispatch No. 1, in which, as shown by the numbers bon.onth,
the Sth, 11th, 13th, 16th, and 20th letters represent the same plain-text letter.  One of the cipher
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equivalents, U, in locus Vp, also appears in the same column, line i, where it represents A,.  The

diagrams of the position of Alphabet 1 for the two cases are as follows:

LFS..._BSXRZTKDNGCHMYV OLYQEUPWJA IF
IJKLMNOPQRSTUVMWXYZABCDEF GH
AL ___ ' ~
UJFVRDSYKHTLCIPZMGXQBOAWEN
1 2 3 4 5 6 7 8 9 10 11 12 13 M4 15 16 17 18 19 20 21 22 23 24 25 26
LI'S. . __BSXRZTKDNGCHMYV OLYQEUPWJ AT F
PQRSTUVWXYZABC}fDEFGHIJKLMNO
ALl ___ !
YKHTLCIPZMGXQBOAWENUJFUVRI S
1 2 3 4 5 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 95 26

In the first case, A, in the LFS is over F of NALI which is converted into W of MALL and W
is then opposite the fifteenth fixed contact of BS2. Since the cipher letter Uis the same for both
cases, it means that in the second case the current must enter CVW2 at exactly the same point
as 1t does in the first case.  This will be at D of NALI, which is the conversion equivalent of N
of NALL, and the latter is under I of LEFS. The letter I is, therefore, the plain-text letter that
U, represents in the second case.  Hence, the Sth, 11th, 13th, 16th, and 20th letters in line p
all represent I,.  No assumptions hased upon frequency were necessary, the results being posi-
tive and definite when Alphabet 1 has been reconstructed.  The relations between all similar
letters in columns can likewise be established. Thus, decipherment is considerably facilitated.

56. Reconstructing a single-alphabet equivalent of Alphabets 2, 3, and 4.—It will now he
shown how the subsequent decipherment of the message can be still more facilitated by recon-
structing a single alphabet which will serve to eive all the final results that the combined effect
of the interaction of Alphabets 2, 3, and 4 produces. It will be obvious that providing no dis-
placement of C\W2, 3, or 4 occurs during the enciplierment of a message a current entering any
given LHC of CW 2 wiil always emerge from the same RHC of CVV4. Henee, so far as the results
in the case of each single message are concerned, Alphabets 2, 3, and 4 act as a single unit. Now
consider the encipherment of 1t message of say 300 letters, during which CW2, 3, and 4 undergo
no displacement.  The different cipher equivalents of the same letter in each column will be due
only to the displrcement of CW1. If Alphabets 1 and 5 have already been reconstructed, it
should be possible to construct a single alphabet which will be the resultant of the interaction
of Alphabets 2, 3, and 4. Such an equivalent alphabet will, of course, have a rather limited
application, being applicable only to that one message from which it Lias been reconstructed and
then ouly o that portion of the message during the encipherment of which o displacenment of
CW2, 3, or 4 occurs.  Within these limits, however, it will often be useful in hastening deci-

pherment,
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The process of reconstruction is as follows:

Set Alphabets 1 and 5 in positions to correspond to their respective positions when the letter
N, in locus Ch of Dispateh No. 1 was enciphered, and between them place the normal alphabet,
set at the proper letter so far as the setting of CVW3 was concerned. Thus:

J
LIS . _.___ BSXRZTKDNGCHMVOLYQEUPWJATITF
[F’GHIJKJLMNOPQRSTUVWXYZABCDEFGHI
ALY 4| )
Ps S oo ”
‘WENUJF‘VRDSYKHTL.CIPZMGXQBOAWENU..
. PQRSTUVWXYZABCDEFGHIJKLMNOPQRS..
Equivalent rm |
of AL2-3-4_] |/
ABCDEFGHIJKLMNOPQRSTUVWXYZABCD
ALS ... F '
DPGTBZOHlRYMSLAJIWCKUQFNVXEDPGT
RIFS_______ TYOEUMXDFJQVKWBNJSHCILRZAGP
T

The case under discussion is that where R, equals N,. R in LIS is over K of NAL1, which
is converted into F of MAL1L, but F of NAL1L is then opposite P of the normal component of the
single-alphabet equivalent of AlL.2-3-4, hereafter abbreviated NEAL2-3-4. Now N of REFS
is under R of NAL5 and R was produced by the conversion of I of NALS5 into R of MALS. It
will be seen that in order to enter NALS5 at I, the current had to emerge from X of NEAL2-3-4.
It follows, therefore, that P of NIEAL2-3-4 is converted into X, and this letter may be written
under P in NEAL2-3-4. Thus the position of a letter of NMIEAL2-3-4 has been determined.

By tracing other letters through in the same manner, using only the first two lines of
deciphered material, the following additional placements in MIEAL2-3-4 are determined:

RSTUVWXYZABCDEFGHIJKLMNOTPAQ
AGR E 0C NJLCBYZI F WDHXV

This reconstructed MEAL2-3-4 will very greatly facilitate the decipherment of all the
succeeding lines up to that in which CW3 has advanced, whereupon a new MEAL2-3-4 becomes
effective.

57. Application of foregoing principles to another dispatch.—Having shown how
MICAL2-3-4 may be reconstructed from but two lines of deciphered text, the use of such a
reconstructed alphabet in deciphering further material will now be demonstrated, using Dis-
patch No. 2. The first two lines, deciphered by the application of basic principles (indication
of repetitions and solution of single-mixed alphabet lines) are as follows:

Key: COBAN

BJENFCADDAYGKNSFRBHWLUZKJ P Q-Cipher
DPBBOLSPLGTNYEPQHMKZDFYMGEXKHPAUJIHY K-NCALS5, equiv,
zepplincompanyacceptallge n-Plan
UQISAHSVIHSWDTIDYABJGTKZKMY-Cipher
EQBBO.{FMWUCXXTCBBZUOIXSPHDTWJ KE B-NCALS5.equiv.
eralcompressionrequiremen t-Plan
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From these two lines the following MEAL2-3-4 can be reconstructed:

BCDEFGHIJKLMNOPQRSTUVWXYZA
Y H \Y QN TS OEW URPAJBKLM

Applying this reconstructed alphabet, in conjunction with the other alphabets, to the next
line of cipher text, the following decipherment is obtained:

DTB

XOLDYNVHCBQTJONIYXJMJIDO
PR-C--DASS

SANDAR-ANXI-UST -

The missing letters are easily inserted by context, and at the same time the letters lacking in
previously incomplete MIEAL2-3-4 can be inserted.

It becomes apparent, therefore, that when only a very few lines, say 4 or 5, of one message
have been deciphered by basic processes, the decipherment of all the rest of the messages may be
attained almost directly, as a result of the reconstruction of MCALS, M CAL1, and MEAL2-3-4.




Section XII
SOLUTION WITHOUT PRELIMINARY ANALYSIS OF ANY LINE OF TEXT

Par. Par.

Introductory statement________________________ 58 | The initial determination of the value of 2 member
Grouping thie letters of the text into categories..__ 59 of any category_ _____ . ______________ 61
Identifyving the values of members in the same ‘ Construeting a table of basic plain-text sequences. €2
category ... 60 | Application of principles to an actual example.___ 63

58. Introductory statement.—In the preceding paragraphs it was shown how the decipher-
ment of a message could be facilitated after only 2 or 3 lines of text of the dispateh had been solved
more or less laboriously by first principles. It will now be shown how a message can be solved
as a unit without a preliminary decipherment of several lines of text. The procedure is so novel
that it has been considered necessary to devote a separate section to its explanation, although
it 1s not very complex. In brief, the procedure is as follows: The letters of the message are all
distributed or grouped into but 26 classes or categories corresponding to the 26 basie sequences.
By virtue of a relationship existing between basie cipher-text sequences, to he explained, the solu-
tion of a single letter in each category yields the equivalents of all other letters in that category;
and the solution of but three or four categories yields solution of all the other categories.

59. Grouping the letters of the text into categories.—When the table of basic cipher-text
sequences has been completely reconstructed it becomes possible to determine the position occu-
pied in the table by every cipher letter of the cryptographic text of a dispatch. Now since
there are but 26 basie cipher-text sequences in the table, it follows that ail of the elements of the
cryptographic text can be allocated to but 26 difl'erent classes or categories.  Thus, if the succes-
sive sequences are numbered arbitrarily from 1 to 26, then a certain number of cipher letters wiil
fall into class 1, another number into class 2, and soon. IFor example, taking the first column of
the cipher-text of Dispatch No. 1, reading NUUJAVELSUTAS, and referring to column C of table
9, the reconstructed table of basie ecipher-text sequences applying to the dispatches submitted
for solution, the letter N is found in the seventh basie sequence, the letter U in the first, the letter
Jin theeleventh, and so on. Taking the second eolumn of the cipher text reading UFTSRANNGHMKB,
and referring to column D of table 9, the letter U is found in the fifth basic sequence, the letter F
in the tenth, the letter T in the twenty-fourth, and so on. ILet these basic-sequence numbers be
written beneath the cipher letters of the text. It is obvious that a continuation of the process
with respect to the rest of the columns of the cipher-text will result in assigning a number to
each letter of tlic text, and these numbers will correspond to the particular basic cipher-text
sequence in which each letter in the cipher-text belongs. Thus, there wiil finally result a dis-
tribution of the elements of the text into the 26 different classes or categories mentioned above.!

60. Identifying the values of members in the same category.—Now it has been shown above
that through a knowledge of MCALIL, a relation of such a nature exists between similar cipher
letters in the same column of cinher text that if the plain-text equivalent of one of the cipher
letters is known, those for all the other similar cipher letters in that column can be derived. Take
the three U's in column C of Dispatch No. 1, for example. If the value of the first U, locus Ci,

1This is only another way of looking at the process, already described, of assigning numbers to cipher letters in the same line to indicate
that their plain-text equivalents are identical.
(70)
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is known to be N,, then the value of the second U, locus Cj, can be found through the interme-
diacy of Alphabet 1, to be C,, and that of the third U, locus Cq, I,. Now, having thus determined
that U.=C, inlocus Cj thevalue of O.inlocus Kjand of R, inlocus Oj, in the same horizontal line,
must also be C,, because these cipher letters coincide with the letters of the basic cipher-text
sequence in which U, the first letter of that line, is found (by application of the basic cipher-text
sequence to that line of cipher text). Again, in the case of the third U, which is in locus Cq, the
value of these other letters of that line which fall into the same basic cipher-text sequence
with U, must also be I,. These letters are D in locus Lq; W in locus Nq; and P in locus Yq.

Now let us assume for a moment that every horizontal line of the cipher text began with U..
By virtue of the foregoing process the values of all those letters of each line which belong to the
same basic cipher-text sequence could readily be derived. But such an assumption unfertu-
nately carries us little further. However, does it really make any difference whether all the
lines begin with U.?  Is it not still true that those letters of the line which do belong to the
same basic alphabet cipher-text sequence as does the U have the same value that the U, would
have, if it were present? For example, il the letter in locus Ck were also a U (instead of a J,),
by reference to Alphabet 1, its value would be found to be 0,. Now set that basic cipher-text
sequence in which U occupies the third position against the line of upper cipher text and observe
what coincidences are present. Thus:

JSRCEZUQKDOYTXVTVCASNA Q G
CYZQHGPM

C
USALFTJNODPWRTIZXUV B

Yo o
11

Note the four coincidences. Does it not follow that the D, S, P, and E of theline of cipher-text
must all equal 0O, even though U, does not begin that line of text?  And does it not follow tha
the value of any S.in column D, of any A.in column I, of any L in column I, and co on can
be derived in the same manner, by finding what U, would equal if it were present as the first letter
of the line in which each identity is found? Identification of every member of the category was
thus made possible through the identification of but one letter, U, in locus C'i.

A thorough comprehension of this principle will show that if the value of a single member of
one category of letters (those that belong to the same basie cipher-text sequence) no matter in
what horizontal line of cipher text that single member occurs, can be correctly determined, the value
of all other members of the same ecategory can be derived through the relationship herewith
disclosed. It also follows that the correct determination of the values of but 3 or 4 members
of different categories will soon result in producing combinations of high degree of probability
(syllables and the skeletons of words of plain text), which will soon lead to a complete
resolution of the text to be deciphered.

61. The initial determination of the value of a member of any category.—--But the questicn
is this: How can one determine the initial 3 or 4 correct values upon which all this depends?
The answer is not difficult to find. After the letters have all been distributed into their respee-
tive categories (and they will therefore have assigned to them, or will be indicated by some
number in the cipher text), then that category which has the greatest number of representatives
is studied intensively in the following manner: If the value of one of the members of that category
is assumed to be E,, what are the values of all the other members in that category? Obviously,
since almost 75 percent of plain text consists of but 10 letters (&, T, R, I, N, 0, A,
S, D, L) the plain-text values derived from the initial assumption should form a good assort-
ment of these high-frequency letters.  1f, therefore, the derived values, based upon the assumption
for E,, gives a good assortment of high-frequency letters, then tlie assumption is likely to be
correct. If the basic assumption does not yield a good assortment of high-frequency letters,
then another basic assumption is made, and its derived assortment determined. It is clear that
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the assumption which yields the best assortment of high-frequency letters is most likely to be
the correct one.

Now it will, of course, be a great advantage to be able quickly to determine the values
derived from a number of assumptions. Heretofore, it has been necessary to refer to the sliding
strips for each derivation, and the process takes considerable time. If a more direct method
can be devised it would, of course, greatly facilitate the process of analysis. The method
which was devised is described below.

62. Constructing a table of basic plain-text sequences.—It was shown in paragraph 60
how the plain-text equivalents of similar cipher letters in columns could be found through .the
intermediacy of Alphabet 1 and L¥S. It is obvious that the plain-text equivalents for sunll‘ar
cipher letters in columns can be determined once and for all for a given Alphabet 1 and LIiS.
It may be advisable to review the reason for this being the case. It will be recalled. that provid-
ing no displacement of CW2, 3, or 4 occurs during the encipherment of the same dispatch, then
the difference in cipher equivalents for two or more identical plain-text letters in the same
column is due solely to the displacement of CW5. On the other hand, under the same circum-
stances as regards the absence of displacement of CW2, 3, or 4, the difference in I)lain-te:\'t
equivalents for two or more identical cipher letters in the same column is due solely to the d.lS—
placement of CW1. 1If, in the latter case, Alphabet 1 and LTS are both known, then the plain-
text equivalents for such identical cipher letters can easily be determined. Look?d at from
the point of view of decipherment, there are only 26 contact points through which current
emerges from BS2 and passes into the RHC’s of CW1, and if Alphabet 1 and LFS are known,
then it follows that a table of basic sequences for plain-text letters, similar in its nature to that for

cipher-text letters can be constructed. N ‘ '
For illustration, suppose Alphabet 1 is in its initial position, with A of its normal component

opposite SET. Thus:

LFS___. BSXRZTKDNGCHMVOLYQEUPWJATIF
ABCDE|FGHIJKLMNOPQRSTUVWXYZ
ALl )
o {
XQBOAWENUJFVRDSYKHTLCIPZIMG
AL2 {ABCDEF‘GHIJKLMNOPQRSTUVWXYZ

In this case, suppose in encipherment, a current enters the A of NAL2. What is the plain-
text letter involved? Tracing it backward, it will be found that Z, is the letter involved. Now
advance Alphabet 1 to the next position, with B at SET, and sce what plain-text letter will
bring the current to A of NAL2. 1t is S,. Continuing the process, the entire sequence of
plain-text letters which will bring the current to A of NALZ, as CW1 is advanced consecutively
is as follows:

ZSECXTUCVBKNMPLDHWJFOYGRAQI

That is, for example, when CW1 is set at R, then W, will bring the current to A of NALZ2.

Now there are, of course, 26 points to which a current can be brought to the letters of
NAL2 from the letters of MALIL, and for cach of these points a different series of plain-text
letters will apply. All the sequences may be determined in exactly the same manner as that
illustrated above for the first sequence. They are given below.
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TABLE 11.—TABLE OF BASIC PLAIN-TEXT SEQUENCES
CDEFGH LMNOPQRSTUVW

HOo T QoMU =EIrInUorvEzxRXxw<acHhaxXamnN|»
HTEOENQOIMNWrUWUEZR=E<QUU0NOITURITCN™|w
ARWCCHIRRNHEPE<S<QODUWOQIZINXRICTET=s=0UONZT
HBN<QONDWOEXR"TITITOHWCUONICEESXNIO<OoOZ=|H
COXOICOQ<UWEET"ErPZANUIKHI=S=OEQ|UG
QP UIAICE I ITOZN<CWHQQOQXNAHA=OTINGHHWI|x
OITHENK<=EXNIECQXoOTnTHQUXXLU@DmWAI > G
THETMWGCHOOWNS<SKQIID=EXWITZUrCwn=xH
MEC<OEXNEACPHOODINKGWCINIZEQZHU XU
ZWLCTONHUCKHXIOEEHOrN>X<aoQT=%2
NQWhrersSrCXTmZ790TU0OKCOC<SIXEOHAYOTAOWS
PHOXHOGKIWOQ=E=ONWZO0'TOoOUCOXNE=ZT®N
MHXIXTTOmrOoONNQLCNOQESESCZ 9003 < <=
<THMUSENWHRAXIP UIUXOCLU<K Q=0 X0 O
FONWZ<-HNTHOXRIEHNSEIT IV POQUNXOUD M
CREEHNAQOXRMW IUOUN<TOUNESEHEDT9WAqOZ
QUOKRXQroTn=E=zZ23oWrAa<uma=EHNT
EQ=E=EHNOUNIKZNXLCOQXRONHXOPW <43
NR<ITCO@mM=ZENZOoOQHTrQUKXTUOCHN=0 W]
NUOEr v7CcOl<HOXRXNHIZOOWZ<morr|<
KN ZO<HET7QXOCITIUHNTEOENNQO WM >|N

N<KHN=E<CHUWITOUITVOZECRNUHIOQE@DmMUOQW>
SN T R=ECcoOXTHOQEPIEIQIK<S G Z 3 <
OCLHZXK=EU< ITHIWHOCOICHREQNOO QX
OrrRXRQNUZO0O=ECNNWKE2U1TTmoO<<TITOEECHOQ
TZ<HUOUQNPQNLWUIU3IXNO<=2WHO=EXNC T
WEoomzZzIdHOKESEXRIXKEODOLNOrNr<UOwoO

Now it is obvious that the ZSEC sequence, for example, does not necessarily apply only to
those cases in which the current is brought to A of NAL2. IExactly to which contact point the
current is brought depends upon the position of CW2. But the point is that no matter to
what letter of NAL2 the current is brought for any position of CW2, the sequence of plain-text letters
ZSEC. .. will always bring the current to the same letter of NAL2, and, providing no displacement
of CW2, 3, or 4 takes place, the cipher resultant will always be the same for the column to which that
cipher resultant applies. 'The cipher resultant will, of course, be different for different rotatory
permutations of CW2, 3, and 4, but whatever it happens to be, it will be the same for that
column for the successive equivalents of the plain-text sequence ZSEC. ... The same applies
to all the other sequences of table 11.

Now recall what has been said about the 26 categories of letters discussed under paragraph
59. Any one of these categories may apply to any one of the sequences in table 11. But the
correct assumption for the value of one member of one category will give the values for all
other members of the same category. Ior example, suppose a category bearing the number
6 is being examined, and suppose that in that line which corresponds to the placement of L of
CW1 at SET, aletter bearing the number 6 is assumed to equal E;.  Then the value of any letter
bearing the number 6 in a line corresponding to the placement of M of CW1 at SKET will have the
value C,; the value of any letter bearing the number 6 in a line corresponding to the placement
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of Nof CW1 at SET will have the value 0, and so on, because in table 11, the column in which
E is situated in the L line reads . ..ECOIFXQ.... (See column D, table 11, p. 73.)

Perhaps the application of these principles to an actual example will best serve to clarify
the process described.

(3. Application of principles to an actual example.—For this purpose, Dispatch No. 3 of
the series submitted for test will be employed.

First, all the letters of the text were assigned numbers applicable to the categories to which
they belong. This was done, of course, by reference to the table of basic cipher-text sequences,
table 9. The results are as follows:

DISPATCH NO. 3

Key: BLOIS

) . rwW.0OPQRSTUVWXYZABCDEFGHIJKLMN
22 Z%cw EFGHIJKLMNOPQRSTUVWXYZABCD
= O v U X
BLOEDO PZXXO0ZWTSRSFFBXKHYXBY Linel
7 019 24 26 15 5 3 5 17 6 22 24 6 23 4 21 22 5 7 19 23
CMOEDO JNIRNLIFKVORARBVZUGVACCNBT Linem
19 15 26 11 17 18 17 19 24 23 7 4 7 20 11 7 1 11 24 19 26 10 12 20 19 24
DNOEO YLP WTOLQDVHAZZGZPGJPFERM Line n
1S 1 16 25 16 6 1 11 5 7 18 4 7 6 15 16 1 25 24 6 1 9 1 16 6 20
EOOEDO UDPKFKQEMDSODLMOKRTDUVCANL Lineo
12 6 16 23 13 15 10 22 23 7 12 20 9 22 7 5 Y 26 21 3 20 2 12 9 T 22
FPOEDO Z BORWIUPFHQOOGXMTMIJMVUBZLinep
10 23 14 8 19 8 17 17 1 11 8 I7 22 13 3 13 12 3 9 2¢4 10 1 13 21 19 3
GQOEO GAHPNGQRJFTLSIPNLWCKTIETHTIEK Ilineg
14 13 19 22 17 25 10 18 12 11 19 26 13 2 17 23 B 21 11 18 11 19 14 11 22 25
HROEDO OSEROIBJOPHXSVX LYUFYAEL K Line r
219 9 11 11 9 26 9 20 024 8§ 9 13 1 18 16 13 22 18 25 8§ 18 1 23 12 25
I SOEDO OLALFVEFHRNZDIXIXZKVBGI P M L Lines
201 21 024 13 11 B 19 15 3 13 28 9 8§ 2 13 1 138 1216 19 13 19 13 6 22
JTOEDO RYHAQHQUG XOUKCMPAQURNZEAC Linet
2 4 19 19 4 5 017 7 12 6 2 4 10 1 17 1017 7 8 6 8 17 25 4 2
KUOEO XNTXICL SZOAAPHBIKSDCHRYRS Lineu
15 15 23 16 23 22 16 18 6 2 7 22 7 4 23 15 3 13 156 3 23 22 24 17 23 1
LVOEDO WWDYC SKKUBJIQWQFJHNUEKZUSD Lineyvw
» 7T 19 602 4 14 024 022 4 20025 4 4 8 24 5 1 14 20 4 17 21 10 16
MWOEDO RIBNWMSCSFMNHQDUPP LUURAH Linew
2 5 14 10 16 24 4 16 6 11 16 11 18 14 14 6 10 25 18 11 14 2 26 16 4 17
Pl Rev:oxpre )
NXOEDO X|N E JMRWXXKRYSV Line x
1

It will be noted that only the first letter of the last line 1s assigned a number, because with
the encipherment of the next letter, CW3 has advanced one space. (Refer to the key for the
dispatch.)  Only letters belonging to the text enciphered during the nondisplacement of CW2,
3, or 4 can be distributed into the samne set of categories.

Then a {requency table is compiled in order to find those categories which have the most
representatives. In addition to this feature of the work 1t is well to prepare anindex giving the
exact locus of each member of each category, so that it can quickly be found when necessary.
The table or index of locations, giving the exact locus of each member of each category is shown
below:

10 -

11 |

12

13

UFKUYAMZRAFUSDW
mnnnnnpprrsstuv

RENEZ
qtuww

PXSVDNUX
lopppsuu

XPIQCRKOSKC
Imtttuvvvww

OQSAMTJEVF
111lnotvvw

3
[
|
[
|
[
{
{
{ VJRXCFCOYMIMT
|7
[
|
5

N

N

(¢)]

)]

Innnnosttuvww

JBOQTNQNSCMWOQF
1lmmmnnooottuuv

HJOOYRXZT
ppprrsttv

ZQUBWGJLPQH
NOOOPITITTSV

ZKEYKKRUCHU
moppgtttvww

[

l

{ HSVLNNWYBHIJNPX
| mmmNnpgQqqrrswww
[ AEOAUMCWN

| mooopgrst

IRTAFQUQUIKOTBZBV
0ppPpPgggrrsssssssu

Another table is now prepared,
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TABLE 12

14 | PGEALRXZGRSY
| npggvvvvwwww
15 { NFSJMEFTWE
Imnosuuuux
16 | GITBGTXHKDILOB
| NNNNOrsuUuUvVwwww
17 | RIKKLPISLTVABGAD
l Immpppagttttuvvw
18 [ JEOLXSWZLQW
l MNNQqQqrrruww
19 { KCELXCICGOZFLYAGH
1lmmmmppgqqgrssstt
20 { RBDPYZPY
mmnoootv
o1 { YWBVMGSDJPB
lopgrsstvvv
290 [ TZLRDQHCVDJPZN
l llooopggrsuuuv
03 { WDNHMFTEGISYC
llmoopgruuuuu
24 | LUMWDWXNHPFAMUJ
{ llmmmnprsstuvvw
o5 [ HVJDEXDEBQV
| nnggrrrstvw
26 { MGYVPKA
lmmogrw

to show the prefix and suffix to every member of cach

category. This i1s exactly analogous to any ordinary trigraphic frequency table used in crypt-
analysis. It is shown on page 76.
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16 1 17 22 25 18 12 25 17 21 10

2511624102519 825 1 4 14 18

26

TABLE 13 77
1 { 718 616 6 9 17 10 13 18 25 13 10 23 5 Refer now to table 12 and it will be seen that categories 13 and 19 are of the greatest fre-
11 16 11 25 7 16 11 13 18 23 21 13 17 5 14 quency, and they will therefore he selected for experiment. Now, it will be noted that of the
o { 13 22 6 16 14 17 members of category 13, 7 of them occur in line s. It is extremely probable that in this line
1724 7 526 the number 13 represents one of the letters of highest frequency in normal plain-text, but which
3 { 521 13 12 19 15 15 15 one?
52013 91413 13 23 Assume it to represent E,. Then what will the plain-text values of the other 10 members
{23 7 19 20 25 7 21 22 14 24 16 ) . o . .
4 |21 7 510 21 23 14 21 8 16 17 of thls category be? lh'ose'lO other members are as follows:
15 321722 11 7 4 1 24 2 One in line o; three in line p; three in line ¢; two in line r; and one in line «.
S 1 Refer now to table 11 and determine what plain-text values are indicated, upon the assump-
31722 7 7 910 7 114 ) ! LK » ul I
2416 7 24 16 12 13 12 818 9 16 14 tion that the seven representatives of category 13 in line s represents E,.  Proceeding along the
6 { 23 115 1201622 20 8 221 11 10 sline of the table to E, the following values will be found in the same columnin which E is located:
— 523 411 5142322 91717 222 5
7 1919 420 118 612 5 22 12 8 22 4 17 Line o-—plain-text value is O
1 ] :
14 19 11 24 25 9 7 6 4 uine p—plain-text value is T,
8 { 19 17 17 9 18 21 6 17 24 Line ¢—plain-text value is A,
9 { 120 512 3 19 11 26 8 24 17 Line r-—-plain-text valueis L,
223: ié zg 21 zg lé 22 ?}7 ;Zi li 2 Line u—plain-text value is A,
10 {
12 2225 11817 117 16 16 25 In other words, if the number 13 in line s represents E,, then the other members of category 13
11 { is 22 2}1 % é i-g ?é %g :]2-‘21 l? lé %g 12 ig i-i would represent the letters 0, T, A, and L, all letters of high frequency. I{ numerical values be
TR b assigned to these plain-text equivalents in accordance with their frequency in normal text (based
12 upon table 2), the total value of the hypothesis that the number 13 in line s represents E, is
20 6 20 9 311 25 16 6 . . ! g
03 90 3 1149523 916 2411 321 119 19 3 158.6 units, determined as follows:
135 { 15 31221 19 221 122111924 1 12 19 6 15 -
14 { 1823 319 425 120 5 18 14 11 Weighted Numerical Frequency Value of Category 13 ,‘
7 81311 24 42017 10 14 6 2 I nion At G
15 { 2619 6 13 19 21 15 23 13 17 - Eproxrwrasanmp ion that 13=E, in line s.
5 26 16 10 3 15 23 3 3 N Li”(} in text qui“_t(-‘t Ire v , ;7!7 jﬁ‘ 7; 7“_Tf S ———
16 12515 1 6 18 12 23 22 10 10 4 11 26 ‘\'qlucl' r(“.‘.l”ff‘\(‘}.? | Numecrical | Weighted numerical
25 6 1 62313192318 224 6 11 4 ‘ B e f""‘l‘;‘*‘““y | frequency value
value
51118 817 822 210 110 824 7 14 4 (
17 |
518 19 17 1222523 7 10 7 25 23 9 21 15 0 0 1 7 I -
18 17 24 7 10 11 1 22 8 16 11 25 P T \ 3 | {’é 2;?)
17 114 12 11 16 25 1 6 14 11 q A 3 7.2 21.6
19{ 7T 72317 24 20 8 21 13 11 11 25 13 16 13 24 19 Z E" 2 3.5 7.0
24 23 15 24 26 24 8 3 22 26 14 9 1513 13 19 4 u A ! 20 552
| 712,012 320 ¢ ! G 7.2
11 1912 9 20 12 4 14 ‘v [ .
n | A%18 3 018 46 417 | | Total=138.4
22 319 11 24 24 13 15 4 25 10 -
22{521109717191113 6 23 7 23 24
24 523 7 10 1317 2518 216 7 24 4
23{619241622101’7 11516 4 3 17
419 7 13 7 14 13 12 16 22 15 22 1
24{1922 19 11 19 25 921 21 13 2 22 14 8 16
26 6231918 610 813 9191722 5 4

564973—34—6
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But suppose the number 13 in line s does not represent E,. Suppose it represents T,. Then
what is the total weighted numerical frequency value of this hypothesis? It is as follows:

Weighted Numerical Frequeney Value of Category 13

upon assumption that 13=T, in line s.

| |
Line in text \‘ Plain-text | Frequeney of Numerical Weighted numecrical
value oceurrence frequency frequency value
value

0 A 1 7.2 7.2
D Y 3 2.1 6. 3
q C 3 3.4 10. 2
T I 2 7.6 15.2
S T 7 9.0 63.0
U N 1 7.6 7.6
Total =109. 5

The value of this hypothesis is only 109.5 units. In other words, the first hypothesis, with
a total of 158.4 units, is half again as probable as the second hypothesis, with a total of only
109.5 units. A condensed table of total values based upon the fixed hypotheses with respect
to the value of the number 13 in line s (viz, that it equals E, T, R, I, and N) is as follows:

P.-t. wtd. | P.-t. Wwtd. k P.-t. ‘ Witd. P.-t. ‘ Wwtd. | P.-t. Wtd. i
value | value | value | value | value ‘ value | value | value | value | value
Line Ireq. | L B
in of _— |7/
USSR G (13=E, in (13=T, in (13=R, in (13=1, in (13=N, in
line s) line s) line s) line s) line s)
0 1 0 7.4 A 7.2 E 12. 6 H 3.3 Z .1
bz 3 T 27.0 Y 6.3 W 4.2 X 1.5 U 9.0
q 3 A 21. 6 © 10. 2 G 5. 4 T 27.0 W 43
r 2 I 7.0 I 15.2 B 2.2 E 252 0 14. 38
S 7 E 88.2 T 63.0 R 58.1 I 54.6 N 53.2
u 1 A 7.2 N 7.6 J 2 Z .1 R 8. 3
158. 4 109. 5 81.7 \ 111.7 89. 6
i ‘ SIS

It is scen that the first hypothesis is by far the most probable one, and it will be assumed

to be correct. The plain-text values derived from it are at once inserted in the text, wherever

a member of category 13 is present.
Now refer to table 13, and particularly to the prefixes and suflixes of the numbers of category
13. They are as follows:

13 2322 3 114262391624 11 321 11919 3
15 3122119 221122111924 112 19 6 15
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A member of category 19 occurs twice as a prefix, and three times as a suffix, five times in
all. Find them in the cipher-text. They are as follows:

Column__._._ F G Column____. K L Column____ Y Z A B
Line ¢ - - __ 13 19 Line s.____ 13 19 Line s____. 19 13 19 13

It is certain that in the line s, 19 represents a consonant, R,N,S,or T, most probably R, on
account of its frequency of combination with E.  Assume then, that in line s, number 19 repre-
sents R,.  What will the other diagraph of 13 and 19 in line ¢ be? Referring to table 11, it will
be found that if 19 in line s of the table is R, then in line ¢ it is G,, thus giving the digraph
13-19 in line ¢ of the text the value E G,

Assume that 19 represents N,.  Then in line ¢, 13-19=E W,,.
Assume that 19 represents S,. Then in line ¢, 13-19=E U,,.
Assume that 19 represents T,. Then in line ¢, 13-19=E C,,

There is not much choice to be made based upon any of these hypotheses. Perhaps more
light can be gained by determining what all the values of 19 would be upon the following
hypotheses:

[ P.-t. Wtd. P.-t. Wtd. | P.-t. Wtd. ‘ P.-t. | Wtd.
value | value | value | value | value | value | value | value
Linein | Freq. I L ]
text | of occ.
(19 in line (19 in line (19 in line (19 in line
s=R,) s=N,) s=3S,) s=T,)
l 2 Q 0.6 Y 4.2 W 2.8 R 16.6
m 4 N 30.4 B 4.4 I 30.4 K 1.6
P 2 W 28 | U 60 | K 8 Y 4.2
q 3 G 5. 4 W 4.2 U 9.0 C 9.9
r 1 B 1.1 0 7.4 F 3.0 I 7.6
8 3 R 249 N 22.8 S 17.4 T 27.0
t 2 Y 2.1 J .4 T 9.0 H 6. 6
67.3 49. 4 72.4 73.5
P.-t. Wtd. | P.-t. | Wtd. | P.-t. Wtd.
value | value | value | value | value ' value
Line in| Freq.

text of oce.

(19 in line (19 in line (19 in line
s=D,) s=L,) s=C,)

l 2 M 5.0 0 14.8 A 14.4
m 4 E 50.4 T 36.0 F 12.0
P 2 I 152 | S 11.6 | B 2.2
q 3 Y 63 | R 249 | D 120
r 1 U 3.0 D 4.0 Y% 1.3
S 3 D 12.0 5 10. 5 C 9.9
t 2 I 15.2 C 3.3 S 11. 6

—
[en}
~1
—
—
)
(1]
—
(=)
w
>
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Of all these hypotheses, only two seem probable, viz., the ones which assume 19 in line s
to equal D, and L, respectively. They give totals which are so close together that it is impossible
to tell which of the two is correct. But if reference is made to the cipher text, in line ¢, columns
G and H, the combination 19-19 occurs. According to the hypothesis 19 in line s=D,, then in
line ¢t the 19-19 combination would equal I I,, which is extremely rare in ISnglish; whereas,
according to the hypothesis that 19 in line s=L,, then in line ¢ the 19-19 combination would
equal C C,, a very frequent doublet.

It would seem then that the hypothesis that 19 in line s=L, is the best one of the lot.
Insertion of the values of 19 and 13 throughout yields the following:

DISPATCH NO. 3

Key: BLOIS
. }RA“Z-OPQRSTUVWXYZABCDEFGHIJKLMN
i;;;‘2(‘“'5-~-EF'GHIJKLMNOP RSTUVWXYZABCD
SIS
BLOEDO PZXX0ZWTSRSFFBXKHYXBY Linel
7 19 24 26 15 5 3 5 17 5 2224 6 23 4 2 22 5 7 19 23
0 0
CMOEDO JNIRNLIFKVORAR VZUGVACCNBT Linem
19 15 26 11 17 18 17 19 24 23 7 4 7 20 11 7 1 11 24 19 26 10 12 20 19 2%
T T T T
DNOEO YLPCWTOLQDVHAZ GZPGJPFERMAQ Linen
8 1 16 25 16 6 1 11 5 7 18 14 7 6 15 16 1 2524 6 1 9 1 16 6 20
EO0OOEDO UDPKFKQEMDSODL OKRTDUVCANL Lineo
1201623815102223712.’0922759262132020129722
FPOEO ZQBORWIUP HQOOGXMTMIJMVUBTZLinep
10 23 4 8 19 8 17 17 1 11 8 17 22 13 3 13 12 3 9 24 10 1 13 21 19 3
S T T T S
GQOEDO GAHPNG R J TLSIPNLW K ETHTIK Lineg
4 13 19 22 17 25 10 18 12 11 19 26 13 2 17 23 13 21 11 18 11 19 14 11 22 25
A R R A A R
HROEDO 0 S E OIBJOPHXSVXGLYUFYA LGKLineI
25 19 9 11 11 9 2 9 20 24 8 9 13 1 18 16 13 22 18 25 8 18 1 23 12 25
D I8 L
I SOEO OLALF EF RNZDXIXZKVBGIQPML Lines
25 1 20 24 13 1 13 19 15 3 13 24 9 8 2 13 1 13 12 16 19 13 19 13 6 22
E E L E E E LELE
JTOEDO R Y H QHQUGQXOUKCMPAQURNZEAC Linet
2 020019 19 4 5 10 17 7 12 6 2 4 10 1 17 1017 7 8 6 8 17 25 4 21
cCC
KUOEDO XNTXICLRSZOAAPH IKSDCHRYRS Lineu
15 15 23 16 23 22 16 18 6 2 7 22 7 4 2315 3 13 15 3 23 22 24 17 23 1
A
LVOEDO W YCQSKKUBJIQWQF‘JHNUKZUSDLine\_I
5 7 17 9 6 2 4 14 24 22 4 21 25 14 4 8 24 5 1 14 2 14 17 2A 10 16
MWOEDO RIBNWMSCSFMNHQDUPPUQLUURAH Linew
2 5 14 10 16 24 4 16 6 11 16 1 18 14 14 6 10 25 18 11 14 2 26 16 4 17
NXOEDO XINGQEDJMRWXXKRYSYV Line x

15
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Only two categories have heen thus far determined. One more will be determined.

Take the C C,in line ¢. It must be preceded by a vowel, A, E, I, or 0. The category num-
ber of the letter concerned is 24, one of high frequency. Here are the total different values for
the four assumptions:

J e g ] | P.-t. value 1 0 , F

| oot | vy | T | R | rgghe |

‘ 5 | —
l 2 G J M F
m 3 S Q E \'
n 1 U G |5 Z
P 1 C A I P
r 1 Z S U X
S 2 Q Y D K
t 1 A E I 0
U 1 F H S G
v 2 R T 0 S
w 1 H U P T
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It is unnecessary to establish weighted frequency values, for it is obvious that the third
assumption is by far the best in its results. Insertion of these values at once enables assumptions
to be made for certain words in the plain-text. For example, the dispatch is seen to start with
the combination =0 M; which suggests the trigraph COM, or SOM, for the beginning of the dis-
patch. Only a little more experiment is necessary and the whole dispatech becomes readily
solvable. It is as follows:

DISPATCH NO. 3

Key: BLOIS
raw.OPQRSTUVWXYZABCDEFGHIJKLMN
E;g;5C\\'S..AEF‘GHIJKLMNOPQRSTUVWXYZABCD
=4 T oo X
BLOEDO PZXXOZWTSRSF‘FBXKHYXBYLinel
7 19 24 2 15 5 3 5 17 5 22 24 6 23 4 2 22 5 7 19 23
COMPLETEGERMANFIRECON
CMOEDO J N RNLIFKVORARBVZUGVACCNIBT Linem
19 15 26 11 17 18 17 19 24 24 7 4 7 20 11 7 1 11 24 19 26 10 12 20 19 24
TROLSYSTEMAVAILABLETOUNITE
DNOEDO YLPCWTOLQDVHAZZGZPGJPF'ERMQLineg
18 1 16 25 16 6 1 11 5 7 18 4 7 6 15 16 1 2524 6 1 9 1 16 6 20
DSTATESFORDIRECTSALESYSTEM
EOOEDO UDPKFKQEMDSODLMOKRTDUVCANL Lineo
12 6 16 23 13 15 10 22 23 7 12 20 9 22 7 5 9 26 2 3 2 2 12 9 7 22
EMPLOYSALTERNATINGCURRENTA
FPOEDO ZQBORWIUPFHQOOGXMTMIJMVUBZ Linep
10 23 14 8 19 8 17 17 1 11 8 17 22 13 3 13 12 3 9 24 10 1 13 21 1 3
NDHASACCURACYTOTWOMINUTESDO
GQOEDO GAHPNGQRJFTLSIPNLWCEKIETHTIEK Lineg
4013 19 22 17 2 10 18 12 11 19 26 13 2 17 23 13 2 11 18 11 19 14 11 22 25
FARCSTOPGERMANSHAVEPERVFECT
HROEDO OSEROIBJOPHXSVXGLYUFYAELGEK Lner
25 19 9 11 11 9 26 9 21 24 8 9 13 1 I8 16 13 22 18 25 8 18 1 23 12 25
EDAPPARATUSALONGLINEGSNOWBE
ISOEO OLALFVEFHRNZDXIXZKVBGIQPMLLin(‘§
25 1 2 24 B O11 13 19 15 3 13 24 9 8 2 13 1 13 12 16 19 13 19 13 6 22
INGDEVELOPEDBYGENERALELETCT
JTOEDO RYHAQHQUGQXOUKCMPAQURNZEATC Linet
2 02019 19 4 5 0 7 7 12 6 2 4 10 1 17 1017 7 8 6 8 17 25 4 21
RICCOMPANYSTOPJAPANESEABOU
KUOEDO XNTXICLRSZOAAPHBIKSDCHRYRSLinGL_l
15 15 23 16 23 22 16 18 6 2 7 22 7 4 23 15 3 13 15 3 23 22 24 17 23 1
TTOCONCLUDENEGOTIATIONSTFOR
LVOEDO WWDYCQSKKUBJIQWQFJHNUKZUSD Linev
5 07 179 6 20 4 14 24 22 4 A 2 14 4 5 24 5 1 M4 20 M I oA 10 16
PURCHASEOFSAMESTOPGENERALD
MWOED®O RIBNWMSCSFMNHQDUPPUQLUURAH Linew
2 5 14 10 16 24 4 16 6 11 16 11 18 14 14 6 10 25 18 11 4 2 26 16 4 17
ESCRIPTIONINACCORDANCEWTITH
NXOEDO XIINGQEDJMRWXXKRYSYV Line x
15 . .

=

Section XIII
RECONSTRUCTION OF OTHER ALPHABETS

Par. | Par.
Purpose of reconstruetion._____________________ 64 i Procedure in reconstruction of AL4.____________ 68
Preliminary requirements to the reconstruction.__ 65 | Procedure in reconstruction of AL3. . o ___. 69
Complete keys for the dispatches herein analyzed. 66 ‘ Procedure in reconstruction of AL2____________._ 70
Study of keys_- oo _____________________ 67 i Results of complete reconstruction______________ 71

64. Purpose of reconstruction.—Having reconstructed Alphabets 1 and 5, it is obvious that
if Alphabets 2, 3, and 4 could be reconstructed, then any message could be solved directly from
the sliding strips, providing the full keyword for each message were known. It will now be shown
what the preliminary requirements for such a reconstruction are, and how, if these are met, the
process can he accomplished.

65. Preliminary requirements to the reconstruction.—It may be stated at the outset, that
a prerequisite to the reconstruction of Alphabets 2, 3, and 4 is a knowledge of the complete key
setting for a certain number of dispatches. This is the case even though dispatches may be
solved by detailed analysis with only a knowledge of the setting of LAY, CW1, 3, 5, and RAW.
The principal purpese of reconstructing A2, 3, and 4, is to eliminate the necessity for this
detailed analysis along the lines indicated in the preceding section.

Another prerequisite to the reconstruetion is the possession in the set of dispatches of certain
ones enciphered by means of specific relative settings to be described below. ILacking such
messages, the process cannot be accomplished, but failure to have the requisite dispatches, when
a considerable amount of them are available for study, would be rather rare, as will be apparent
when it is stated that in the set of but 10 dispatches herein studied there were found three cases
which met the required conditions.

66. Complete keys for the dispatches herein analyzed.—I[t was stated in paragraph 47,
secetion X, that the key settings for C'W2 and 4 were not indicated for the set of 10 dispatches
prepared by the Code and Signal Section, Navy Department. It may be well to state the
reasons therefor.

It has been shown that the permutations of the automatically displaced CW1, 3, and 5
vield an enciphering key of 17,576 letters. MNanual displacements of CW2 and 4 yield 676 sets
of such keys. The theory behind the secrecy of CW2 and 4 was that each station could be
assigned o dilferent pair of key settings for these two wheels, and thus avoid the accidental
encipherment of two dispatches by different stations, in exactly the same key.

Now from a consideration of what has gone before, it will be obvious that such a procedure
would be more or less futile. Firstly,it would really make the solution of dispatches from the same
station easier, because all dispatches originating from it would be in the same setting as regards
CW2 and 4. Sccondly, in order to communicate with any station, a special keyv-setting code,
showing what the settings for each station are, would have to be at hand at every station, and
this list would have to be changed and distributed frequently, entailing many practical difhi-

culties.  Thirdly, so far as the writer can see, the chances of two stations enciphering two mes-
sages by exactly the same key (of seven letters, if given complete) would be somewhat remote,
being in the ratio of 1: 267 or about 1 in 10 billion; even if it did occur, the solution of only 2 or
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3 messages in identical keys, by the superimposition method, would be utterly impossible. At
least 50 such dispatches would be a minimum for that method of solution. The chances for a
set of stations selecting on the same day the same keyword 50 times are exceedingly remote.

Usage of the machines in the military service would require that the entire keyword of
seven letters be indicated for each message, so that every station could communicate with every
other one without reference to any code book giving key settings, or to any secret list giving the
settings for any cipher wheels.

With this in mind, it was desirable to see how difficult the reconstruction of AL2, 3, and 4
would be under such circumstances. Having first satisfied himself that such a reconstruction
is absolutely impossible without a knowledge of the key settings applicable, and having already
recovered and demonstrated the plain text of all ten test dispatches the writer requested the
Code and Signal Section to indicate the key settings for CW2 and 4 for the 10 messages. He
was informed that the setting for CW2 was the same as for CW3, that for CW4 the same as
that for CW5, in each respective keyword. For example, in the keyword AGRAM (Dispatch
No. 1), C\V2 was set to R, and CW4 to A. The list of complete keys is therefore as follows:

i Setting

| Dispatch Keyword p—

% LAW | CW1 | CW2 | CW3 | CW4 | CW5 | RAW
i 1 AGRAM . A | G| R|R | A | A | M
2 COBAN .70 c | o | B | B | A | A/|N
‘1 3 BLOIS. . ___. B L 0 0 I I S
“ 4 AGANA____________. A G A A N N A
1 5 CUNEO_____________ C 8] N N E E 0
; 6 DOVER _____________ D 0 \Y \Y E E R
‘ 7 GENOA_____________ G E N N 0 0 A
‘ S HAGUE____________. H A G G 0] U E
‘ 9 MONTE_____________ M 0 N N T T E
‘ 10 NEPAL______________ N E | P P A A L
& \

67. Study of keys.—This list was then carefully examined to find two messages which meet
the following requirement, viz, that as regards CW2, 3, and 4 there should be a case in which
the two dispatches should have the same pair of key letters indicating the initial setting for CW2
and 3, or for CW3 and 4. The purpose in finding such messages is, naturally, to be able to com-
pare the cipher resultant of two specific cases wherein the differences in the cipher resultants for
the same plain-text letter will be due solely to the displacement of a single cipher wheel.  Three
dispatches were found to conform to this requirement, viz, nos. 5, 7, and 9. In these three mes-
sages CVW2 was initially set at N, and likewise CW3, although of course the similarity between
the setting letter on CW2 and 3 was only a condition arbitrarily brought about by the system
adopted by the Code and Signal Section, and is not a necessary condition to be met. The setting
of CW2 and 3 in cach dispatch can he different; it is only that for the purposes of this reconstruc-
tion the pair of settings for CW2 and 3 for one dispatch coincide with that for CVWW2 and 3 for
another dispatch. Considering only nos. 5 and 7, it will be seen that whatever difference there
be in the cipher resultants for the same plain-text letter enciphered in the same position as
regards CW1, 2, 3, and 5, will be due solely in the difference in the position of CW4. In no. 5,
CW4 is set at E, in no. 7, at O.
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68. Procedure in reconstruction of AL4,—Set AL5 and RFS in juxtaposition, and prepare
a strip for AL4, writing NCAL4 on the upper half of the strip. Above the AL4 strip place a
sequence of numbers representing the series of contacts of the fourth bakelite separator, which
is to act merely as a basis of reference, as will be explained presently.

Set the strips as shown below, where E of NCAL4 is at SET to correspond with the key
letter applicable in CUNNEEOQO, and ALS is arbitrarily set at A:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

BS4_ oo
ABCDEF‘GHIJKLH%&NOPQRSTUVWXYZA(BCDEF‘..
AlA4. ll J
T S
ABCDEFGHIJKLMNOPQRSTUVWXYZABCD...
AL5. l—,]
HRYMSLAJIWCKUQFNVXEDPGTBZOHRYM..,.
RFS_...__.. TYOEUMXDFJQVKWBNSHCIILRZAGP

As a starting point for reconstructing MCAI4 insert the letter Aunder M of NCAL 4. Con-
sider now some plain-text letter, 6, which enters the LHC’s of AL4 from the ninth contact of
BS4. The cipher resultant, with ALS5 set at A, will be I..

Now apply the I basic cipher-text sequence of table 9 to the cipher letters of the first line
of the CUNEO dispatch and try to find a coincidence between a letter of this basic sequence
and a letter of the cryptogram. Thus:

CW56_.._EFGHIJKLMNOPQRSTUVWXYZABCD
Line U, CUNEO._. HKWZARRPBQBIVYSMPDMQMVUDGC

BosiesequenceNo.4, 7 7 A VEKCMQOSGZJBRUPWLYOFXHDITAYV

—

No coincidence is found. Apply the basic sequence to the next line of text:

CW5.___EFGHIJKLMNOPQRSTUVWXYZABCD
Line V, CUNEO._._ EMZXDPIDLIAWWUBQMEZPIXISNH
E 1

Mg ITAVEKCMQOSGZJBRUPWLYOFXHDITAV

Table 9. ... ..__....

Here it will be seen that the letter E, of the cryptogram coincides with E of the basic sequence,
Referring to the plain-text of the dispatch it is seen that E. here equals G,. The following
equation may therefore be written:

CUNEO. E,, key VNNEE, =G,

It is necessary now to translate this E, to some value present in the GENOA message. Since
the key setting for CW1 in the CUNEO dispatch when the particular E, under discussion was
enciphered was V, and since the key setting for CW1 as regards the first line of the GENOA
dispatch was E, it becomes necessary to find what plain-text letter E, would represent in the
CUNEO message if CW1 were at V. Hence, reference can be made to the table of basic plain-
text sequences (table 11). It will be found that:

(CUNEOQO) If E;inlocus Ev. = G, then
E. in locus Ee T,. That is,

(CUNEO)  E., key ENNEE,=T,.
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Refer now to the E line of the GENOA message to see if there happens to be a T, in the line.
It will be found that T, inlocus Ye=S,. The following pair of equations is then at hand:

CUNEO. T,, Key: ENNEE, = E,
GENOA. T,, Key: ENNOY, = S,

These two equations are comparable except in two terms, viz, those concerning C'\V4 and
CW5. It is casy enough to make them correspond as regards CW5. In the CUNEO dispatch
the encipherment equation applies to the case where C\W5 is set at E; in the GENOA dispatch,
it is set at Y. The matter of reducing the second equation to the case where CW5 would be
at E is merely one of reference to the table of basic cipher-text sequences. Thus:

GENOA. If T, key ENNOY, = S., then
T,, key ENNOE, = D,

Now there are at hand two equations in which the enciphering conditions are identical
except as regards CW4. These equations are:

CUNEO. T,, key ENNEE, = E, (1)
GENOA. T,, key ENNOE, = D, (2)

These equations can now be used to give information with respect to NMCAL4,

Refer to the sliding strips, and set them in the following positions:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
Bo4 .. i
ABCDEFGHIJKL{MNOPQRSTUVWXYZ[:ABCDEF'...
A’XL‘}_-- l
JABCDEF'G[HIJKLMNOPQRSTUVWXYZA}BCDEF...
AL5__. L - '}
[HRYMSLAJIWCKUQFNVXEDPGTBZOHRYMSI_....
RFS__. TYOEUMXDFJQVKWBNSHCILRZAGTP

It will be seen that the enciphering current, in order to satisfy the first of the foregoing
equations, must enter that LHC of CW4 which is arbitrarily designated, merely as a reference,
by the number 9 of BS1. Bearing this in mind slide Al4 to the following position (to corres-
pond with the key letter O, for CW4 in the GENOA: dispatch).

1 2 3 4 &5 6 7 8 9 10 11 122 13 14 1516 17 1S 19 20 21 22 23 24 25 26

B34 L
KLMNOPQRSTUVWXYZABCDEFGHIJKLMNOP..,.
ALs___ ) A
ST GER (IO QRSTUVWXYZABCDETF...
AL5 . K .
HRYMSLAJIWCKUQFNVXEDPGTBZOHRYMSL...
RFS. .. TYOEUMXDFJQVKWBNSHCILRZAGEP
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1t will be found that in order to produce the cipher letter D., given by the second equation, it
will be necessary to insert the letter P under W of NCAL4. Thus:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 21 25 26

BS4__
{

KLMNOPQRSTUVWXYZABCDEFGHTIJKLMNOTP...
AL4___ L 1

ABCDEIF’GHIJKI_'.MNOPQRSTUVWXYZABCDEF...
AL5.__ | '

]

HRYMS‘LAJIWCK}UQF‘NVXEDPGTBZOHRYMSL...

RFS___ TYOEUMXDJFJQVKWBNSHCILRZAGP

This means that in NCAL4 the letter P must be situated, relative to the letter A, in the position
1 2 3 4 56 7 8 9 10 11

AL, ... ... .. P
Now move A4 back to the key-letter E position, and AL35 back to the key-letter A position.
Thus:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
BS4__
J
AL4___ABCDEFGHIJKLMNO'JFQRSTUVW\XYZABCDEF...
|
i
s ’ ABCDEFGHIJ[II(LWMNOPQRSTUVWXYZAB...
Alsoo o =1
HRYMSLAJIWICKUQFNVXEDPGTDBZOHR...
RFS___ TYOEUMXDFJQVKWBNSHCILRZAGTP

Assume a plain-text letter, 6, which in encipherment finally enters that LIIC of C\W4

designated by the number 19 in BS4, beneath which is the newly found value i of A4, The
cipher resultant of 0, would be Q., when CW35 is at A. P

Now apply the Q basic cipher-text sequence to the CUNEO dispatch, and try to find a
coincidence between a member of this sequence and one of the cryptographic text. The following
case will be found: 7

CUNEO. L, key ZNNES, = U,
By reference to the table of basic plain-text sequences, table II:
CUNEO. If L., key ZNNES, =U,, then
L., key ENNES, =H,

Referring to the GENOA message, line E, there is no case where the letter Hy occurs.  But
this does not put an and to the investigation by any means. It is merely necessary to translate
the equation into terms of an F line of the GENO.\ dispateh, and this can be done by means of
the table of basic plain-text sequences (table 11). Thus:

CUXNEO. If L, kev ENNLS, = H,, then
L., key FNNES, = E,. 3)
Referring to line F of the GENOA message, it will be found that

GENOA. E,, key FNNOI, =X,
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It follows, therefore, that
GENOA. E,, key FNNOS, = U, 4)
Putting together the two basic equations:
CUNEO. E,, key FNNES, =L, (3)
GENOA. E,, key FNNOS, = U, 4)
Set the sliding strips to the following position:
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
BS4____ f SN ——
ABCDEFGHIJKLMNOPQRSTUVWXY ZABCDEF .
AL4____. ' \
{OPQRSTUVWXYZABC’fDEF‘GHIJKL{VI‘NOPQRST.
AL5_____ f)
FNVXEDPGTBZOHRYMSLAJIWCKUQFNVXED .
RIFS.____ TYOEUMXDFJQVKWBNSHCTIL RZAGP

It will be seen that equation (3) is satisfied, in that 6, (which here enters into AL4 from the

nineteenth contact of BS4) equals L..

Then moving ALL4 to the following position:
1 2 3 4 5 6 7 8 9 1011 12 13 14 1516 17 18 19 20 21 22 23 24 25 26

BS4..__ ;
KLMNOPQRSTUVWXYZABCDEFGHIJKLMNOP .
ALd_ . Y—
OPQRSTUVWXYZABCDEFGHI” LMNOPQRST.
AL5_ . ' !
FNVXE W ZOHRYMSLAJIWCKUQFNVXED .
RFS . EUMXDFJQVKWBNSHCILRZAGP

and tracing U, backward, it will be seen that F must be inserted under G of NCAL4 to satisfy

equation (4). This gives the following placements in MCAL4:
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

F .
As practice, let the reader corroborate the following cases:

C., key WNNEN, =
INFK (] ’
CLUNZY { C., key ENNEN, =R,
R,, key ENNOR, = P, _
R,, key ENNON, =J, } GENOA
Result: In AL4: Place K under Q of NCALA4.

e | Mo key VNNEF, =
CLBDO{ M, key FNNEF, =

key FNNOR, =T )
Py, , . )
P,, key FNNOF, =F, } GENOA

Result: In AL4: Place H under K of NCALA4.
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Continuation of this process yields the following:

ABCDEFGHIJKLMNOPQRST
S .

VWXYZ
R L B R R Bl S P.G.

U
M.

Only half of the MCAL4 has been reconstructed, and it would seem as if nothing further can
be done because one of those irritating circumstances in alphabet reconstruction, where only
half of the cycle can be recovered, Las here been encountered: the key settings for CW4
for the two messages are an even number of intervals apart, and only two half-cycles can be
recovered.

It would, of course, be possible to construct the two halves independently, and then try
to assemble them correctly, but the process of assembling is apt to be very difficult. Another
way can be and was chosen out of the difficulty.

If only one letter of the second half-cycle can be inserted in its proper position, then recon-
struction of this second half-cycle can be completed by reference to the same two messages,
CUNEO and GENOA. But how can the correct position of this single letter be determined?

It will be remembered that there was another dispatch in which CW2 and 3 were at the same
key settings as in the CUNLEO and GENOA dispatches, viz, the MONTE, Dispatch No. 9.
Fortunately, the two key settings for CW4 in the CUNICO and MONTE messages are an odd
number of intervals apart (E to T = 15 intervals), so that any value derived from the application
of a placement in ALt from the CUNEO message will be sure to initiate the second half of the

cycle at the proper point.
Set the strips to the following positions:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

BS4____
|
AL4 { .EFGHIJKLMNOPQRSTUVWXYZABCD. ..
T 5 dt F.J.H.A.B.K S.M.P.G.Y.R..
AL5 { ABCDEFGHIJKLMNOPQRSTUVWXY?Z.,
T HRYMSLAJIWCKUQFNVXEDPGTBZO
RFS____ TYOEUMXDFJQVKWBNSHCILRZAGTP

Assuming a current to enter AL4 from the ninth contact of BS4, the cipher letter would be T..
Applying the T basic cipher-text sequence to the CUNEO dispateh, the following case is found:

EFGHIJKLMNOPQRSTUVWXYZABCD
Line2 key V__________________ EMZXDPIDLIAWWUBQMEZPIXISNH
Basic sequence No. 14, table y._ TFXIGMBJAUVK. ..

Referring to the plain text of the dispatch, it is seen that M. in the position shown repre-
sents C,. This yields the following:

TN M., key VNNEF,=C,
(G2, { M, key ONNEF,=N, . .................. (1)
N,, key ONNTA, =Y, s
MﬁwyONNTFﬁ=L...@)}MON1E
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Place the sliding strips to correspond with the first equation; thus:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 1V 18 19 20 21 22 23 24 25 26

BS4___.
. .EFGHI J-K LMNOP Q RSTUVWXYZABCD.
AL4 '
.. .I .F. H . . B ’ .M.P..G.Y.R.
FGHI J MNOPQRSTUVWXYZABCDE
ALs..__
LA c K NVXEDPGTBZOHRYMS
RTS..__ TY M XD QVKWBNSHCILRZAGTP
)

On tracing the path taken by the current, backward from RFS, it is seen that the thirteenth

contact in BS4 is the one involved. ' o
Now moving AL4 to the key letter T (for MONTE), and tracing I. backward, it will be

found that Q must be inserted under F of NCAL4. Thus:
1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

BS4____. |
TUVWXYZABCDEFGHIJKLMNOPQ'RS.
AL4_____ i
M P.G.Y.R.I'.F.J H.A.B KJ S .
FGHIJKLMNOPQRSTUVWX\YZABCDE
AL5.___. ' ———__i]
LAJIWCKUQFNVXEDPGTB|ZOHRYMS
RIFS_____ TYOEUMXDFJQVKWBNSHC‘%LRZAGP

From that point on, the two original CUNEO and GENOA dispatches may be used to
complete the reconstruction. Thus:

Ae, key UNNEJ, = H,

A, key FNNLEJ, = M,
M,, key FNNOQ,
M, key FNNOJ,

CUNEO {

= To| ian
Hc} GENOA

Result: In AL4: Place L under D of NCALA.L
Continuation of this process soon yields the complete alphabet, which is as follows:

[ABCDETFGH
N

A4 J JKLMNOPQRSTUVWXYZ
BRI IYERTIAQF 0

I
JOHVAWBLKDSXMCPZGU

G9. Procedure in reconstruction of AL3.—IHaving reconstructed AL4 the next thing to do
15 to reconstruct AL3. [For this, after AL4 (or AL2) has been reconstructed, only one
dispateh i1s necessary, providing CW3 has been automatically displaced during the course of
its encipherment. The GIENOA dispatch was employed.
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The following equations may be studied:
Since ‘(c, kev FNNOD, =S, then
X, key LNNOD, —T .. RPN (1))
But D, Ley L \OOI =H,, hence
T,, key LNOOD, =T, . . . (2)

Here there are two encipherments of the same plain-text letter, T,. In the first case CW3
was at N, in the second, at O, with all the other cipher wheels at the same positions in both cases.

Again a set of sliding strips is arranged, with ALL4, AL5, and RIS as the knowns, AL3 the
unknown which is to be reconstrueted. As before, a series of numbers representing the contacts
of a bakelite separator, BS3, may be used merely as a basis of reference.

Referring now to the foregoing equations, since in (1) AL3 is at N, and AL4 at 0, with AL5
at D (key LNNOD), the cipher letter X, when traced backwards from RFS hrings one to R in
NCAL3. Assume as an arbitrary starting point that the current for this letter T, enters C\W3
from the 20th contact of BS3. The letter G of NCALS3 is found beneath this contact, and
hence R may be inserted under the G.  Thus:

1 2 3 4 5 6 7 8 9 1011 12 13 4 15 16 17 18 19 20 21 22 23 24 25 26

BS3____..
J
NOPQF R STUVWXYZABCDEFGHTIJKLMNDO
AL3._____ L |
.. . R . .
AL4 {OPQR?JTUVWXYZABCDEFGHIJKLMNOP
P § WL SN
BLKDISSXMCPZGUYERTIQFNJOHVAWBL.
DEFGHIJKLMNOPQRSTUVWXYZABCDE
ALO ______ ‘l———l
MSLAUIWCKUQFNVXEDPGTBZOHRYMS
RES_____. TYOEUMXDFJQVKWBNSHCILRZAGTP
7

Now for the second equation: T,, key LNOOD, =T.. The current will again enter AL3
from contact 20 of BS3, but AL3 will now be at 0. Tracing the cipher letter T, backward
from RIS, it will be found that B must be inserted under H of NCAL3 to satisfy the equation,

Thus:
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

BS3......
OPQRSTUVWXYZABCDEFG L IJKLMN
AL3 . L 1
OPQRSTUVWXYZABCDEFGHIJKLMN
AL4 . |
BLKDSXMCPZGUYERTIQFNJOHVAW
|PEFGHIJKLMNOPQRSTIUVWXYZABC
AL5 ____. (' -
| MSLAJIWCKUQFNVXEDPGTBZOHRY
RFS______ L$ YOEUMXDFJQVKWBNSHCILRZAGEP
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Then AL3 is again slid back to key letter N, AL5 back to A, and the new placement gis
used as a basis for determining the next insertion in MCAL3. Thus:

1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

BS3.____. i
BCDEFGHIJKLM

JNOPQRSTUVWXYZA
AL3. i
. .RB .
OPQRSTUVWXYZABCDEFGHIJKLMN
Ao I " IQFNJOHVAW
BLKIDSXMCPZGUYERT
ABCDEFGHIJKLMNOPQRSTUVWXYZ
AL5 ... Ir |
HRYMSLAJIWCKUQFNVXEDPGTBZO
RFS. ... TYOEUMXDFJQVKWBNSHCILRZAGEP

The new value I; when traced through yields K.. Referring to the cryptogram and applying

the K basic cipher-text sequence (table 9) to the text, the first coincidence is found in locus

Uh, where D, =Fj.
The following equations result:

GENOA Since D, key IINNOU, =F,, then

(lst I)art) Dc, key IJLTNOU, = CD L T Y (1)
But Cp, key LNOOT, = A,, hence
GENOA i
(2d part) CD! ke)v LN OOU, = Vc .« e (2)

These two equations are now used to give an additional placement in MCALS3.
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Referring to the strips, the following is the new result:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 15 19 20 21 22 23 21 25 28
BS3__._. . .
|
...NOPQRSTUVWXYZA:BCDEF’GHIJKLM
AL3_-_-~ ‘ i
. . .. R B .
J...OPQRSTUVWXYZABCKDEFGHIJKLM’I
Al4____ |l |i
l...BLK‘DSXMCPZGUYER“TIQFNJOHv’AW.
...UVW"XYZAB‘ECDEFGHIJKLMN PQRST
AL5____{ —
.. .PGTBZOHRYMSLAJIWCKUQFUNVXED
RFS____ TYOEUMXDFJQVKWBNSHCILRZAGP
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 I8 19 20 21 22 23 20 25 26
BS3..._. .
...OPQRSTUVWXYZABCDyEFGHiJKL!‘.N
AL3_ ... , —
. . . RB .
... 0PQRSTUVWXYZABCDEFGHILJKLMN
1\114____; I'_'-""‘_'
...BLKDSXMCPZGUYERTIQFNJJOHVAW
J...UVWXYZABCDEFGHIJKLMNOPORST
AL5____ | |
l...PGTBZOHRYMSLAJIWCKUQFJNVXED
RFS____ TYOEUMXDFJQVKWBNSHCILRZAGP
T

This process is continued until the entire sequence in MCALS3 1s established, yielding the
following:

M
J

J QRS UVWXYZ
I WNYV UAYHAQM

<

L N
G 0

AL3 _{ABCDEFGHI K OFP
T TSKPLDRBETIZ CF
70. Procedure in reconstruction of AL2.—Iaving at hand AL1, 3,4, and 5, it is now a very

simple matter to establish AL2. Any deciphered message will do, and the process is thought to
be sufficiently obvious to warrant its being passed over with a brief mention. By tracing
through any plain-text letter, from LIS, through ALI, and the resultant cipher letter backward
from RES, through AL, 4, and 3, the continuation point of the circuit, established in AL2 by
the circuit from AL1 forward and from AL3 backward, becomes fixed. The entire AL2 is
as follows:

D

EF K
wvJd

IJ IE
XMHY

%

AL2. . {

71. Results of complete reconstruction.~—It is obvious that when all five cipher alphabets
have been reconstructed, the translation of any eryvptogram enciphered by means of the same
horizontal permutation of the cipher wheels as that emploved for the 10 test messages is no
longer a process involving analysis, but merely one involving decipherment by manual operation

A G
0 F

"0 L

B C MNOPQRSTUVWXY?Z
R L GTKNCZSUEADTIAGQB

56973—34—7
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then?
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basic plain-text sequences would be . e cip s e
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‘hi 3| listribution upon the basis of singie aiphabet subs ;
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: e i Y it Le other three cipher wheels,
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ach one of the cipher alphabets. There
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Each of the 10 tables of basic sequences would have
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72. Introductory statement.—\When a dispatch has been enciphered with the machine
set to the normal or DIRECT position, the decipherment is efiected merely by setting the
machine to the REVERSE position and depressing the keyboard keys corresponding to the
cipher letters. The appropriate famps of the lightboard, corresponding to the plain-text letters
are illuminated. It may De well to demonstrate how this is accomplished electrically.

73. Study of electrical circuits in encipherment and decipherment.—The accompanying
sketeh (fig. 3) 1s intended to show how the enciphering-deciphering reciproceity is effected. The
diagram applies to only one pair of letters, viz, A,= Y., when the effective key setting of the
cipher wheels is AAAAA. When the machine is set to DIRECT and key A is depressed a circuit
is established as follows: From positive of battery 1, along conductors 2, 3, through closed key
A, conductor 4 to movable contact 5, which, when the machine is set to DIRECT, is in juxtapo-
sition with fixed contact 6. Thence the current continues along conductor 7 to a contact 8 in
LES, through the cipher wheels to a contact 9 in REFS, along conductor 10 to contact 11. Another
movable centact 12, touches fixed contact 11 when the machine is set to DIRECT, and the
current continues along conductor 13, through lamp Y, conductors 14 and 15 to negative of
battery. Lamp Yislighted. Thus A,=Y,. There are 26 such sets of connections, one for each
letter of the keybouard.

Now when the encipher-decipher set serew is turned to REVERSE what Lappens is that the
whole set of 52 movable contacts such as these shown at 5, 16, 12, and 17 are shifted to the left
so as to make contact with another set of fixed contacts, 26, 23, 31, and 20. Now suppose key
Y is depressed. The following circuit is established. Ifrom positive of battery 1, through con-
duetors 2 and 18, closed key Y, conductor 19, movable contact 17, which ia now against the left
fixed contact 20, conductor 21, fixed contact 11 (the connection hetween fixed contact 11 and
movable contact 12 being broken), conductor 10, contact 9, through the cipher wheels (these
being at the proper position for deciphering), contact 8, conductor 7, fixed contact 6 (the con-
nection between movable contact 5 and fixed contact 6 being broken), conductor 22, fixed
contact 23, movable contact 16 (which is now against fixed contact 23), conductor 24, lamp 4,
conductors 25 and 15 to negative of battery. Lamp Aislighted. Thus Y.=4,. It will be noted
that when set to DIRECT the direction taken by the current is shown as being from left to
right through the cipher wheels; when set to REVIERSE, it is from right to left. (Of course if
the connections at the battery are reversed, the directions taken by the current through the cipher
wheels will be opposite to those shown, but the directions for the DIRECT and REVERSIE
settings will still be opposite to each other.) This change in direction is brought about by a
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and exit provided by the conductors fgr th.e curll'ent, effected by .
the shifting of the contacts 5, 16, 12, and 17. "‘l‘he change in the direction ;)i prf)g_j,lrels‘rsnzrflttl;i
current through the cipher wheels is of no &gn}hcnr}(’@ so far as the resultslo ?n]clp‘l‘eeSl]lmntS
decipherment are concerned, for after all, the direction has no effect upon t 16? c1tp f1161 TS thrlou(,li
It is really only the circuit established that counts, and whether the ?urlenf ow - 1ett§r
that circuit in one direction, or the opposite, the resul.t as gxpl'csso(l n t‘l‘le orm of a cip .
or a plain-text letter, is the same regardless of the dlre'ctlon of the c.unentx.\v1 ST

74. Comparison of results of the two methods of using the mgchme:——ilﬂr ien sto ° bec:mse
the cipher resultants for the same plain-text letter for 26 depressions are different solely g

reversal in the points of entry

30
LFS RFS 1§ /
P
32
il Ve -8 ————— PATH THRU CIPHER WHEELSE VAT et
33 DIRECT R e
(DIRECT\ON OF CURRENT) Q)\Rr-:cno:u OF CU .
«———— CIPHER WHEELS —m—~ 74
TO A LOWER
RIGHT HAND .
CONTACT IN 3 o
REAR PLATE, s
4/
2
7 4 J f29
24 54
S
PR

TO A CONTACT
1IN LFS.

GCONTACTS.
20/,
192
({3
EY«Y,,& LAMP A
K i i %
18/
7 ‘M'ﬁ\\ Ny
Fic. 3

of the displacements of CW5. The path taken by the current from the closed key to a contact
in LFS, and thence through CW1, 2, 3, and 4, is exactly the same for all 26 depressions. The
path only changes at the very end of the journey. Now suppose the machineisset to REVERSE
and a message is enciphered. It will be seen, on reference to the sketch of the circuits, that
depression of key A will establish a wholly different circuit from that previously noted when
the machine is set to DIRECT. With movable contact 5 against fixed contact 26, the current

flows from positive of battery 1 along conductors 2 and 3, closed key A, conductor 4, contacts

5 and 26, conductor 27 to contact 28. Movable contact 16 being against fixed contact 23,

the connection between contacts 28 and 16 1s broken and the current continues along conductor
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29 to contact 30 in RFS. Thus a wholly different path is provided for the current into the
cipher wheels than was the case with the machine set to DIRECT, and the cipher resultant will
be different from that produced at the DIRECT setting. The current may emerge at contact
32 in L¥S, thence along conductor 33 to the lower right hand fixed contact of some set of fixed
contacts other than those shown. And while successive depressions of key A will constantly
bring the current to contact 30 in REFS, the cipher resultants will all be different due to two
causes: Firstly, to the successive displacements of CW5, and secondly, to the effects of this
displacement upon the subsequent path taken by the current through the rest of the cipher
wheels. In contrast to the case in direct operation, here the path changes at the beginning
of the journey of the electric current through the cipher wheels, whereas in the direct method
it changes at the end of the passage through the first four cipher wheels.

Now with CW1, 2, 3, and 4 undergoing no displacement, it is apparent that for every
position of CWW5 there is but one path through CW5, 4, 3, 2, and 1 for a current initiated by a
given key. That is, there can be but 26 paths for each plain-text letter through the five wheels,
or 676 paths for the entire keyboard (CW2, 3, and 4 undergoing no displacement). Then when
CW1 becomes displaced another set of 676 paths is set up. But, when messages are arranged
in lines of 26 letters (as described before), the different equivalents of the same plain-text letter
falling in the same column are due solely to the displacements of CW1 so long as CW2, 3, and 4
undergo no displacement. It will be remembered that in the direct method of operation the
different equivalents of the same plain-text letter in the same vertical column are also due to the
displacements of CW1, but the details of the cause of the difference are not the same in both
cases.

75. Results of foregoing ohservations.— It should be clear that if the machine has been
used to encipher a set of dispatches with the normal DIRECT setting, and these dispatches
have been solved by cryptanalysis along the lines indicated in the preceding sections, the solution
of another set of dispatches enciphered with the REVERSE setting should offer very little
difficulties. It has been shown how the table of basic cipher-text sequences and the table of
basic plain-text sequences can be reconstructed from an analysis of the former text (DIRECT
operation). Having these two tables the analysis of text enciphered by the REVERSE method,
with the same horizontal permutation of the cipher wheels, is very much facilitated. The
method is strictly analogous to that described in the preceding section, with modifications
necessitated by the difference in the applicability of the tables of basic cipher-text and plain-text
sequences. For in the direct method the cipher letters finally emerge from the REFS, and have
been spoken of as helonging to the table of basic cipher-text sequences; in the reverse method,
the cipher letters emerge from the LFS, and must therefore be considered as belonging to the
table of basic plain-text sequences applicable to the direct method. In order, however, to avoid
a complete reversal of terminology, no change will be made in the names designating the two
tables, and it will be understood that in the reverse method the plain-text letters come from the
table of basic cipher-text sequences of the direct method, and that the cipher letters come from
the table of basic plain-text sequences of the direct method. As before, the letters composing
the text are distributed into 26 classes. Identification of 2 or 3 classes is made by recourse to
principles of frequency and repetition. Then identification of the remaining classes is made by

filling in the skeletons of words suggested.

76. Solution of illustrative example.—An example will serve to make the process clear.
The illustrative alphabets employed in the first few pages of this paper (p. 10) will be used, in
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i ; - ‘ . I{eyword: SIMITH
connection with which the table of basic cipher-text sequences applicable was shown as table 1,

page 19. The table of basic plain-text sequences for CW1 is as follows: ews ABCDEFGHIJKLMNOPQRSTUVWXYZ
i . v hl e <la R m
TABLE 14.—TABLE OF BASIC PLAIN-TEX'I: SEQUENCES FOR CW1 OF ILLUSTRATIVE I{\SI 21:3) }5 E: E {\OA
: ALPHABETS (P. 10) o n HBNRQBMWAJOQUYRDCSLTVVKAED
11 12 13 14 15 16 17 18 19 20 21 22 23 2% 2 26

4 19 24 6 12 19 22 9 15 23 18 12 10 3 6 4 17 2 11 25 5 5 20 15 13 21

-
(%)
©w
IS
3}
=3
-1
®
=]
=

ASBYRPLWUQNEMHUJOCVI o FQUSKMDGYWIKWQCNPNJIRHQNCHW
DGZTKXF
gJEUSNWAPXVIZLF‘DMGRKQY(I”;ggg p GIX0ZVJBLRVDJGZCBCKEMAPUVY
BAMXGFEWTN
Cggg;gXi};igéUWGQOBVEPIHZXDY qg ALCOUIPRWOZEEMNNUDGAWDUJVKG
D AG
EBVPJDCLYERTH)Z()O(BPA};iggggI\\/IgéIK r SBUYAXCRHBLGKYEWCHLPEWUNJZ
LTSGMDNHCEOW
gCWRKZMTUPLDNVQEAYBoiiiig;: s EXDIJBNTMPODJZTFHSLQFDLWRHTF
TKOFINXG
HgigggigggiéCRBSPEHQNDVMKOU t PYYKOKKDFQYJAZGBOYREYXXXRF
I
DRKP
JAUXOJMEEiEZ{,g\g;};};gSg%gLNYW u YGNRXIHRPIBIWZFFKULUKIXXARQA
K|FMDHETIU
LNZF‘AHUPXMOECYTBLDKIWSG‘;i};g v DUXHLBSKCHORRDNONYRJQSPONKX
JQVTXWIDAKZ
Migtgsgég;%EQgHAFCOBKPMJNTX w WPACQVWNAKFVNYFFUYNOOADVDR
N
TPUM
oRlséigiﬁggg}s{gggggtﬁgigILNF x NPQJDRHAZPRRABFJRHLOTFTVTL
P|WR :
QHQKNXYIVBACGF‘RLDOMPSEUWZTJ y EJZWNQGFNTIP
RMKILYEWONPADGJHZRTCUVXBF'QS o . . .
VRNQTSBCKFPOJUZY IAHGXWEDML Now it is obvious that there exists between members of the same category the same relation-
S GLWBXPORVQFYUTIJ HKDMCAENTSZ ship here as was found to be the case in the study made of the dispatch solved in section XII.
o XCEUOQRWLDVF‘ IYKBZPNHTAGMJ S In the latter case it was observed that the determination of the value of a member of any class
: PFAYGJBTI NXEMKUWHQSDRLCOZYV led directly to the determination of the value of any other member of the same class, through
! ZPHWI OMEQGFLSDYRVJUB CTKAXN the intermediacy of the table of basic plain-text sequences. In this case the letters of the eryp-
i XBVUZDLOTHPI NWSJCREMKFYGA togram having been distributed into classes according to their location in the table of basic
) gBARSTJ PUIKM CZGNLFYXWDQVHE plain-text sequences it follows that the relationship between members of the same class can be
; UDGZFKQNHYWXTAI CMJVLORSEPB found by reference to the table of basic cipher-text sequences.

For example, let us assume that
the first letter of the dispatehisM,. Since thelocus of this letteris {'m, on referring to the table

of basie cipher-text sequences, table 1, page 19, the letter M is sought in column U. It is found
z in line 14 of table 1. The class in which N, was placed is 6. There are two representatives of

class 6 in line n of the dispatch, viz, in locus Dn and locus On. Refer now to line 14 of table
1 and find the letters in columns /) and 0. They are N and F, respectively. This means that
if N.= M, in locus Um, then R in locus Dn equals N, and R, in locus On equals F,.  Similarly
the values of the rest of the members of class 6 for the whole dispatch are found by reference
to table 1. It is only necessary that the correct value of one member be assumed. It was
shown in section XII how the correct, or most probably correct value can be selected by weighted
frequency determinations. The same method is, of course, here also applicable. When the
values of 3 or 4 categories are determined by this process as indicated above the skeletons of

words soon manifest themselves. It is thought that further demonstration of the process of
solution is unnecessary.

Now allocate the letters of the text of the dispatch shown below to 1thefir b.nsu; pi‘iunt—t(}*).;é
s inni i i N, i m, ¢ -eferring to the ta
Tor ex beeinning with the first letter, N, 1n locus U'm, and 1 g
sequences. For example, beg g the : 1 B ey
it wi g line m of table 14, falls in column 0.
above. it will be found that the letter N, In Ty
ot i i 23 line m of the table, and so on. e fits ’
of the dispatch, P, 1s found in column 23, ' x S lenara
i 1Sp¢ alls in class 14, because H occurs 1n colu , lin
second line of the dispateh, H, locus An, fa , 1 ! e
) g i i i1all the letters have been allocated into theirrespec
the table. The process is continued until al . : int :
Zlfflsses The 1‘esullts for only the first two lines of the dispatch are shown herewith as an example

of the process.

77. Solution when tables of basic sequences are not known.—In the foregoing case it was
assumed that messages enciphered upon the reverse method of encipherment were intercepted
after messages enciphered upon the direct method had been solved, so that both tables of basic
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The question, of course, arises: What if
Can the dispatches be solved?
First,

sequences were already known to the cryptanalyst.
the reverse method were the first that had been employed?
The answers to these questions also assume a two-fold form, based upon two cases.
when the LFS und RFS are known, and second, when these sequences are unknown,.
78. Solution when LF3 and RFS are knowua.—In the direct method of encipherinent it was
shown that each horizontal line of 26 letters could be reduced to elements constituting a unique
single-mixed-alphabet substitution cipher. In the reverse method of encipherment, it should
be clear from what has gone before, that each vertical column of 26 letters can also be reduced
to elements constituting a unique single-mixed-alphabet substitution cipher. The mathematical
basis for the reconstruction of AL5 in the former case is also applicable to the latter case only
it is AL1 that is to be reconstructed first and not AL5. In the former case by virtue of a knowl-
edge of the RFS, all the letters of the cryptogram can be converted into their NCALS5, equiva-
lents. A statistical analysis of these equivalents enables one to reconstruct ALS; this then leads
to a reconstruction of the table of basic cipher-text sequences; the last process enables one to
resolve the letters of the horizontal lines of text into single-alphabet distributions. It follows,
therefore, that in the case of reverse encipherment all the letters of the cryptogram can be
converted into their NCALI, equivalents (since AL1 is the one concerned in producing different
cipher resultants for similar letters in the same column) by a knowledge of the LFS. A statis-
tical analveis of these equivalents should lead to the reconstruction of AlL1, this to a reconstruc-
tion of the table of basic piain-text sequences, and then the letters of columns can be resolved
Experiments with dispatches have shown that there are

into single alphabet distributions.
The solu-

no difficulties in the method and it is thought unneccessary to go further into detail.
tion of the single alphabet columns will be discussed later.

79. Solution when no sequences are known.—In the absence of a knowledze of the LFS
and REFS, the analysis is, of course, much more difficult, and a large volume of text is necessary,
but it is by no means impractical of achievement. The mathematical theory of repetition and
nonrepetition necessary to the reconstruction of basic sequences as developed in section V applies
here to the columus of dispatches instead of the horizontal lines. If only two basic plain-text
sequences can be reconstructed, the entire table can then be derived by appropriate modification
of the principles elucidated in section VII.

80. Illustration of recoustruction of a basic plain-text sequence.—In order to test the

applicability and truth of the hypotheses outlined in the preceding paragraph, a series of 50

dispatchesin a known set of alphabets was prepared.  In this series there were found 23 messages

in which the key setting for CW1 was such that the successive members of a pair of lines were
enciphered with the key settings 0-P for CW1. These 23 pairs of lines were subjected to a care-
ful frequency analyeis. IFor evample, every time L. occurred in the O line, the letter directly

beneath it in the P line was tabulated. The result was as follows:

)

ABCDEFGHIJKLMNOPQRSTUVWXY?Z

- = - —

i

The letter L was found to occur 26 times in line 0, and the letter Y was found to occur most
often beneath L in the P line. Refer now to the table of basic plain-text sequences (table 14),
and specifically to the 0 line. Find L, and it will be seen that Y stands directly beneath it.

By taking the sequence LY as correct, and studying P-Q horizontal lines, to find what letter
most often occurs in the Q line beneath Y in the P line, it would be found to be M, providing a
sufficient amount of text were available. It is stated here that the LY sequence was selected
for demonstration because it conformed to the results expected on the hypothesis, but there is
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no doubt whatever that eiven ga | ;
ate e a larger volume of text, say 100 messaces. tl i i
all conform strictly to the requirements of the theory.’ ) #es the tubulations would
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 Solut; . . . .
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having been indicated, form i orizontally, In the sover ooDetitions
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ever, althcugh the words here too read hor § e repetiti o only D i
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' ro ) inding a sufficient amount of text f
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: i » messages from that stat how
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33. Cause of repetiticns in the basic sequences.—It has been stated (s.oc pp. 30, 32) that
repetition of at least one letter in each basic cipher-text sequence 1s an unavoidable phenomenon
j i i 71 * -n whyv this is the case.
in this machine. It will now be shown why this s t ' B

It may be stated that whenever the interval between two letters in MALSD 1s the same as
the interval between these two letters in the normal alphabet, that 1s, I\ALL‘S, then a I‘(‘])thtl'()-ll
of one letter in each basic sequence is produced. Thus, for example, AL5 of the illustrative

alphabets is as follows:

VWXY?Z
NALS_ .. ABCDEFGHIJKLMNOPQRSTU

T\TAL;)B,___ F‘RISYADPLJUXZGKO@’FV_V(?\./I\./IEEQN
Consider the pair of letters B.. ... H in MALS5. The interval between them coincides

with the interval separating them in NALS. Therefore, whatever (‘11)1101'.]olt01" 15 1)1'(?(111C0(11f01t'
0. when B of NALS is the entering point for the enciphering current, 6, if again enciphered at
p .

A , ) ‘ B
six letters removed from its first occurrence must involve Hofl NALS, mnl. tl]llb' the same cipher
lotter will be produced for the second 6y as for the first. Note the following diagrams:

|
NAL5- HIJKLMNOPQRSTUVWXYZA}?CDEF‘GHIJKL...

-
MALS. PLJUXZGKOBTWCVMHEQNFRISYADPL.JUX.. .

!
RIS TYOEUMXDF‘JQVKWBNSHCILRZAGP

J
NAL5. NOPQRSTUVWXYZABCDEF‘G!;{IJKLMNOPQR. —

|

MALS. GKOBTWCVMHEQNF‘RLSYAI)PLJUXZGKOBT
|

RES__ TYOEUMXDF‘JQVKWBNSHCILRZAGP

Refer now to the first basic sequeace of table 1, page 19, which reads as follows:
YONDSWMAUZXF‘LQKG}QVHRBTECJP

Note the repetition of X in this sequence, at an interval s.ix. In the same table it \\'11L1 blelfmm‘d
that there is a repetition in all the sequences and tha.t the mt’ervnl between the 1"0‘1)0:110( ‘e.tf(‘lsv
is always siy, though the letter that is repeated is d.lfforont 111.0:‘1(-11 sequence. The c_onb\timlci
in the interval is due to the fact that it is always this same paiwr of letters, B..... H, in MALS
that is involved in producing the repetition.
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Now if there were two cases in which the same phenomenon with respect to the interval
between a pair of letters in NALS5 cccurred, there would be two repetiticns in each of the basie
scquences; if there were three, there would be three cases, and so on. If MALS5 coincided with
the normal alphabet, each basic sequence would consist of but one letter repeated 26 times.
Thus, the use of such an alphabet in CW35 would result in producing cryptograms completely
monoalphabetic in constitution.

It is obvious, therefore, that a certain amount of care must be exercised in establishing the
mixed alphabet in CW5. Normal alphabet intervals between its letters must be avoided so
far as possible.

The question raises itself: Can a mixed alphabet be constructed such that the interval
between ne two of its letters will coincide with their interval in the normal alphabet? The
answer must be in the negative in every case in which the alphabet is one composed of an even
number of elements, such as oursis. Why this is the case cannot Le demonstrated here, for it
would require a discussion involving the Theory of Numbers, a subject bevond the scope of
this paper. Suflice it to say that the best that can possibly be done in this case is to reduce
the number of repetitions in cach basic sequence to but one, the miniinum pessible number,
This is of interest only in a purely theoretical way, for the eccurrence of several cases of repetition
in each basic sequence would not materially weaken the system.! It is evident that much care
was taken in establishing the mixed alphabets of the test messages, for if examination be made
it will be found that in no alphabet is there niore than one case where the interval between two
letters coineide with their interval in the normal alphabet.

S84. Recovery of ciphker alphabets from a small amournt of deciphered text.—It was not long
after the author had written the explanation given in paragraph 34, section VIT, page 38, relative
to the possibility of reconstructing ALS from a few lines of cipher text and their equivalent
plain-text, when he was afforded an excellent opportunity of testing his threories, in the form of
an actual example. Private Benjamin R. Brigman, then on duty in the Code and Cipher
Compilation Section of this oflice had, previous to his entry into the military service, been in
communication with the Hebern Electric Code Co. That firm, wishing to demonstrate the
security of their machine sent him a eryptogram and indicated the key. So sure were they of
the seereey of the dispateh that they felt it unnecessary to break up the cipher text into regular

groups of five letters, as is usual in practice, but left the dispatch in its original word lengths,
and even stated that the text was a poem in English. They challenged Brigman to solve the
message.

The following is the cryptogram as submitted to Brigman:

Key: GORDON-Z, write ELEANOR
Setting of wheels: 5-4-3-2—-1, with #4 and #5 inverted.

KB BTR EKSMO DG TNS GDNX AAT XCN ICA
IDUSEA AJEF HI RGZ TKCD FP AQWDJ YD MON
ZK DA JGE ONW HXTCHQC WOSG WTMCP BN RF
GUUKHEJ II XHR WARHVH FQ QIKCW HGBQLY
PWVHHROT SMHLME PHGEEPNFY

1 In an alphabet consisting of any odd number of elements, mixed alphabets can be constructed so that in
no case will there be two letters whose interval in the mixed alphabet corresponds to their interval in the normal
alphabet. For a mathematical discussion of this point sce A. Sinkov, TVe eristence of alphabets having no
interval repetitions, Technical Paper of the Signal Intelligence Section, 1934.
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He fitted the following poem to the text, word for word, by their lengths, after a long search
through various books of quotations:

KB BTR EKSMO DG TNS GDNX AAT XCN ICA
IN THE PHOTO OF HER HERO SHE CAN SEE

IDUSEA AJEF HI RGZ TKCD FP AQWDJ YD MON
THINGS THAT DO NOT SHOW SO CLEAR TO YOU

ZK DA JGE ONW HXTCHQC WOSG WTMCP BN RF
OR ME FOR HER OUTLOOK EVER SEEMS TO BE

GUUKHEJ II XHR WARHVH FQ QIKCW HGBQLY
COLORED BY HER DREAMS 1IN WHICH GOLDEN

PWVHHROT SMHLME PHGEEPNFY
SUNSHINE GLEAMS ENDLESSLY

There could not be the slightest element of doubt but that the clear text shown was correct,
for the chances of finding two different pieces of clear text that would exactly fit the cipher text
word-lengths, group for group, are exceedingly remote. But Brigman could not “prove” the
correctness of the clear text by a cryptographic analysis. Soon after his entrance upon his
duties in this section he submitted the matter to the writer, who realized the surprisingly good
opportunity afforded by such a test. It may be stated that the results were entirely successful,
Both Alphabets 1 and 5 were completely reconstructed, as was an equivalent Alphabet 2-3-4,
and the Table of Basic Cipher-text Sequences.

85. Procedure followed in tests.—The first thing to do was to determine whether the
DIRECT or the REVERSE method of encipherment had been employed. If the former, then
the test was to {ind the cases in which the two cipher equivalents of one pair of identical letters
in one line of text coincided with the two cipher equivalents for another pair of identical letters
in the same columns but in a different line. The key indicated was, of course, of no use in the
analysis, because it was evident that the key actually employed was the cipher resultant of
depressing the letters of thie name ELEANGR upon the keyboard, with the original setting
GORDON-Z. Now it has been noted in previous work that it is most convenient to arrange
the text so that the initial letter of each line gives the initial points of the various basie cipher-
text sequences, in other words, so that the letter O of RAW is the key letter for the beginning of
cach line. In this case it becomes almost essential to do this, and provision must be made for
it. The dispateh was accordingly written out in the manner shown below.

Note that each line after the first contains 52 letters so arranged that the key letter of ALS5,
as well as of RAW, whatever they be, can be made to apply to any column and the rest of the
Leat be properly aligned on that basis. For example, suppose that the first letter had been
enciphered with ALL5 at A. Then a vertical line drawn between the Z and A columns would
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properly align the rest of the text in lines of 26 letters; if the first letter had been enciphered
at B, the line would be drawn between the Y and Z columns, and so on.

ABCDEFGHIJKLMNOPQRSTUVWXYZABCOEFCAT SKLMNG BARS TR Y2
INTHEPHOTOOFHERHEROSHECANS

)

- KBBTREKSMODGTNSGDNXAATXCNI
EPHOTOOFHERHEROSHECAN, I

b{ SEETHINGSTHATDONOTSHOWSO
BBTREKSMODGTNSGDNXAATXCNICAIDUSEAAJEFHIRGZTKCDFPE&%
ETHINGSTHATDONOTSHOWSOCLEARTO E

C{ YOUORMEFORHEROUTLOOK
AIDUSEAAJEFHIRGZTKCDFPAQWDJYDMONZKDAJGEONWHXTCHQC%X
RTOYOUORMEFORHEROUTLOOK

d{ EVERSEEMSTOBECOLOREDBYHERDRE
JYDMONZKDAJGEONWHXTCHQCWOSGWTMCPBNRFGUUKHEJIIXHRWAR
RSEEMSTOBECOLOREDBYHERDREAMSINWHI

e CHGOLDENSUNSHIN

{GWTMCPBNRFGUUKHEJIIXHRWARHVHFQQIKCWHGBQLYPWVHHRO?gﬁ

MSINWHICHGOLDENSUNSHINEGL

f{ EAMSENDLESSLY
VHFQQIKCWHGBQLYPWVHHROTSMHLMEPHGEEPNFY
AMSENDLESSLY
LMEPHGEEPNFY

Now note the following two cases:

In locus Ob, H,=G, and in locus C’b, H,=D,
In locus O¢, 0,=G, and in locus C’¢, 0,=D,

Here there are two cases such as are necessary to be found, if the DIRECT method had
been employed. The reasoning behind this is as follows:

When the direct method is used, identical letters in the same line of text are enciphered by
members of the same basic ciplhier-text sequence. Therefore, if by chance, the same basic cipher-
text sequence is again employed, and if there happens to be another case of two identical letters
in another line of text, and in the same columns as the letters of the first pair, and the cipher
equivalents of the second case coincide with those of the first case, then it follows that the
direct method had been used. If, on the other hand, the reverse method had been used, then
such cases would be impossible to be produced (this follows from the mechanico-electrical
relations described in the previous analysis). Hence, it scems certain that having found such a
case as that noted above, the direct method was the one employed.

The same basic test can now be used to determine where the vertical line mentioned above
should be drawn, to show the key setting of CW5. Where should this line be drawn in this case?
It is certain that it cannot be between colunins 0 wud C’, for tlieu the relationship shown between
the pairs H, =G, and H,=D, would be impossible. Therefore, the limits of the position of the
line are already defined by this much: It must fall somewhere between columns C and O, or
between C’ and N’.

A search was then made for (1) additional cases of the nature discussed above, or (2) a case
in which the requirements as to the relation between plain-text letters and cipher equivalents
are not complied with. Note the following:

Inlocus {'d, 0,=H, and in locus N’d, 0,=K,
In locus Ue, IE,=H, and in locus N’e, E, =L,
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Since the cipher letters in column U are the same (Hc) and those 11?1 CO]lll.llI]f I\{; m:g (tllllfi(terilxllz
(K. and L), with the same pairs of plain-text letters involved (0 and E), lvt 0 0\\1 S
rertical li lie somewhere between columns U and N’. It has nlr.cud_y been shown tha
e oot 1ol " (fr ] -eceding case) and therefore
the line cannot fall anywhere between columns 0 and C” (from the prec ( 31 »
it follows that the position of the line is somewhere between colmm,ls C :11’1( l. ' e
There are no cases of repetition to be found between columns. C npd N’ and we must t
fore be content with the delimitation found thus far for the Ve.rtlcal line. A
The next step was to try to reconstruct as 1111:1011 of.nny l):]Sl.(‘ sequence‘as. 1)0‘5511) lg, eI
indicated repetitions of plain-text letters and tll(’l.l‘ equivalent cipher letters ll?getw 1tlm .md.ine
The writer reasoned that it was extremely lll«:f‘ly that tl](}. LFS nn(lll} 1Afm‘ YI‘C n ‘qti,(m
used to encipher this poem were the same as those 1n the llcl)nc'hmes sullnnllfue(tl o1 e\“l:f]i’(ltmms’
because, 2s it has already been stated (see footnote to p. 53) 1t seemec t mvt“ 1? niil tl‘le. e
Lad in mind a fixed and standard wiring for the rear plate. At any rate, 1t was worth g
ake a trial. o N
N ““‘)}1;(’ olxp(‘rimonting with a sliding strip for ;_U,S, :1}1(] Fhe known RIS, in :1‘ Sll(l)tl"tl(t,;llffll.gllill.(i
follm\'i‘ng ALS5 was reconstructed from the partial basic cipher-text sequences resulting i

study of the text:

ALs_..[A B

GH
| F PG

[exlieN

MNOPQRSTUVWXY?Z

%B%I\FA 11\6 EHQWLRCJXSOYKEN
It is not thought necessary to give the details of that work. ' Suflice it to sn;v t‘l.mt l:lt?]ti{llg
a knowledge of ex:ictly where the vertical line should go a (‘(‘l‘tﬂll.l nmou‘nF of C-XDTIIHITO;']‘FV]?{]]
was 110('058?:11‘)7 before a complete MALSD sequence c.ould he ostnb]lshod \\luc‘hS \\lou (] lst{i;bhi‘, t‘ho
the requirements of the text, viz, that the apphcntlgn Of.‘L]lO AL5 upen II{I* ]‘sllout( t\ o the
cipher letters shown in the cryptographie toxF f()I'.I(]{’,Iltl('z}] letters of t 10' D aml 0_\1.S e
completing the work it was found that the vertical line must})(; placed bet;\ 00‘11 (‘;) 1}11};1‘if 7 t‘]mt
G’ (p. 103), and that the text should be arranged as shown below.  Let the reader verily that

this is the case, and also verify MALS.

ABCDEFGHIJKLMNOPQRSTUVWXY?Z
INTHEPH
a{ KBBTREK
HING
OOFHERHEROSHECANSEET
b{gl’\I‘AODGTNSGDNXAATXCNICAIDUSE
TOYOU
THATDONOTSHOWSOCLEAR
C{iAJEF‘HIRGZTKCDFPAQWDJYDMON
SEEMS
ORMEFORHEROUTLOOKEVER
d{ZKDAJGEONWHXTCHQCWOSGWTMCP
INWH
BECOLOREDBYHERDREAMS
e{gIC\)IRF‘GUUKHEJIIXHRWARHVHF‘QQI
END
HGOLDENSUNSHINEGLEAMS
f{}igWHGBQLYPWVHHROTSMHLMEPHG
LESSLY
E\EEPNFY
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After MALS was reconstructed the entire table of basic cipher-text sequences was easily

reconstructed. Following this AL1 was reconstructed by reference to the text. It was found
to be as follows:

ALl {ABCDEFGHIJKLMNOPQRSTUVWXYZ
‘J"“EHLNSVZCF‘KMQUYDJPRWAGIOTBX
Then an equivalent AL2, 3, and 4 was reconstructed, as follows:
o e ABCDEF‘GHIJKLMNOPQRSTUVWXYZ
Equivalent 2-3-4..__. {YQWTBUMXKRDLIZGESFPVONHCAJ

(These are not the “converted alphabets”, but the real ones; that is, in using them, a letter
ol the normal component is traced to the same letter in the mixed component.)
Test the following set of strips on the text, with the initial points as shown in the diagram:

LFS____BSXRZTKDNGCHMVOLYQEUPWJAIF‘
\L1 ABCDEFGHIJKLMNOPQRSTUVWXYZ
‘J““EHLNSVZCF‘KMQUYDJPRWAGIOTBX
AL2-3-4 JKLMNOPQRSTUVWXYZABCDEFGHTI
o """ \IRDLIZGESFPVONHCAJYQWTBUMZXEK
AL5 TUVWXYZABCDEFGHIJKLMNOPQRS
“"”XSOYKENFIZDTMPGAVUBHQWLRCJ
RES.... TYOEUMXDFJQVKWBNSHCILRZAGTP

It is clear that by using these strips the correctness of the clear text has been established to
an absolute degree.  One error in encipherment (or copyving ?) was found. The letter H, of
the word SUNSHINE wus incorrectly designated by the letter H,; it should have been Y..

It is obvious that the analyst is now in a position to solve all other messages written by
means of the same cipher wheels in the same horizontal permutation. This shows how far-
reaching the effects of finding even a short message with its decipherment would be in actual
practice.

86. Analysis by superimposition.—The met hod of analysis of cryptograms by recourse to
the principles of superimposition are, of course, among the most fundamental processes in
cryptanalysis, and are resorted to only when all other methods fail. In this superimposition,
letters which have been enciphered by the same sccondary alphabets are brought together within
the same column, and the column is then analyzed on the basis of pure frequency. VWhen a
sufficient number of letters is included in such columns, solution can always be achieved, no
matter what method of encipherment has been emploved, or how complex.

In the case of this machine, when the key words for dispatches are known, the principles
of superimposition can be applied to this cryptographic system. It is possible, of course, to
use the machine in conjunction with a code book for indicating the key words, in which case
enemy cryptanalysts might have no clues as to the key word for each dispateh, providing that
the code system adopted really affords the kind of secrecy necessary for the purpose.  But the
necessity for using a code hook would constitute such a very serious disadvantage that for

practical reasons it would be most advisable to dispense with such use and take chances on
what information the enemy could obtain from a knowledge of the key words.

It is obvious from what lias gone before, that every one of the secondary alphabets of this
machine can be given a number, and that every letter of every message can be allocated to
the secondary alphabet to which it belongs. If a sufficient amount of text is available, it can
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easily happen that 50 or more dispatches can be superimposed, thus yielding columns of 50 or
more letters which then constitute the elements of single alphabet substitution ciphers. Solution
of such columns is possible by recourse to the simple principles of frequency. It is unnecessary
to indicate how the allocation can be made, for it will be obvious to anyone who has a thorough
comprehension of the mechanics of the system of cipher-wheel movement. If every station
has a different setting as regards CW2 and 4, then the traffic of the most important station may
easily yield a sufficient number of dispatches for superimposition, since in this case only 17,576
secondary alphabets are involved. If the same cipher wheels and the same horizontal permu-
tation are used for a number of days, then there would be no question about the availability of
a suflicient amount of text for superimposition and solution.

56973—34—38
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NO. 9

DISPATCH NO. 8
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Note.—Underlined portion represents error in encipherment.
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DISPATCH NO. 10

Key: NEPAL. (Effective key: OEQBM)

raw. OPQRSTUVWXYZABCDEFGHTI
222 2cws. DEFGHIJKLMNOPQRSTUVWX
36006 =
OEQBM._____ {
SIIBXARUNDEGXDZMMQXYA
PFQDO..... {MYGENERALSTAF‘FCIRCULA
EUZWCLGRBMQKTCCGHVPTF
QGQD 0o {APANESEPROPAGANDAHERE
HUDXZSPNOLYVCTRECGUJSE
RHQDO-..... {INASTOPUNITEDSTATESMI
PMLJBRYOMCVTNPQPYDMNT
SIQDO-..-. {YANDECONOMICALMENACES
(EXVMNPXQYIIRFXZZGKGZT
TJQDO------ | RINTERFERENCECHINAAND
QIAFMVDUFCLQJAGCZABBD
OGRS {IACOMPELSJAPANTOBUILD
JYWPOTPFGWLBXMMBDJVLF
VLQDO------ {NTAINNAVYBEYONDMEANSS
PXDJKBXCNIFSCMGSTGBTO
WMQDO..--. {LLINGTOMAKESOMEREDUCT
(KLHCCUPDQXCPTFOBLMVYZ
XNQDO. ..o TMUSTRETAINNAVALSUPRE
HDGGHVTFWQRQFHKHNLXQJ
Y0QDO.._... [FWESTERNHEMISPHEREPRE
(GSNSEJQWRBIUKVGTOUETB
ZPQDO._._. IMERICAFROMEVERINTERFE
YCXQTBPJDMUSIROKYMADDO
AQQDO...... {NTHEIRDOINGSINTHISPAR
MBKHVB
BRQDO..... {EWORLD

Note.—Error in underlined portion.
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TABLE 15,—TABULATION OF 6, 6 PAIRS IN TEST MESSAGES
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TABLE 19.—TABULATION OF 6, 6, PAIRS IN TEST MIESSAGES

10
TEST MESSAGES

TABLE 18.—TABULATION OF 6, 6, PAIRS IN
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