APPENDIX |
PREPARATION OF PIN AND
LUG SETTINGS

1. Pin Settings

a. Prepare a table of the key wheels by lisimg@)phabetical
order, the letters appearing on the face of eadatelvihe first
rotor, A to Z; the second wheel A to Z, ommiting YWe third
wheel A to X, omitting W, the fourth wheel A to tthe fifth
wheel Ato S; and the sixth wheel Ato Q.

b. Prepare a set of 156 cards, 78 of which amkedaR (right)
and the remainder L (left). Shuffle the cards thigfdy and
draw one at a time. Start with A on wheel nhumberaid
prepare the key list in accordance with the camdsvd: If a
card bears an L, cross out the letter; if a camrdan R, do
not cross the letter. Only letters with effectiveagpare then
shown in the key list (table | page 13). More thsix
consecutive effective or noneffective pins on arhyeal must
be rearranged in order to prevent use of such aeseg. A
random arrangement, in which from 40 to 60 peradnihe
pins are in the effective position, is assuredhy method.

2. Lug Settings. To prepare a table of favorable lug settings,
proceed with the following steps in the order given

a. Selection of Numbers. Select a set of six numbers from
either group A or group B in appendix Il. Sets afmbers
selected from group B must not exceed 10 percetiieof



total sets selected. The sets are selected atmafidon the
table, and a set is not used a second time asdengther
uniused sets are available. Sets of numbers froooipgB
should be used at irregular intervals and shoukdsnoceed
each other in key lists.

b. Rearrangement of Numbers. Rearrange the numbers so
that they appear in random order.

c. Distribution of Overlaps. When the two lugs on lugs of a
bar are both placed in effective positions,axerlap results.
The total overlaps is found by substracting 2@ gitamber of
bars on the drum) from the total of the six numbara set.
The overlaps required for each set of numbers heen b
calculated, and is given with the sets appearirgppendix II.
Distribute the overlaps among the numbers accorthnthe
following four rules:

(1) Most of the six numbers should be involved

(2) Overlaps should include numbers which separated,
and numbers which are side by side.

(3) Several small overlaps should be used #@fepence to
one large overlap.

(4) There must not be more than four overlagtsvben any
two numbers. It is permissible, however, for a namio have
a combined overlap of more than four. (The numbrirl
subpar. A below has a compbined overlap of five).

Thu above rules offer a general guide for overlaridution.
But some deviation can be made from all but thee rul
appearing in subparagraph (4) above, which musaysdvbe
followed.

d. Checking Placement of Overlaps. The overlaps must be so
placed that a single number, or the sum of any tineg, four,
five, or all six of the numbers, yields all the wa$ from 1 to
27, inclusive. Remember that the result of twoaite



lugs on the same drum bar is one. As an examplabie Il
there are three effective lugs in column 6, and effiective
lugs in column 3, given a total of four. Howevewotof the
effective lugs are on one bar which cancels theceféf one
lug, yielding a result of only three. Hence, thepar total for
columns 3 and 6 is three (two plus one) and nat fou

e. Preparing Lug Setting Work Sheet. The effective lugs
(represented by X's) are now entered on a worktskiealar
to that shown in table Ill; lugs in the same coluame placed
on successive drum bars in as many cases as th&apve
condition permits. The completed work sheet shohtl
checked carefully for accuracy with the resultshaf previous
steps. The zero positions need not be shown orliaid.

f. Preparing Lug Setting Table. Convert the lug positions set
up on the work sheet to a form illustrated in tadblgpage 15,
by writing the numbered positions of the lugs opi@osne
number representing the drum bar. Determine thei@as by
referring to the number plate (29) at the rearhef drum-bar
cage.

g. Complete Prepartation of Lug Setting. The following
example serves to illustrate the prepartion ofgasietting. The
steps are numbered to correspond to the stepsilmEdan
subparagraphs 2a to 2d.

(1) Select a set of numbers from group A.
1, 2,3,5, 10, 12 Overlaps = 6
(2) Rearrange the numbers.
2,12,1,5, 10,3



(3) Distribute the overlaps.

Columns: 1 2 3 4 5 6
2 12 1 5 10 3

I—A

(a) All of the six numbers are involved.

(b) Colums side by side: Columns separated
4 and 5 1and5
1 and 6
2and5
3and 6

(c) Small overlaps are used in preferencenlarge one.

(d) Overlpas involving only two numbers do retceed

four.
(4) All values from 1 to 27, inclusive, are olotad. For
example:

1 is given by column 3.

2 is given by column 1.

3 is given by column 6.

4 is given by columns 1 and 6.

5 is given by column 4.

6 is given by columns 3 and 4, and so on.



h. Alternate Overlap Distribution. Overlap distribution of
the following from produces a good key but does fotow
strictly the rules for overlap distribution. Lugttegs of this
nature should be kept in a minimum in key lists.

1 2 3 45 6
1 5 12 103 2
32 |l_1_|

3. PURPOSE. The foregoing limitations are imposed to
provide the greatest amount of security possibkaenshifting
of the alphabets, and to add to the difficulties emfemy
cryptanalysts engaged in making a mathematicalyaisabf
the messages.



Table 1ll. Position of drum-bar lugs work sheet
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APPENDI |1
SETS OF NUMBERSAND OVERLAPS

FORLUG SETTINGS

| Group A

Overlaps

11 3

Overlaps
34810 1

Sets

3012301901
o A — <« —

OO~ O©OOMN~O0 I~
ST LOOWOLW OOMNN~LWLWw
DO MOMOOMOOOOOOMT T
ANANANNNNNNNNNN
B B B B B B B B e B B B

e A NN N
YB°33°°3 Y
©LWWMNO©NND W~
TYTOLWLLOWLS I
ONOONNTOM®
NANANNNNNNANAN

34711 1

2
2

[Q\
—

©
Lo
<t
@\
—

AN

3
©
<
™

Q\

D OMOMOMOOMOOMOOOOOOOOOMST I T
N

OO dNMAH

o e A A

o~S oo
©©O©< < W
tTTOMOmm
NN NNN N
e A A

AN AN ANANANN

gayege
QO M~ OO M~
OWwLw o O LW
MMM OMOMS

AN AN ANANANN

< T <

NMO
—

QO M™~O
1w o
N MM
AN NN
— 1

NN N
S do
N~ © I~
O O ©
< < <
NN N

L I B B O O o O e IR o R R O o O e I o IO R R o R e R e IO o O R o R



6
6

Overlaps

Sets
1236 912
1236 813

Sets Overlaps
1236811 4
1236712 4
1237810 4
1245910 4
1245811 4

37 911
37 812
451011

© O O O

12
12
12
12

45 912

12457 12 4

1245613 4
1246711 4

1246810 4
124789 4

1247 9 10
1247 8 11
12 341113

6
7

12341012 5
1234 913 5

MNNMNNMNNMNNMNNMNNMNNMNNMNNMNNMNNNMNNOGD 00 0 0
NN ATNONNDONASTANOONMNM
11111111111111111111
OO0V ONOVNODNDNVD O OO
111 — — — ™ e 1
O O©ONNMNNIDL OO ONN®OL OO NI~
DO TTTTTTO OO OO M
NN ANNANNAdNANAN NN ANNNNNNN N
e B e B e B e B e B o I e B e B B e I I I e I I e I I I I I o |
DOOLLOLOLLOLOLOLWOLWOLWL O O O OO
—
TN AN OddaN MO dNONm N ™M o
01111111111111111111
198987989879878ﬂ0090
Lo —
O OOONNILOD OO OMS o 19110 ©
Mmoot TSI Oomm
NaaaaNaNANNANNNNNNNNNNNN N
Lo B e B o B o B e B e B e e T e T e T e B e e B e e T e e IO e B e MR



Overlaps
8

Sets
12451112
12451013
1246 913
12461012
12471011
1247 912
1247 813
1248 911

8
38
38
8
8
38
38

10
10
10
10
10
11
11
11
11
9

1248 913
12481012
1246 1113
1247 1112
124 71013
123 71213
12461213
12471113
12481112
1247 913

9
9
9
9
9
9

8 1011
8 912
1247 913
12 351213

12
12

< <
AN N
—

3 61113
3 71112

9

1247 1012

2. Group B
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