PREPARATION OF PIN AND
LUG SETTINGS

|. Pin Settings

a. Prepare a table of the rotors by listing, iIn
alphabetical order, the letters appearing on tice faf
each rotor: the fist rotor, A to Z; the second rdido Z,
ommiting W, the third rotor A to X, omitting W, the
fourth rotor A to U; the fifth rotor A to S; anddtlsixth
rotor Ato Q.

b. Prepare a set of 156 cards, 78 of which andkeda
R (right) and the remainder L (left). Shuffle thards
thoroughly and draw one at a time. Start with Arotor
number 1, and prepare the key list in accordande wi
the cards drawn: If a card bears an L, cross auletter;

If a card bears an R, do not cross the letter. Gattgrs
with effective pins are then shown in the setti(tgbles

| and IV). More than six consecutive effective or
noneffective pins on any rotor must be rearranged |
order to prevent use of such a sequence. A random
arrangement, in which from 40 to 60 percent offimes

are in the effective position, is assured by thethnad.



2. Lug Settings *

To prepare a table of favorable lug settings, pedce
with the following steps in the order given:

a. SELECTION OF NUMBERS. Select a set of six
numbers from either group A or group B (pars. 1 and
app. Ill). Sets of numbers selected from group Bstmu
not exceed 10 percent of the total sets selecteel séts
are selected at random from the table. Sets of etsnb
from group B should be used at irregular intensaisl
should not succeed each other in key lists.

b. REARRANGEMENT OF NUMBERS. Rearrange
the numbers so that they appear in random ordeh Ea
number indicates the number of lugs to be placemhen
of the effective positions on the drum. Lug placetae
may be randomized in each column as long as the
necessary overlaps are obtained and all other
requirements met.

c. DISTRIBUTION OF OVERLAPS. Although there
are tow lugs on each bar, the bar can be movebeto t
left only once for each rotation of the drive kn¥shen
both lugs of the same bar are in effective pos#jdhe
condition is described as an overlap. The total mem
of overlaps produced by a given set of numbersusd
by substracting 27 (the number of bars on the drum)
from the sum of the six numbers

* This dicussion pressuposes a thorough unaigdgig of paragrahs
63 and 64c.



In that set. The number of overlaps required faheset
of numbers has been calculated, and is given \migh t
sets (pars 1 and 2, app. lll). The following ruider a
general guide for distributing the overlaps (some
deviation may be made from all except the ruledh (
below, which must always be observed):

(1) Most of the six positions on the drum dddoe
iInvolved in the overlaps.

(2) Overlaps should occur between positiongciwvh
are separated and between positions which arebgide
side.

(3) A small number of overlaps should occur be-
tween several positions rather than a large nurober
overlaps between only two positions.

(4) There willnever be more than four overlaps
between any two positions. It is permissible, hosvev
for a position to have a combined overlap of mbiant
four. (Positions 5 in table Il has a combined d¢serof
5.

Izlote. When all the lugs in a particular position on tram
are overlapped, the condition is described asommplete
overlap. Column 2 in table Il illustrates a complete daer
During one rotation of the drive knob, bars 6 anehay both
be moved by the operation of either rotor 2 or byrotors 2
and 5 operating together. Thus when an effectineopi rotor
5 comes into play, rotor 2 can have no additioffi@ce upon

the process of encipherment. For this reason, théetier
check cannot insure that all the pins on rotore2 ar



correctly set, and the rotor must be checked inudigeDo

not avoid the use of a complete overlap in lug settings; the
occasional use of settings of this type adds tost#wurity of
the system. It is not advisable, however, to hageenthan one
position on the drum completely ovelapped in anitirsg
Whenever a setting contains a complete ovelap, sérisk
will be placed beside the number of the correspamndotor in

the pin setting, directing attention to a footnateich warns
the operator to “check this rotor thoroughly.” (Téyambol (*)

Is used in this manual.)

d. CHECKING PLACEMENT OF OVERLAPS. The
overlaps must be so placed that a single number
(representing the number of lugs in a given pasibo
the drum) or the sum of any two, three, four, fioeall
six of the numbers, yields all the values from 12
Inclusive. Remember that the result of two effexlivgs
on the same drum bar is one. For example, in tible
there are seven effective lugs in column 6, andhteig
effective lugs in column 5, given a total of fiftee
However, two of the effective lugs are on one Wbians
the effect of one lug is canceled, yielding a resil
only fourteen. Hence, the proper total for colurBrend
6 Is fourteen (eight plus seven minus one) and not
fifteen.

e. PREPARING LUG SETTING WORK SHEET.
The effective lugs (represented by X's) are nove et
on a work sheet similar to that shown in tablellgs in
the same column are placed on successive drumrbars
as many cases as the overlap condition permitshélf
overlap condition makes it necessary



or more convenient to place the lugs on bars whreh
separated, it is permissible to do so.) The coragdlet
work sheet should be checked carefully for accuracy
with the results of the previous steps. The zesitioms
need not be shown on this chart.

f. PREPARING LUG SETTING TABLE. Convert the
lug positions set up on the work sheet to a fonmilar
to that illustrated in table IV, by writing the nbered
positions of the lugs opposite the number reprasgnt
the drum bar. Determine the positions by refertmthe
number plate (29) at the rear of the drum-bar cage.

g. COMPLETE PREPARATION OF LUG SETTING.
The following example serves to illustrate the
prepartion of a lug setting. The steps are numbé&ved
correspond to the steps described troughd above.

(1) Select a set of numbers from group A.

1,2,4,7,8,11 Overlaps = 6
(2) Rearrange the numbers.
11,2, 4, 1,8,7
(3) Distribute the overlaps.
Positions:
1 2 3 4 5 6
2 1




(a) Five of the six positions are involved.
(b) Positions side by side: Positions sdpdra
5and 6 arid 6
2 and 5
3and5
(c) A small number of overlaps occur between
several positions rather than a large number oflape
between only two positions.
(d) All values from 1 to 27, inclusive, arbtained.
For example:
1 is given by position 4
2 Is given by position 2
3 is given by positions 2 and 4
4 is given by position 3
5 is given by positions 3 and 4
6 is given by positions 2 and 3, and so on.

3. Purpose

The foregoing limitations are imposed to provide th
greatest amount of security possible in the slyfinf

the alphabets, and to add to the difficulties oéren
cryptanalysts engaged in making a mathematical
analysis of the messages.



Table I11. Position of drum-bar lugs work sheet
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Table I'V. Suggested form publishing keying information contained in
tables | and |1

(SAMPLE) PIN AND LUG SETTING
(Effective date)

Drum-Bar Rotor Pin Setting
Lug Setting (Pins on letters listed below are to be placedh® t
Drum Lug right. All others are to be placed to the left.)
bar Position

1 0-4 1 2* 3 4 5 6
2 3-0 A A A -- - A
3 3-0 B -- B -- B B
4 3-5 -- -- -- C -- --
5 3-5 D D -- -- D D
6 2-5 -- E -- E E --
7 2-5 -- -- -- F F --
8 0-5 -- G G -- -- --
9 0-5 H -- H H H H
10 0-5 I -- -- I I --
11 5-6 -- J J -- -- --
12 0-6 K K -- -- -- K
13 0-6 -- L L -- -- --
14 0-6 M -- M M M --
15 0-6 N -- N N N N
16 0-6 -- O -- -- P O
17 1-6 -- -- -- P -- --
18 1-0 -- -- -- -- -- Q
19 1-0 -- R R -- S
20 1-0 S S S S
21 1-0 T -- T T
22 1-0 -- U U U
23 1-0 Vv -- --
24 1-0 W X X
25 1-0 -- --
26 1-0 -- --
27 1-0 --

26-Letter Check:
NIHTZ DXAJJ KVSIT HKNKO NAGZR |
* Check this rotor thoroughly. An error in segfithe pins on this rotor may not
appear in the 26-letter check but will appear aseaor in the message;
therefore, it is important that the operator chtek position of each pin on this
rotor to insureits conforming to the position shawrhis pin setting.
The indicator for this “Pin and Lug Setting™i€.



SETS OF NUMBERSAND OVERLAPS

FOR LUG SETTINGS
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